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202056015 BRITUERESNIZAEss E I EDTOP10 T (&, Zyxel Remote Code Execution (CVE-
2020-9054) DA 33 4 %= R B Ule B8 & U'DrayTek Vigor Remote Code Execution (CVE-2020-
8515), ThinkPHP Remote Code Execution VulnerabilityD&SRRECE N AL TS,
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Zyxel Remote Code Execution o
1 (CVE-2020-9054) 21.30%  NEW
DrayTek Vigor Remote Code Execution o
2 (CVE-2020-8515) 14.17% vl
3 ThinkPHP Remote Code Execution 10.41% al
Vulnerability
4 phpMyAdmit> FINAR—-ST7IE R 9.12% v2
5 WordPrest> I AR—ST7ItR 9.06% -
6 SQL Injection 8.76% Al
7 URLILERF 77 2 4 7.41% NEW
8 MVPower DVR Shell Unauthenticated 7.26% v5
Command Execution
Command Injection o
9 (Netgear Routers Vulnerability) 6.64% al
10 Network Scanner(masscan) 5.85% vl
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20206 . 17 AMIREENANRY MR TUER . 2020FEHARMB ELL TR REEIN Zyxel
Remote Code Execution(CVE-2020-9054)¢& DrayTek Vigor Remote Code Execution(CVE-
2020-8515)%F URIREN LR SNz, Zyxel Remote Code Execution(CVE-2020-9054)IK
£(3Zyxel NASHEERDwWeblogin.cgiZ74 ILO/ESSEZFIFAL TrecIREN TE DUV WESSE T D,
RELF1IT17vTT— M0, HZOMERE2ERLTVIIEE. &RIT7YIT - MWMETHD.
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2020568015 BRI TINEREN2H — 2R — RO TOP10 T (. ICMP(0/ICMP), SNMP(UDP/161),
Telnet(TCP/23), Unsigned(TCP/7178) R — h &R AL AARY RHEBELLARTLERU.

Unsigned(TCP/9900)/R—M3Fe A EEERTRAN Uz,

Y—ER(KR-b)

1 HTTPS(TCP/443)

2 DNS(UDP/53)

3 Microsoft-DS(TCP/445)

4 HTTP(TCP/80)

5 ICMP(0/ICMP)

6 SNMP(UDP/161)

7 Telnet(TCP/23)

8 Unsigned(TCP/7178)

9 MSSQL(TCP/1433)

10 Unsigned(TCP/9900)
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ICMP(0/ICMP), SNMP(UDP/161), Telnet(TCP/23), Unsigned(TCP/7178)R—~=FIAHUL

ARY MR EEARTIEINUTZ. 2DOHFTICMPAAY MNESniffing, ICMP Redirection, SpoofingIZE(CFIFA
SN3ETEEMEN B VWIORIIL T, BRI TF VT 123 DICMPERTE (FERNELU. reply/request packetz/Y
LTBIRISREEINRVSSICEIRT 20%#ET 3,

45%
40%
35%
30%
25%
20%

15%
10%

5%
4.56989% .38992% .319%37%.16 Yo
S e EEOE =

8. %
e

0%

N N R R CANN O
\> Q\ \> Q\ O '\ Q\ A Ng X
Q Q < o \ R C \ \ \
<O S <O & O ™ & & & &
S & & & & & & &L ¢ S
K Q L NS © N & &L 0¥ &
L & S S & S
S & K &
Q'\\éo 0(\ 0(\
mSH m%H

Copyright © Cyberfortress, Inc. 2020. All rights reserved -5 - ,(2) l:l_.leI'FDl'tI'ESS



B 5ixusy—ezomE RO - 2020467

05. AREY—ER/NZ2—>TOP 10

20206 B DIWE /LS —>TOP10 T(&. Ack Storm, HTTP Login Brute Force, Multi Packet
Inspection ® 4 X > b o @ iz * £ 2 £ H UL . ACK Port Scan(F/W Scan),
Dcom_TCP_Sweep(MSBlaster Worm Messengr) DAY MOIBRIN T EURCENHER TSR, TD
fthi. UDP Tear Drop, FIN Port Scan/ > MYUSHESR TSNz,
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1 SMB Service connect(tcp-445) 92.33% -
2 Ack Storm 3.62% Al
3 HTTP Login Brute Force 1.23% AT
4 ACK Port Scan(F/W Scan) 0.93% v2
5 Multi Packet Inspection 0.67% A
Dcom_TCP_Sweep

6 (MSBlaster Worm Messenger) 0.64% ML
7 Netbios Scan (Messenger RPC 0.31%

Dcom MyDoom) (UDP-137) =R i
8 TLS Malformed Handshake DoS 0.12% -
9 UDP Tear Drop 0.07% NEW
10 FIN Port Scan 0.03% NEW
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connect(tcp-
445)
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