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1ERINEE (Information Gathering) 19.1 -
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Y7 (Malware) 3.7 vi
FEEAN(Anomaly Detection) 3.0 -
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1 Command Injection 13.5 _
(Netgear Routers Vulnerability) '
2 GPON Router Vulnerability 7.5 -
Command Injection(D-Link HNAP
3 . 6.3 -
Vulnerability)
4 phpMyAdmin Y>FIWAR-ST7Ht X 4.8 -
Tomcat admin(BEH)R-
> /) ERERL 4.6 NEW
6 SATLIFANT IR 4.2 NEW
v MVPower DVR Shell Unaufchenticated 3.8 al
Command Execution
8 Command Injection 3.7 Al
9 Method(Connect) 3.6 NEW
10 WordpressB>IIWAR-T7It X 3.3 v6

Total Threats In SOC

WordpressB>FIAR—-ST7Ht 2  mmmmmmm 3.3%
Method(Connect) IS 3.6%
Command Injection N 3.7%
MVPower DVR Shell Unauthenticated:-- I 3.8%
SATLITPANTICZIRA]  —— 4,2 %
Tomcat admin(BEF )R-/ (/{5 L s 4.6%
phpMyAdminH> FIA-S7HE AL e 4.8%
Command Injection(D-Link HNAP--- I 6.3%
GPON Router Vulnerability I 7.5%
Command Injection(Netgear Routers: - - I 13.5%,
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N=bF—=1)
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WL i JYHURMIP | IGLOO_CTT | B 1R
1 91.241.19.84 RU 4/114 ThinkPHP Remote Code Execution Vulnerability
2 45.155.205.108 RU 14/114 ThinkPHP Remote Code Execution Vulnerability
3 45.146.164.15 RU 7/114 ThinkPHP Remote Code Execution Vulnerability
4 85.214.44.193 DE 8/114 Code Execution(Bash ShellShock)
5 185.234.217.183 IE 12/114 etcpasswd Detect
6 149.129.139.48 SG 8/114 ZeroShell kerbynet RCE (CVE-2009-0545)
7 209.141.50.5 us 9/114 Web Scanner(ZmEu)
8 185.234.219.28 IE 14/114 etcpasswd Detect
9 137.116.133.111 SG 10/114 ZeroShell kerbynet RCE (CVE-2009-0545)
10 208.91.198.220 us 0/114 SQL Injection

Total Countries

SRIREIP, EFRIEMOFMHTOP10ORNULEER

$5E mem 3.6%

037 me— 8.0%

AR —11.6%

FXh e 24..0%

fE . 52 809,

Rank Source IP Country Rank Source IP Country
1 91.241.19.84 RU 6 149.129.139.48 SG
2 45.155.205.108 RU 7 209.141.50.5 us
3 45.146.164.15 RU 8 185.234.219.28 1IE
4 85.214.44.193 DE 9 137.116.133.111 SG
5 185.234.217.183 IE 10 208.91.198.220 us
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1280 1hAfEFireeye Red Team Tool, Solarwinds/\v3+> 4 EI&(CBI I 2&E1N)S — KU Apache
Struts(CVE-2020-17530), MS Windows SMB(CVE-2020-17096)z5514(CBE I 24&ENR)S —h
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alert tcp any $HTTP_PORTS -> any any (msg:"IGRSI.20.04732
Fireeye, Red team tool, HTTP.BEACON, Large Scale Information
Leak"; flow:to_server,established; content:"HTTP/1."; depth:7;
content:"Connection: close"; content:"Content-Type:
application/json¥; charset=utf-8"; content:"Content-Security-Policy:
upgrade-insecure-requests”; content:"Strict-Transport-Security:
max-age=10890000"; content:"Cache-Control: public, immutable,
max-age=315360000"; content:"Accept-Ranges: bytes"; content:"X-
Cache: HIT, HIT"; content:"X-Timer:
S1593010188.776402,VS0,VE1"; content:"Vary: X-AbVariant, X-
AltUrl, Accept-Encoding"”; sid:2004732;)
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Fireeye Red Team ToolifmH BiE
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59

Fireeye, Red team
tool, HTTP.BEACON

alert tcp $HOME_NET any -> any any (msg:"IGRSI.20.04765
Fireeye, Solarwinds, MSIL.SUNBURST, Large Scale Information
Leak"; flow:to_server,established; content:"T "; offset:2; depth:3;
content:"/swip/Events HTTP/1"; within:100; content:"Host: ";
content:!".solarwinds.com"; within:100; sid:2004765;)

Fireeye SolarwindsIEERs:&E
MSIL.SUNBURSTA&R&IARY> —

Fireeye,
Solarwinds,
MSIL.SUNBURST

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.04818 Apache Struts, CVE-2020-17530,
Attempted User Privilege Gain"; flow:to_server,established;
content:"${"; http_uri; content:"java.lang.ProcessBuilder";
distance:0; nocase; http_uri; sid:204818;)

Apache Struts®| CVE-2020-17530#55
42BAL. 1-Y-OHEREIGEUEIRANT
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Apache Struts,
CVE-2020-17530
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