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227 LBEss T (System Vulnerability) 37.5 -
I JRESSE(Web Vulnerability) 24.7 -
1ERUNEE (Information Gathering) 22.4 -
AIEF7IT X (Unauthorized access) 8.6 -
YILU17(Malware) 4.8 -
FEEAN(Anomaly Detection) 1.1 -
1EHRIRE (Information Exposure) 0.6 -
DoSIZE (Denial of service attack) 0.3 -
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20215 02HD A RiEHF MR ETOP10ZHEZRUILER. SQL Injection, ThinkPHP Remote Code
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Command Injection

1 (Netgear Routers Vulnerability) 14.5 )

2 Command\}Sljr?é::;obr;l(itDy-)Lmk HNAP 25 al
3 GPON Router Vulnerability 6.8 vi
4 Wordpresst> FIR_R-S79E R 5.7 A6
5 MVPoweEODnY& aS:deIIIE)l(JenCitécgre:ntlcated 4.6 A2
6 phpMyAdminB > FIAR-S7912 4.5 v?2
7 Method(Connect) 4.4 A2
8 SQL Injection 3.7 NEW
9 ThinkPHP I?/eunl'lnoet;tc):iﬁa? Execution 3.5 NEW
10 Command Injection 3.3 v2

Total Threats In SOC

Command Injection N 3.3%
ThinkPHP Remote Code Execution Vulnerability I 3.5%
SQL Injection N 3.7%

Method(Connect) NN 4.4%

phpMyAdminY>FIAR—S7€Z I 4.5%

MVPower DVR Shell Unauthenticated Command: - I 4.6%

WordpressB>IINAR-ST7Ht2 I 5.7%
GPON Router Vulnerability s 6.8%
Command Injection(D-Link HNAP Vulnerability) I 7.2%
Command Injection(Netgear Routers Vulnerability) I 14.5%
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SRORMETIPOGIRIEHIRE R TORE THEELIIER THD.

TROREZSEL TI7M AP EFIUTAEEBRNSOBERTZ HEEZ I3,

WEfr :  JwOURMP BEEH
1 45.155.205.108 RU ThinkPHP Remote Code Execution Vulnerability
2 89.248.170.31 GB ThinkPHP Remote Code Execution Vulnerability
3 199.19.226.67 us Web Scanner(ZmEu)
4 89.248.162.235 GB Web Scanner(ZmEu)
5 43.229.62.95 AU Network Scanner(masscan)
6 97.74.229.113 us Admin (BIE&) R-Z7ItX
7 103.78.208.100 ID Network Scanner(masscan)
8 89.248.168.108 GB Restriction Method(fHlIBEEN/zXVy RMEFT)
9 211.211.195.105 KR XML External ENTITY Injection
10 72.251.228.101 us SIP Vulnerability Scanner(Sipvicious)

Total Countries

SRIREIP, EFRIEMOFMTOP10ORNULEER

BE e 4.6%

07 e 7.1%

AR I 12 .4%
7UH e 24.8%

OE e 51.29%,

Rank Source IP Country Rank Source IP Country
1 45.155.205.108 RU 6 97.74.229.113 us
2 89.248.170.31 GB 7 103.78.208.100 ID
3 199.19.226.67 us 8 89.248.168.108 GB
4 89.248.162.235 GB 9 211.211.195.105 KR
5 43.229.62.95 AU 10 72.251.228.101 us
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.04820 SolarWinds, Orion API, CVE-2020-10148, SolarWinds Orion APINCVE-2020-10148 Solarwinds, Orion
Web Application Attack"; flow:to_server,established; MR ERUREYII 7 -3 3R\ APL. CVE-2020-10148
content:"i18n.ashx"; fast_pattern:only; http_uri; content:"&v="; AR BRI — !

nocase; http_uri; sid:1004820;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.04831 Cisco, Jabber, CVE-2020-26085, Attempted
User Privilege Gain"; flow:to_server,established;
content:"/CLIENT_REQUEST"; fast_pattern:only; http_uri;
content:"onanimationstart"; nocase; http_client_body; sid:204831;)

Cisco Jabber®CVE-2020-26085k&5514%%: Cisco, Jabber, CVE-
ALR1-Y—EREERHUZIRET 2R — 2020-26085

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any
(msg:"IGRSS.8.04837 Webshell, BumbleBee, A Network Trojan was
detected"; flow:to_client,established; file_data;
content:"<%if(Ntody(Request.QueryString[ |22 |parameter|22|])==
22|"; fast_pattern:only; sid:804837;)

BumbleBee WebshellDxy hD—@{S%1&A]

FBRY— Webshell, BumbleBee

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25
(msg:"IGRSS.8.04844 Malware, Trickbot, A Network Trojan was
detected"; flow:to_server,established; file_data; content:"|2C E7 6A
B3 CE 43 A8 23 3F 8B BF 86 1B 6B 78 4D DA 8C 38 2B A4 F5 26 27
0B 1E 6D DF 70 85 8B FC|"; fast_pattern:only; sid:804844;)

Trickbot MalwareDxwJ—1iBE%1RENT S

RS — Malware, Trickbot
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