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227 LBEss T (System Vulnerability) 43.4 -
1RSS4 (Web Vulnerability) 23.5 -
1ERINEE (Information Gathering) 19.9 -
AIEF7ITX(Unauthorized access) 5.9 -
¥ID17(Malware) 5.2 -
FEEAN(Anomaly Detection) 1.0 -
1EHRIRE (Information Exposure) 0.6 -
DosI{ZE (Denial of service attack) 0.6 -
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02. AIRKESSTHETOP10
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Command Injection(Netgear Routers _

1 . 17.3
Vulnerability)

2 GPON Router Vulnerability 8.9 Al

3 Command Injection(D—Link HNAP 7.9 vi
Vulnerability)

4 MVPower DVR Shell Unaufchentlcated 51 al

Command Execution

5 WordpressB>IINAR-S 7t 5.1 vi

6 SQL Injection 4.5 A2

7 phpMyAdminB > FIR-ST7HE2 4.2 vi

8 Web Vulnerability Scanner(Zgrab) 4.1 NEW

9 URLILRF 772 A1 3.9 NEW

10 AT LITANT I RIRA] 3.7 NEW

Total Threats In SOC

SZAFTLATPANT LKA I 3.7%
URUIERF77AFI{ I 3.9%
Web Vulnerability Scanner(Zgrab) N 4.1%
phpMyAdmind>IIR-ST7HtZ I 4.2%
SQL Injection N 4.5%
WordpressB>FILR-S77€2 I 5.1%
MVPower DVR Shell Unauthenticated Command:-- I 5.1%
Command Injection(D-Link HNAP Vulnerability) s 7.9%
GPON Router Vulnerability I 8.2%
Command Injection(Netgear Routers Vulnerability) I 17.3%
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2021F 038 0EETHEDXRETDIPHIED ZEHTOWTIIVELT—EE L. TORMMIC. 7XUA.
1R, 027, BEIOIEICHEZRTER,

L OEETIPORBIRIE IR B AB THRUIER TH 3.
FRORESE(CLTIFAIA-IOTFIUTAHEEIN S ORI ZHELZ T3,

WEGz i JwosUYARMP 1 B | IGLOO_CTI | IR
1 45.155.205.108 RU 9/114 ThinkPHP Remote Code Execution Vulnerability
2 45.155.205.225 RU 20/114 ThinkPHP Remote Code Execution Vulnerability
3 2.57.122.97 RO 19/114 Command Injection
4 89.248.168.108 GB 7/114 Netlink GPON Router Remote Code Execution
5 157.245.100.146 IN 3/114 MVPower DVR SheIIIE)l(JgCauL{icgre]nticated Command
6 31.210.20.175 us 14/114 Code Execution(Bash ShellShock)
7 89.248.160.139 GB 8/114 Network Scan
8 89.248.165.7 GB 11/114 phpMyAdmint > FIA—STH1ER
9 97.74.229.113 us 3/114 Admin (BEE&) R-277EX
10 42.114.249.74 VN 4/114 SQL Injection

Total Countries

SRIREIP, EFRIEMOFMHTOP10ORNULEER

EBE m— 5.3%

037 e 8.4%

AR I 13.8%

TS . 23.3%

FE . 49.2%,

Rank Source IP Country Rank Source IP Country
1 45.155.205.108 RU 6 31.210.20.175 us
2 45.155.205.225 RU 7 89.248.160.139 GB
3 2.57.122.97 RO 8 89.248.165.7 GB
4 89.248.168.108 GB 9 97.74.229.113 us
5 157.245.100.146 IN 10 42.114.249.74 VN
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alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25
(msg:"IGRSS.2.04857 MS, Windows, CVE-2021-1648, Attempted
User Privilege Gain"; flow:to_server,established; file_data;
content:"[48 89 88 50 01 00 00 48 B9 42 42 42 42 42 42 42 42 48
8B 05 5B 46 00 00 48 89 90 50 02 00 00 48|"; fast_pattern:only;
sid:204857;)
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MS Windows®DCVE-2021-1648hE3514% B
Ul 1-Y—1ERERERANT IR~

59

MS, Windows, CVE-
2021-1648

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.04858 Cisco, routers, CVE-2021-1314, Web
Application Attack"; flow:to_server,established; content:"name=";
nocase; http_client_body; content:"USBimagefile"; within:20;
http_client_body; content:"Content-Disposition"; nocase;
http_client_body;

pcre:"/name¥s* =¥s*[¥x22¥x27]?USBimagefile¥d?((?!--

) )*?[¥r¥n]{2,H((?!1N--

). ) *¥?([¥x60¥x3b¥X7Cc¥x26¥x23]|[¥X3Cc¥x3e¥x24]¥x28)/Psim";
sid:1004858;)

Cisco RV Routers®| CVE-2021-1314f3514%
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Cisco, routers, CVE-
2021-1314

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.04860 Citrix, Gateway, CVE-2020-8195, Web
Application Attack"; flow:to_server,established;
content:"/rapi/filedownload"; fast_pattern:only; http_uri;
content:"<clipermission> </clipermission>"; nocase;
http_client_body; sid:1004860;)

Citrix Gateway®CVE-2020-819555 4% %
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Citrix, Gateway, CVE-
2020-8195

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any
(msg:"IGRSS.2.04862 Adobe, Acrobat, CVE-2021-21017, Attempted
User Privilege Gain"; flow:to_client,established; flowbits:isset,file.pdf;
file_data; content:"Object.defineProperty("; content:"__iterator__";
within:75; fast_pattern; content:"get"; content:"__proto__";
content:"for"; sid:204862;)

Adobe Acrobat®CVE-2021-21017#55M4%
FBAUI-YEREEGKU RTINS~

Adobe, Acrobat, CVE-
2021-21017
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