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Total Threats In SOC
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.04918 MS, Exchange, CVE-2021-26855, Attempted
Administrator Privilege Gain"; flow:to_server,established;
content:"/owa/auth/"; fast_pattern:only; http_uri; content:"X-
BEResource="; nocase; http_cookie; pcre:"/X-
BEResource=["¥x3b]*?([¥x5d¥x40¥x23]|:444)/Ci"; sid:104918;)
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MS, Exchange, CVE-
2021-26855

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.04919 MS, Exchange, CVE-2021-26855, Attempted
Administrator Privilege Gain"; flow:to_server,established;
content:"/ecp/"; fast_pattern:only; http_uri; content:"X-
AnonResource-Backend="; nocase; http_cookie; pcre:"/X-
AnonResource-Backend=["¥x3b]*?([¥x5d¥x40¥x23]|:444)/Ci";
sid:104919;)
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MS, Exchange, CVE-
2021-26855

alert tcp $HOME_NET $HTTP_PORTS -> $EXTERNAL_NET any
(msg:"IGRSS.2.04930 Webshell, DEWMODE, Attempted User
Privilege Gain"; flow:to_client,established; file_data; content:"<font
size=4>Cleanup Shell</font>"; fast_pattern:only;
content:"?csrftoken="; nocase; content:"<th>file_id</th>";
distance:0; nocase; sid:204930;)

Dewmode WebshellDzwy ~J—Ji@{E&4&4
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Webshell,
DEWMODE

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.04939 WebApp, F5 iControl, CVE-2021-22986,
Web Application Attack"; flow:to_server,established;
content:"/mgmt/shared/authn/login"; fast_pattern:only; http_uri;
content:"|22|loginReference|22|"; nocase; http_client_body;
content:"|22|userReference|22|"; nocase; http_client_body;
sid:1004939;)
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