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MY AN\ —TJA— N A TIREIEIRZINEL, DL TVETD,
DIFREHS, BIRINEEFER, MEssEIREE. TS5vIUAMDTOPL0%IEZEL. BET —FL LI, 2

LY RA\DMRZEZEZET
TEIVFBLEEERE SATLABBEECOLOSRT - I ERL THAN-BROFACEIITT
WRINEEBWETD,

01. AR EE4ARY

L H®(%) | hE

1JHES5 M (Web Vulnerability) 37.1 Al

S AT LKEFEHE(System Vulnerability) 35.0 vi
1ERUNEE (Information Gathering) 17.3 -
AIEF7I1X(Unauthorized access) 5.6 -
X177 (Malware) 3.6 -
FEEAN(Anomaly Detection) 0.8 -
&R (Information Exposure) 0.4 -
DosIZZE (Denial of service attack) 0.1 -

[R1-1] BRINEELER

2021 5A0RRINE DFRB =2 R
UTHESR. 4ANSIENUIZYITRESS
%(Web Vulnerability) DLEENS X
T L\RES5 14 (System Vulnerability)
DEEE% LB TIAIICART,
St A EEIUCPHPICEAT 2 ENENL
R/ELHIMTES, TOMOIEATIGSE
HEE—THB.

RIETIEX, 5.6%
NII17, 3.6%
FEHEIRA, 0.8%

DosIZZ, 0.1%
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02. AIRKESSTHETOP10

2021F05AND A RAE3E W EBTOP10Z AU R. Apache Struts2 Jakarta RCE (CVE-2017-
5638)MESEMHENFZICTOP10ICEIHZ L. FeBERUCIITMESS (RS 2IREN EALICROITVDIENHERRT
%50

HE(%) | L®

Command Injection(Netgear Routers

1 - 11.1 -
Vulnerability)

2 Application Vulnerability(PHPUnit) 11.1 Al

3 ThinkPHP Remote C_o_de Execution 9.1 vi
Vulnerability

4 GPON Router Vulnerability 7.7 -

5 MVPower DVR Shell Unaufchenticated 71 A2

Command Execution

6 Command InJectlon(D-Llnk HNAP 6.8 al
Vulnerability)

7 Wordpresst > FIR_R-ST79ER 6.1 v2

Apache Struts2 Jakarta RCE (CVE-

8 2017-5638) 5.2 NEW

9 AT LITANT I RIERH] 3.5 -

10 Web Vulnerability Scanner(Zgrab) 3.1 v2

Total Threats In SOC

Web Vulnerability Scanner(Zgrab) IS 3.1%
SZAFLTPANTIEZRA N 3.5%
Apache Struts2 Jakarta RCE (CVE-2017-5638) s 5.2%
WordpressB>FILR-STHtZ I 6.1%
Command Injection(D-Link HNAP Vulnerability) s 6.8%
MVPower DVR Shell Unauthenticated Command--- I 7.1%
GPON Router Vulnerability e 7.7%

ThinkPHP Remote Code Execution Vulnerability I 9.1%

Application Vulnerability(PHPUnit) e 11.1%

Command Injection(Netgear Routers Vulnerability) I 11.1%

0.0% 4.0% 8.0% 12.0%

Copyright © Cyberfortress, Inc. 2020. All rights reserved 3- @ CyberFortress



B 5 ixsey—e20mE RO - 20214055

03. ARI'5YJUANPF7 RLATOP 10

2021 05R 65 A LRIKHRENSOIXETIPH—ERC 170, LLEOKIFDZLDH TS, Fe. BU
O>7HB0IPE EAIICIR DTS, HEXDX(ETTIPOBIRIEFIRE AE THEEUERTHD.

TEREOXREZSE(CUTIrTAIA-IPTF IV TGN SOERTZHER TS,

NGz

TwHUZR NP

WEHH

9

10

45.155.205.211
45.155.205.27
45.155.205.151
45.155.205.84
45.148.10.50

103.73.162.180
51.38.40.95
103.149.200.47

49.143.32.6

45.144.225.244

RU
RU
RU
RU
NL
HK

FR
HK

KR

us

Application Vulnerability(PHPUnit)
Application Vulnerability(PHPUnit)
Application Vulnerability(PHPUnit)
Application Vulnerability(PHPUnit)
Application Vulnerability(PHPUnit)

Cross Site Script(XSS)
Application Vulnerability(PHPURit)
Cross Site Script(XSS)

Command Injection(Netgear Routers

Vulnerability)
FCKeditor H>TNAR=ZTIt R

Total Countries

SAKZEIP, ERIBOFFHTOP10ORKRULEER
0>7 m—— 6.3%
PILNZ7 e 7.3%
AR I 9 .4%
TS 29.6%
HE ] 7 59
Rank Source IP Country Rank Source IP Country
1 45.155.205.211 RU 6 103.73.162.180 HK
2 45.155.205.27 RU 7 51.38.40.95 FR
3 45.155.205.151 RU 8 103.149.200.47 HK
4 45.155.205.84 RU 9 49.143.32.6 KR
5 45.148.10.50 NL 10 45.144.225.244 us
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FHHOMEREZSE(CL. BURE/(F-2ZRHUTVSIHE. HZDI AT ADMSSM2HRIICALET 5

CERERET D,
WENY—-> D ITHER
Command
Injection(Netg: NetGear DGNU—ZX DI —IRDITTH—)\H—EBOURLICH U TEREEZE S [setup.cgilZHV)

ear Routers
Vulnerability)

Tholsyscmd J#EZERL TEROIN> REEITI2IENTES.

Application = PHPUnitlEF A ~IL—AT—4T/phpunit/src/Util/PHP/eval-stdin.php J74JUFTETS BHE53
Vulnerabilit = M TUE—MSEREDOI-RIEITTES.

y(PHPUnIt) @ WEEI<?php IXFHCIAFBHTTP POSTT —4%18U TIEEDPHPI— RHIEITTE 3,

ThlnkPHP . N = 1S, H 7= N NS N =27 N, 1 — —R=EI5
Remote Code ThinkPHPORESS B FI1IL5U> ) TAELI RIS M —5h aaxtgu\‘}vtuém JE-R] I\aig

Execution BEENTSIMIFIETHS. ¥ think ¥ *IS2EIFUHL THESSBAT ST MN U TRBEERMERD
Vanerability | PHPI=KRUSZF IR KISEITTES,

GPON Router
Vulnerability

MVPower DVR

Dasan GPONZERDIL—INSFERENTHESTHTI ?2images | OXF 5z #2577 AFHURLIC
ANTBETRIZBE T ETHD.
LOMESSEZF AL TGREEESN TVRVWIEE D HEEIAUE— IV REEITU. DNSEKTEIEIE
REDIKRAZ BRIRENAIEETHD.

Shell HTTPUYIA MRS ZBR(C 1 —H— DX ADBEOBEREREN T D (ITHNT, V- NRE
Unauthenticat: EHQITIA>49—J1—20 ¥'shell¥ 1771 =FIE B TIIVOXXZEF ORHSIEEDI AT I
ed Command | JIX>RNEITTERLIICRS.

Execution

Command D—Link@%%éﬁ%@éﬂ%l:ﬁﬁﬁ;‘T_l?ol—!NAP(Home“ Network Administration Protocol)(cBg
Injection(D- ?:5}’]')7NC??T:E@“%H%SS'I_&L'CEEEP&&EIL/'Cb‘—tZEF'JJ:\ IO RPASZRN=IREDTIY > RDE

Link HNAP 1THA]BEICR D,

Vulnerability)

EEE(FIDomain/HNAP1/GetDeviceSettings/ [/VAD#EBICIY> REiEA L.
[SOAPAction | 74— L RZFIFAL TETZRHB.

;V;Drfjlf/(e_s; Wordpress®O4 4 >R—-STod[wp-login.php, wp-admin.php, wp-config.php ot >~
7HE WR=SITICATBANR NTCE(IR-SOBEELZERITIHDDTICATHD,
Apache
Struts2 Apache Struts2®lakartad 374 >=FIALTITAINT7yIO—- ReLIB 308, EEHIHTTP
Jakarta RCE @ RequestAw45—MContent-TypefE(COGNL(Object Graph Navigation Language)®&IR\%
(CVE-2017- @ FBATE-NI-RIEITTES.
5638)
SAFATPANT  EEHFI AT LAOBROEBORHICDirectory TraversalffzsatEzFIAL T/etc/passwdi®
AFL: T *.conf /.envDEIRTNID N, BRIBZERE, SREIFMIVTIER%HT
Web
Vulnerability | Web Vulnerability Scanner(Zgrab)dU1JH—/NOEER-SEUL(E. FFaIXVY R, FEERAI UL
Scanner(Zgra J/R—2, JEEFRIR—MRE, MES8RECADFER BRI 2/ FERT 3.
b)
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SPIDER TM O/RJS—T. 2021F04AD1NABREBINLEBAN-BRBARIIR)S — (3624 THh 3.
04HD1NMHAMPAS Webshell, CtitX Exploit kit, SLIGHTPULSE, HARDPLUSE MalwarelCEd93%
AR>S —hEefaEnsc.
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42 44
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3N AR HBCA{TEx

o~ 97

alert tcp $SHOME_NET $HTTP_PORTS -> $EXTERNAL_NET any (ms
g:"IGRSS.8.04943 Webshell, PAS, A Network Trojan was detected";
flow:to_client,established; file_data; content:"<form action=]22 22
| method=1|22|post|22|><input type=|22|text|22| name=]|22|"; d PAS Webshell®
epth:55; content:"|22]| value=|22 22|/><input type=|22|submit|2 Sy NI BRI B S — Webshell, PAS
2| value=|22|&gt|3B 22|/></form>"; within:54; distance:5; fast_ =

pattern; isdataat:!1,relative; pcre:"/<form action=¥x22¥x22 metho
d=¥x22post¥x22><input type=¥x22text¥x22 name=¥x22[a-z_]{5
}¥x22/"; sid:804943;)

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (ms
g:"IGRSS.8.04951 Exploit kit, CritX, A Network Trojan was detected

" flow:to_server,established; content:"/load"; http_uri; content:".p CtitX Exploit kit® Exploit kit. CritX
hp"; distance:0; http_uri; pcre:"/¥/load(?:(?:db|rh|silver|msie|flash Ty ND—DBERIRINT ZR)S — P !
|fla[0-91{4,53}))¥.php/U"; flowbits:set,file.exploit_kit.pe; sid:80495

1)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.8.04989 Malware, SLIGHTPULSE, A Network Trojan was SLIGHTPULSE Malwared Malware
detected"; flow:to_server,established; content:"/meeting_testjs.cgi" Ty e ’

; fast_pattern:only; http_uri; content:"POST"; http_method; pcre:" FYRI-DBEERAT A SLIGHTPULSE
/(N &) (name|img]|cert)=/Pim"; sid:804989;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.8.04993 Malware, HARDPULSE, A Network Trojan was de

tected"; flow:to_server,established; content:"/compcheckjava.cgi"; HARDPLUSE Malware® Malware,
fast_pattern:only; http_uri; content:"hashid="; nocase; http_client YR —BISEAREN T RS — HARDPULSE
_body; content:"checkcode="; nocase; http_client_body; sid:80499
3;)

BREERARIS —
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