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X177 (Malware) 2.9 -
FEEAN(Anomaly Detection) 0.8 -
&R (Information Exposure) 0.3 -
DosIZZE (Denial of service attack) 0.2 -
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1 Command Injection(Netgear Routers
Vulnerability)

GPON Router Vulnerability

MVPower DVR Shell Unauthenticated
Command Execution
Command Injection(D-Link HNAP
Vulnerability)

Application Vulnerability(PHPUniIt)

ThinkPHP Remote Code Execution
Vulnerability
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Total Threats In SOC

Web Vulnerability Scanner(Zgrab) I 3.8%
phpMyAdminH> FILR—-S7€Z I 4.3%
SQL Injection NN 4.4%
SZAFLTPANT IR I 4.8%

Command Injection(D-Link HNAP Vulnerability) I

0.0% 4.0%

ThinkPHP Remote Code Execution Vulnerability Il 5.7%
Application Vulnerability(PHPUnit) IS 5.9%

6.4%

MVPower DVR Shell Unauthenticated Command: - - s 8.0%
GPON Router Vulnerability I 8.5%
Command Injection(Netgear Routers Vulnerability) I 13.6%
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TEREOXREZSE(CUTIrTAIA-IPTF IV TGN SOERTZHER TS,

IEfz i JYOUAMIP i WEER
1 45.146.164.125 RU ThinkPHP Remote Code Execution Vulnerability
2 45.155.205.181 RU ThinkPHP Remote Code Execution Vulnerability
3 209.141.33.232 us MVPower DVR Shell Unau’_chentlcated Command
Execution
4 5.188.210.4 RU FCKeditortt> FIAR—-STItR

5 210.108.70.119 KR Apache Struts2 Jakarta RCE (CVE-2017-5638)

6 45.155.205.109 RU ThinkCMF Remote Code Execution Vulnerability

7 185.53.90.19 BZ Alcatel-Lucent OmniPCX I_VlasterCGI Command
Execution

8 199.116.118.198 us etcpasswd Detect

9 51.159.7.190 FR Web Scanner(ZmEu)

10 77.247.108.42 BZ Network Scanner(masscan)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

FINZF e 7.5%
037 s 8.0%
AR I 10.9%
FAUD  —— 31.0%
HE | ) | 5%

Rank Source IP Country Rank Source IP Country
1 45.146.164.125 RU 6 45.155.205.109 RU
2 45.155.205.181 RU 7 185.53.90.19 Bz
3 209.141.33.232 us 8 199.116.118.198 us
4 5.188.210.4 RU 9 51.159.7.190 FR
5 210.108.70.119 KR 10 77.247.108.42 BZ
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alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (m

058 62

c]0)

SHAkHhE

ERRMmE
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59

sg:"IGRSS.16.05005 Malware, cryptomining, Misc Attack”; flow:to Cryptomining Malware® Malware,
_server,established; content:"/owa/auth/win_"; fast_pattern:only; 2y ND—DBERIRINT BN — cryptomining
http_uri; content:".zip"; nocase; http_uri; sid:1605005;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (m MS Windows®

sg:"IGRSS.2.05011 MS, Windows, CVE-2021-31166, Attempted U CVE-2021-31 16605 A= mRLE MS, Windows

ser Privilege Gain"; flow:to_server,established; content:"Accept-E
ncoding:"; nocase; http_header; content:"Accept-Encoding: [0A|"
; distance:0; nocase; http_header; sid:205011;)

1-Y-HEREEGEKL
ZARENT BN —

CVE-2021-31166

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (m
sg:"IGRSS.1.05030 MS, Exchange, CVE-2020-0688, Attempted A
dministrator Privilege Gain"; flow:to_server,established; urilen:>5
00; content:"/ecp/"; nocase; http_uri; content:"__ VIEWSTATE=";
fast_pattern; nocase; http_uri; base64_decode:bytes 2000,offset
0,relative; base64_data; content:"ActivitySurrogateSelector"; with
in:2000; nocase; sid:105030;)

MS Exchange®
CVE-2020-0688AE55 142 BALL
EIREEREREKL
IRy U

MS, Exchange,
CVE-2020-0688

alert udp $HOME_NET any -> any 53 (msg:"IGRSS.8.05034 Malw
are, Cobalt Strike, A Network Trojan was detected"; flow:to_serv
er; content:"|03]aaa|05|stage"; nocase; content:"|00 00 10 00 O
1|"; distance:0; sid:805034;)
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