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Total Threats In SOC

WordpressB>FIWR-ST7HCZ I 3.2%
SQL Injection N 3.4%
Web Vulnerability Scanner(Zgrab) I 3.6%
Application Vulnerability(PHPUnNit) N 4.0%
SATLIPANTPIEZIRA N 4.5%

0.0% 4.0%

Command Injection(D-Link HNAP Vulnerability) I 6.1%
GPON Router Vulnerability s 7.6%
MVPower DVR Shell Unauthenticated Command: - I 8.3%
ThinkPHP Remote Code Execution Vulnerability I 14.1%
Command Injection(Netgear Routers Vulnerability) e 14.8%

8.0%
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45.146.165.123
31.210.20.100
5.188.210.4

212.192.241.87

45.146.166.253

45.146.164.125
211.231.20.14
45.61.184.166
45.61.186.43
179.43.175.9

RU
NL
RU

Cz

RU

RU
KR
us
us
CH

ThinkPHP Remote Code Execution Vulnerability

Cisco HyperFlex HX Command Injection
(CVE-2021-1497)

URLIESRF 77 A4

SonicWall SSL-VPN 8.0.0.0 Remote Code
Execution(shellshock/visualdoor)

Pulse Secure SSL VPN File Disclosure

ThinkPHP Remote Code Execution Vulnerability
Directory Traversal
Web Scanner(ZmEu)
Web Scanner(ZmEu)

zyxel remote code execution(CVE-2020-9054)

Total Countries

SAKZEIP, ERIBOFFHTOP10ORKRULEER
BE e 6.7%
0>7 I 3.3%
12K ——— 10.6%
TS ———— 28.3%,
E . 46.3%
Rank Source IP Country Rank Source IP Country
1 45.146.165.123 RU 6 45.146.164.125 RU
2 31.210.20.100 NL 7 211.231.20.14 KR
3 5.188.210.4 RU 8 45.61.184.166 us
4 212.192.241.87 Ccz 9 45.61.186.43 us
5 45.146.166.253 RU 10 179.43.175.9 CH
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alert tcp $HOME_NET any -> $EXTERNAL_NET any (msg:"IGRSS.
8.05035 Malware, NecroBot, A Network Trojan was detected"; flo
w:to_server,established; content:"p2l44qilgm433bad5gbszb4mlux
uejwkjaaon767m5dzuuc7mjghcead.onion"; fast_pattern:only; sid:
805035;)

120
100
80

40
20

NecroBot Malware®xy NJ—i@{E% Malware,
AT 2RI — NecroBot

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGR
SS.2.05061 MS, Edge, CVE-2021-31959, Attempted User Privilege MS Edge®CVE-2021-31959#85 4%
Gain"; flow:to_server,established; file_data; content:"|28|Date.no ERUI-T-1ERZEEGUE
w|28 29| - start < 200"; fast_pattern:only; content:".postMessag 1A BMR)S—

e"; content:".terminate"; sid:205061;)

MS, Edge,
CVE-2021-31959

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (m

sg:"IGRSS.8.05127 Webshell, ASPXSpy, A Network Trojan was de ASPXSpy Webshelld#y hJ—2i{=% Webshell,

tected"; flow:to_server,established; content:"&HRJ="; fast_patter .

n:only; http_client_body; content:"&ZSnXu=Login"; http_client_b AT ASPXSpy
ody; sid:805127;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (m

sg:"IGRSS.2.05130 WebApp, HP, CVE-2019-5386, Attempted Use

r Privilege Gain"; flow:to_server,established; content:"/imc/icc/tas HP#£23DCVE-2019-5386E55 4% WebApD, HP
kmng/viewBatchTaskResultDetailFact.xhtml"; fast_pattern:only; h BAUI-Y-1ER2ZEGLE CVE-202%—538’6
ttp_uri; content:"beanName="; nocase; http_uri; content:"ScriptE AT ZRIS—

ngineManager"; within:150; nocase; http_uri; content:"exec"; wit
hin:150; nocase; http_uri; sid:205130;)
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