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RS YAN-TA— MR TIIREIBIFRZUNEL. DHLTVET,

DIARBENS. AIRIEFER, MRSHEKE. TS5y UARDTOP10ZMEEL. BET —FEHEERU.
WEEN Y RMDMREEZET,

VT AEEEFLE. SATLABRBEICOIIRT IR ERULTHAN-BROFAICIZIITT
WnEEBWET,

01. AR EE4ARY

L H®(%) | hE

S AT LREE5 1 (System Vulnerability) 39.4% -
1 JRES5 1 (Web Vulnerability) 30.9% -
1ERUNEE (Information Gathering) 21.7% -
AIEF7I1X(Unauthorized access) 4.4% -
X177 (Malware) 2.1% -
FEEAN(Anomaly Detection) 0.7% -
&R (Information Exposure) 0.4% -
DosI{Z (Denial of service attack) 0.3% -

2021F08 AN AR DAAE ZhE
SRUIHER. SERERUTHSIEN
TS,

SATLHESSEEDITMESSIECRE TS
KERFLEESVLERZEHTHD., 5£H
CIERUSRIRZ oA EmU
WEDLERFPURI UL,

RNEFIER, 4.4%
-/

NII17, 2.1%

W =, 0.7%
— 75 [ERINERC R B (e A Dos}iZ, 0.4%
FERTIENL . AU L
mTaf,

1B¥mL, 0.3%
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02. AIRKESSTHETOP10

2021408 B DB RS TOPL0REALLESR.  phpMyAdmind>TILR—S 752 Network Scan
DFRICTOP10ICEISZ L DI EDHFEBIEALLEART2MBEU E R UR, F. ALt TWordpress
YO TINWR-S T I ZAMMBILEABNNUECENDKICATES, ZUTEABIIZELS(CCommand InjectionlcBA93
WEN LRI TVREN R TES,

HE(%) | L®

' Command Injection(Netgear Routers o )
1 Vulnerability) 13.8%
ThinkPHP Remote Code Execution o )
2 Vulnerability 13.6%
MVPower DVR Shell Unauthenticated
3 h 9.4% -
Command Execution
4 GPON Router Vulnerability 6.7% -
5 phpMyAdminB > FIR-ST7HER 5.8% NEW
6 Command Injection(D-Link HNAP 5.49% vi
Vulnerability)
7 Wordpresst > FIR_R-ST79ER 4.6% A3
8 Network Scan 4.0% NEW
9 Application Vulnerability(PHPUniIt) 3.9% v2
10 AT LITANT I RIERA] 3.6% v4

Total Threats In SOC

SZAFLTPANT AR I 3.6%
Application Vulnerability(PHPUnNit) I 3.9%
Network Scan N 4.0%
WordpressB>FILR-ST7otZ I 4.6%
Command Injection(D-Link HNAP Vulnerability) s 5.4%
phpMyAdminH> FIAR-S77€Z I 5.8%
GPON Router Vulnerability s 6.7%
MVPower DVR Shell Unauthenticated Command: - - . 9.4%
ThinkPHP Remote Code Execution Vulnerability e 13.6%
Command Injection(Netgear Routers Vulnerability) I 13.8%

0.0% 4.0% 8.0% 12.0% 16.0%
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03. AiRT 5YyIYANPF RLATOP 10
2021408 R FHELA FURNSOBEDLLE NP U ENz. FLTAUNPAU R, OSTOLLEREDU TR
U SERELEARBUMLSREEETHS.

TEREOXREZSE(CUTIrTAIA-IPTF IV TGN SOERTZHER TS,

IEfz i TyHURMP WEEER

1 45.146.164.110 RU ThinkPHP Remote Code Execution Vulnerability

2 106.55.150.83 CH phpMyAdminH> FILR—S 7512

3 210.108.70.119 KR Apache Struts2 Jakarta RCE (CVE-2017-5638)
4 159.75.25.179 CH phpMyAdminB>FIR—-STHt R

5 106.55.250.60 CH phpMyAdmint> FIR—STHER

6 80.82.65.202 NL Network Scan

7 159.75.9.197 CH phpMyAdminB>FIR—-STHt R

8 35.75.4.158 us Wordpresst>FINAR-ST7ItR

9 209.141.45.210 us Wordpresst>FILR—-ST7HE2R

10 20.199.105.48 FR phpinfo()RXR—TE&EH

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

AFJ)Z m—— 6.4%

07 . 6.9%

AR —— 10.0%
TXUD e 24 4%,

HE I 52 4%,

Rank Source IP Country Rank Source IP Country
1 45.146.164.110 RU 6 80.82.65.202 NL
2 106.55.150.83 CH 7 159.75.9.197 CH
3 210.108.70.119 KR 8 35.75.4.158 us
4 159.75.25.179 CH 9 209.141.45.210 us
5 106.55.250.60 CH 10 20.199.105.48 FR
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08 A (CHEEULINE /-2 TOP10DF DT ZENTI B,
FHlDITERZ2SE(CL. BURE /-2 ZRAUTVIIHE . SO RAT LD/ Z2SR1CILET S

LRI D,

BE)N- HMTER

Command
Injection(Netg: NetGear DGNU—XDIL—AAOITTH —/)UHF—EBOURLICHUTEREEAE Y. [setup.cgilRIUT b

ear Routers = ODlsyscmd [¥EEZERUTERDIV RERITIBIENTES,
Vulnerability)

Rgn‘:g‘t'jc“('; o ThinkPHPOIESSISCZ I (LU TRBYIRIY NI—SH S AIPFUHEN TUE - NI— REfTIE
mote S D CEBHEEE M TS, ¥ think ¥ *I52EIFUHL THESEAAT 14 MU TR E (HE B OPHPI—
xecution NEITTEZ

Vulnerability REUS AT LIV REETTES,

MVPower DVR
Shell HTTPUYIA N2ILMB T BBR(C - — DX le AEOENERBENFTAATONT UE- NIEEN
Unauthenticate: WebA/>4—J1—AD[¥'shell¥’ |T71 ) 2FIAT B L TIIVDOXXFFIOFNSERDS AT AIN RN
d Command @ F{TTE3LI(RB.
Execution

Dasan GPONZREARDIL—IN5FERENTHISIETI ?images IO FHEHas 7 ARURLICA N

GPON Router | 93¢ TiRsEE AN —HRBBETEHETHD.
Vulnerability = =0 MH2FIAL CEREEEN TORVWIREE IEEIAUE— NCIV REEITL. DNSERTEBIERED

FRARBRIENBIRETH D,

phpMyAdmm(zt'jIjb‘ —\-N"5MySQLEEIET SERITPHP TSN TLSA - ToY-2Y— LT,
phpMyAdmin = COE(FMy-SQLY -\ ERICHESSEEIRL TT —IN-2DIERR/HIBR. T—TILOVERR/ HIBR. J14—
BUIWR=2  JLROVERL/HIBR. SQLEIVWVEDEET. EITIERBIRMAERENEITTEIMII N FIELTVDIBE.
7R phpMyAdmin®[script/setup.php 774U ? IR FZ2FIRUTERDREEL ZIFATBETIATA]
N RNETTES.
Command D-Link& Gz % E I 2RERAIN3HNAP(Home Network Administration Protocol)(CB§93X
Injection(D- (’J'P;)I\(J?T_ T3NSI TR TEU T —ERhIE, NI RPA A N=)LREDTN > RDOEITHEIHE
: IrBo
yiink FINAP , B[ Domain/HNAP1/GetDeviceSettings/ J RDE3I-TR> &AL, [SOAPACtion]
V) (- RERIRLTRITER B,

Wordpress Wordpress®O45 1 >R_R— T3 wp-login.php, wp-admin.php, wp-config.php 185> 7). _—

”;,;':g9 SICTIEATBARY NCE R SO EERERT BIbD T I T5.

Network Ry D —IRESS R T BEFUE— MBI ZTLAONY | 18R L ORIRERE\vF> ) TE2EF1UT 1A
Scan 55142 R I DI DIRBETHD, —FIRKICREITIWETHD.

Application  PHPUNIitlZ1=v ;5 ARIL—AD—ST/phpunit/src/Util/PHP/eval-stdin.php 71 UICIFTE S BRfEES
Vulnerability | M=FIBLTUE—NCERDOI-RIEITTES . KEE(Z<?phpOXFEFINSIAFZHTTP POSTT—4
(PHPUnNIt) TEEDPHPI—-RNEITTES,

SZAFTLTPANTY WEEIS AT LADBEROEBDHICDirectory Traversalft5514%F L T/etc/passwdi>*.conf
T RA&AN /.envEIRTHIT N, RIBEERE, SRETFAIUT IER%HT .
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> . ARY A IN—-BEARFIRY S —#ist

SPIDER TM O/RJS—T. 2021FE07ADINABREBINLEBAN-BRBARIIRIS —(E734THh 3.
Netfilter, ASPXWebshell5&2U'MS Exchange(CVE-2021-34473)E551%(CRE 9 B4&E0R) > — HECAR

Nz,
96
83 73
. . l .

202046F4] 058 065 078 96
S Affh=

3N AR HBCA{TEx

o>~ 97

alert tcp $HOME_NET any -> $EXTERNAL_NET any (msg:"IGRSS.8.05134 Mal

ware, Netfilter, A Network Trojan was detected"; flow:to_server,established; c

ontent:"GET "; depth:4; content:"/v?v="; fast_pattern; content:"&m="; within s
:4; distance:1; content:" HTTP/1.1|0D 0A|"; within:11; distance:32; content:" y Netﬂlée; Malware(Dal s Malw_are,
10D OA[Accept: text/html,application/xhtmi--xml,application/xmi| 38]g=0.9,ima Ty RO~ DEEEARK T DR~ Netfilter
ge/webp,image/apng,*/*|3B|q=0.8,application/signed-exchange|3B|v=b3|3B|
g=0.9|0D 0A|"; content:"|OD OA OD 0A 00]|"; sid:805134;)

120
100
80

40
20

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.1.05158 MS, Exchange, CVE-2021-34473, Attempted Ad
ministrator Privilege Gain"; flow:to_server,established; content:"/au i MS Exchange®CVE-2021-34473k55 4% MS, Exchange,
todiscover/"; fast_pattern:only; http_uri; content:"<EMailAddress"; | BRUTEEEEREIRGULRNIZMRIS— | CVE-2021-34473
nocase; http_client_body; pcre:"/<EMailAddress(¥s[~>]*?)?>["<]
*?¥x2fautodiscover/Pi"; sid:105158;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.1.05162 MS, Exchange, CVE-2021-34473, Attempted Ad

ministrator Privilege Gain"; flow:to_server,established; content:"/au MS Exchange® MS. Exchange
todiscover/"; fast_pattern:only; http_uri; content:"Email"; nocase; : CVE-2021-34473Hz55M#BAL TEREE CVE-’2021-34947'3
http_client_body; content:"Content-Disposition"; nocase; http_clien PREEGRUARANT 2R —

t_body; pcre:"/name¥s*=¥s*[¥x22¥x27]?Email((?!--).)*?[¥r¥n]{
2,32 --).)*?¥x2fautodiscover/Psim"; sid:105162;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.8.05178 Malware, ASPXSpy, Webshell, A Network Trojan
was detected"; flow:to_server,established; content:"Content-Dispos
ition: form-data|3B| name=|22|MainButton|22 0D 0A 0D 0A|Sysinf
0|0D 0A|"; fast_pattern:only; http_client_body; sid:805178;)

ASPXSpy Webshell® Malware, ASPXSpy,
Ry NI DBISEARAN T BARS — Webshell
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