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[EJ—-REOTIRIEZIBRK I 2\ —DIEEBHRIRIBEOIRFENNETH D, Mo T2016FII31FOE
OIE(CfERAENIZIndustroyerD L3 (CEEAL - AIEERI(CARO TS,

[OT(Operational Technology)&AIEJ—R : Part2. Triton | TERIEIFETTU TLIzIndustroyer(c#ic
WTTriton, TRISIS, HatmanREDZRITHEENTLSTritonlCDWTR TH 3. Triton(d201 785957
SE7ORBEFE TiHe M RICUIEICERINT.
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WBTriton(FARIEI - RYFER2N201 7HEKE LR, TritonMo TV AR TR RINEFAEETE
FAENTL2DITIERV, RIEI-FIFERINEEFRTANYIRY  ABBERAR. IEEI-RAOUAN
=3l AR —KBREE, 420 RT—EPZEHAHREOKBELIHMEREIN TV, —BHOIET
(<, REANRE RO EZE T IHIHEMSNIEHEETED, AEI—ROXA D HEREZZXITI D
trilog.exe(FIE LR FEAINTOVRON BINKEDLH(CHRHOTWZED 1-ILO—BEEE[COVTEF
FRCERBALIZLERS,
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02. Triton #TRISIS #HATMAN #Triconex SIS

Triton(E X1 >ARIEJ— RTHBtrilog.exeb XM >ARIEI-RTERAEINDEZ 1) I71 ) Dlibrary.zipZ{&
B9 %. DT, trilogy.exeldPythonR IV MeEXEICEIRUIEED T, B 1) TEAINZARIEI-R
T7AE* . pycI7 LIS ATV T M3t U To XA OARIED— RTHBtrilog.exet BIEREENHDIES 1—
ARV T ZIT oIz,

e e e

1 trilog.exe 6c39c3f4a08d3d78f2eb973a94bd7718
2 imain.bin 437f135bal179959a580412e564d3107f
3 inject.bin 0544d425c7555dc4e9d76b571f31f500
4 Oface841f7b2953e7c29c064d6886523
5 TS_cnames.pyc e98f4f3505f05bf90e17554fbc97bba9
6 library.zip TsBase.pyc 288166952f934146bel172f6353e9a1f5
7 (EHEI7AIV) TsHi.pyc 27c¢69aa39024d21ea109cc9c9d944a04
8 TsLow.pyc f6b3a73c8c87506acda430671360cel5
9 sh.pyc 8b675db417cc8b23f4c43f3de5c83438

BOSTIETEMEE TIHOREERIN L TritondY > TIViEHR

EXECUTES

import EmEEEE®

<IIIIIIIIIIIIIIII TSHi.pyc

A
A
A

——]

fessssssnndfsnnnnnnsn

<
TsLow.pyc S RELLE
TS_cnames.py
C

TritonA<IEJ— ROWERK X
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1) trilog.exe

KEEDIbDILT7A )V TPY2EXEZFIFAL Ty PythonZVUT MIEXEEFTI7A W)L ILENTULSIR
RETHD. CNUEPythonh A > A R=LENTWRVRIR TEEETERLIICTBIH T FIIBRI— RO
SHICpycT7A( IV TR, Pythond— Rz EIFEHME L TH S D ZIToI.
trilog.exeDAEBICH B FEAPythond— RDI7A )V 4ldscript_test.pyTH 3.

_data:004---  00OODOOF C  PYeEREWERBOSE T
.datz:i00d--- 00000007 Z frozen

Jdatz:004--- 00000007 Z frozen

.datz:004--- 0000000 Z PYTHOMIMNSPECT

.data:004--- 00000003 _ <stdin

.data:004--- 00000005 i <stdin

.data:004--- 00000005 Z path

.datz:004--- 00000009 Z __main__

.dats:004---  0000000E Z Fyv_lInitialize

PY2EXETIV/\MILENTVWSIENHEER TEDXFS) (trilog.exe)

Trilog.exe TFIEMHROI> O~

=EZI 3.

—(OE#EEINZE T EEI-ROBYEEDS TV I-REENBIIERS
naN\14+)7— G%Fa-ﬁb\fﬂ%ﬁﬂﬁﬂjﬂﬂ7A(J$)K§”§>° inject.bin(Eimain.binZz XE(CA>

SAUNEVELR

def PresetStatusField(TsApi, value):
if len(value) 1= 4:

_Appendﬂ-esulr— sAD
if not AppendResult:
return -1
cp_info = TsApi.GetCpStatus()
status = cp_info[40:44]
if status 1= value:

return O
return 1
>1)L— & A (trilog.exe)
trw:
data = open('inject.bin’, 'rbo'Y.read()
data = sh. chend(data]
pavload = open(imain.bin', 'ro)Y.read()

payload = sh. chend{payload}
pavload = payvload + struct.pack( <
data = data + struct.pack( <

. lenipavload) + 2, Se668970)
,aea0, len{payload)) + pavload)

BITADORSIERENS/\1F(trilog.exe)
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2) TsHi.pyc

TsHi.pycE>1—- )LD [ SafeAppendProgramMod | B#% (L trilogy.exe MSEEDS T 1—- RET7vT
O0—R&. BIBENRE T DINHER I DIHICERENS . AEI— R BIET B Triconexil DA REZ TR
UCIS—hHET 3L -5 —DIREEZUN/N\U-2HE 3,

if new_prog_state == 3:
print 'prog exception! trying to fix back
self.HaltProgram()
second_try = self_ AppendProgramMin( #x i 83«02 ¥x00% = 00D ¥x00%«30N", func_count, prog_cnt)
self.RunProgram()
new_prog_state = self, WaitForStart()
if new_prog_state == (:

print 'exception FIXED by REMOVING our code
else:

print ‘NOT fixed! Total Failure
return False

SafeAppendProgramModBa#8(TsHi.pyc)

def PreseiSiatusFisld(TsApi, value):
if len{value) 1= 4z
return -
script_code = "3 xB0% xD0DE {3 X

CR T

%80 & \.raIL.e[C 2]+
AppendResult = TsApi 53 Appe ndProgra m Mod(scn p‘t._cc:deJ
if not Appercﬁesl_.l-t:
return -
cp_info = TsApi.GetCpStatus(
status = cp_infola0:44]
if status = value:
return o
return 1

> 1)L —-RPyIO—- KRR UMREERERR (trilog.exe)

LURIDIREEADUH/NU—(CEKBIUIESE. trilogy.exeDUploadDummyForcefiinsdummyd— Rz
EEAD, INEARIEI-RCIOTHZRICRIBENIRAEUIBS. AEI- ROEMEHIITRIILIEEENS,

print “force remaving the code. no checks
prinf Uploa Dumm:-’Fc:rce(teEﬂI

Tif c:c-_re sjtﬁhre'

'deprI“‘“Eme Fo ”{TSHI::-l}
—» empty_code = "# =i D2 x00¥F x00D0 ¥ x00FF 20N

1 return TsApi. SETEHDDEPuPngramr‘JDn::{emp‘hr' code, True)

SafeAppendProgramModBaEhMEREN 28053 (trilog.exe)
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TsHi.pycEZ1—-ILIC[FZDOABICE] TsBase.pyc INSEAEINZ8R 4 BRI—RIEENTVSH. 201750
WETERTHEAZNGN O E(CRENROXEVZBEIEIEL TRIEITAZIDIE(ERAINIE8HEN

BEINTVS.
Jl:5:55 BIZRRHE Ba¥
1 ExplWriteRamEx
2 ExplWriteRam
3 Exploitd—MEARUET ExplExec
4 ExplReadRamEx
5 ExplReadRam
6 ReadFunctionOrProgram
7 WriteFunctionOrProgram
8 ) . e ReadFunction
TriStation M EB DT —MEIE
9 ReadProgram
10 WriteFunction
11 WriteProgram
12 SafeAppendProgramMod
13 Triconex#IE&DT —5(ICBIS WaitForStart
14 AppendProgramMin

TsHi.pycE>Z 1—ILNEBRIEIDHEEERI DEHY

COEDI1I-NTRFECHEWNREDBECEHSIZIEMMERINTVS. TritonDIXEINRTH S
Triconex SISO>hO-3—(3. AN TLRWTriStation2’'0 IV EEREL TEIET 3. TsLow.pycld
TriStationO ML E DL TR (CERAEINTWS. CNEUDPEEEAR—-XICL. 1502/R— MMEREIN

Do

Reserved Protocol MHotes
Value(s)
1500 TSA A Can be changed via configuration

e 1

| 1502 TriStation | Can be changed via configuration
153051504 Peer-to-Peer Can be changed via configuration
1505-1508 Firmware Canmot be changed; for Triconex use only

download
1-1023 — Reserved by the Internet Assigned Numbers
Acuthority (LADNA)

UDPE{ERHERINZR— MIOIONIIL(Z% : Developer’s Guide TriStation)

Copyright © Cyberfortress, Inc. 2020. All rights reserved -6 - ,(z) CI_.leI'FDl'tI’ESS



- OT(Operational Technology)&éAIEd—R : Part2. Triton

UDP port 1502%315RIC ping messagel/\syhzT0—R:v AT I U CBIERRER I SREHERT 2.

def detect_ip(self):

ip_list = set()
bc_sock = Mone
try:

bc_sock = socket.socket(socket. AF_INET, socket. SOCK_DGRAM)
bc_sock.setsockopt(socket.SOL_SOCKET, socket.SO_BROADCAST, 1)
bc_sock.settimeout(D.25)

T5 PORT = 1502

ping_message = '#x0oWx00Wx00Wx00wWx00%Wx 88

close _message = "W 04y x D0 ¥ x 0 *x010

bc_sock.sendtolping_message, ((255.255.255.255
Sy o JO0—-REv 27124 (TsLow.pyc)

YsLow.PycIC (& TCM(Tricon Communication Module) ’OMINZFEBIZHDOEEE
TriSation(TS) (AEROIY> RZXE T ILHDEENEET 5. TSICRAT3EE(L TsBase.pyclE
T1-IhBEREN .

_ RIS,

1 tcm_exec TCMBEERIT

2 tcm_ping TCMZFIFEU TpingZix(s
3 " tcm_connect TCMEERS

4 TCMIDhLBaZL tcm_reconnect TCMEEREZ A7BR

5 tcm_result TCMZORILBEEROERITHER
6 tcm_disconnect TCMEEHERS

7 ts_update_cnt NN RAU> N

8 TSES%K ts_result EITHOTSIVY ROAT—FX
9 ts_exec TSIV RERD

TCM/TSREIERDBLEEELY (TsLow.pyc)

TsBase.pycTldHigh LevelD1>4%—-J1—A¢Low LevelDTriStationdY> RI—REZEH#AT 31%EN %L T
[TS_cnames.pyclD7—45%FIBL TR #EITI 5. TNENORIEAERC(FLBRDIZHDOIY> RI—-k
LAERMBEDIHDTI— R —D2D Ty MBI TV,

def UploadProgram(self, id, offset = 0):
request = struct.pack('<HHHH", id, 0, 0, offset)
result = self.ts_exec({cS, 162), request)
return ts_cut reply{result)

TsBase.pyclc EIRENZEIEMERL (TsBase.pyc)
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BI#%(TsBase.pyc) H’FEI(TS chames. pyc) R (TS_cnames.pyc)

GetCpStatus Get CP status Get CP status response
. . Get module versions
2 GetModuleVersions 54 Get module versions 151 response
3 UploadProgram 65 Upload program 162 Upload program response
4 UploadFunction 66 Upload function 163  Upload function response
Allocate program
5 AllocateProgram 55 Allocate program 153 response
6 AllocateFunction 56 Allocate function 154  Allocate function response
7 RunProgram 20 Run program 109 Program is running
8 HaltProgram 21 Halt program 110 Program is halted
StartDownloadChang Start download Download change
9 1 102 .
e change permitted
Start TS2 program .
10 StartDownloadAll 59 download 101 Download all permitted
11 CancelDownload 12 Cainez] doninlioze 104 Download cancelled
change
12 EndDownloadChange 11 End download change 103 Modification accepted
13 EndDownloadAll 10 End download all 105 Program accepted
) Get system variables
14 ExecuteExploit 29 Get MP status 150 response
TsBase.pycEBBIERIV > R/#ERI— RDERAA(TsBase. pyc)
T5_cst={1: "CONMNECT REQUEST", |TS—_names = {- lotset . Soi oo mnimum seen e
6 "PING e

-
<
o
=

TS_D

L a2
m

rogs‘[ate—{" RUNMING',

[ I S N R e A

Ji
3

DO U s LR = D
ORI R

TN
T

Moo IIHCmY
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03. MITRE ATT&CK

TEODREMITRE ATT&CK for ICSTRIRULTritonDIREARIH—THD.

. . Command| Inhibit Impair
Control | Function [ Control

Engineering Change Control Detect Change

: Program Exploitation : : Commonly Modify Loss of
(\:’\é ?T:I;itc:)anﬁiosg Pré)%';im Download | for Evasion 1 degggi:%etion Oplﬁgziit;ng Used Port | Control Logic Prsot%rtim Safety
(Tos818) | (Tog7s) | (10843) | (TO820)  “iqagogy | (Toges) | (T0883) | (T0833) | (gpg75) | (TO880)

) Indicator Network Detect .
Execution System . Program Masqueradin
: Removal on Service Program
through API =~ Firmware Host Scanning State Download g
(T0871) (T0857) (T0872) (T0841) (T0870) (T0843) (T0849)
i Masqueradin System Modify
?.T_gggg? g Firmware | Control Logic
(T0849) (T0857) (T0833)
Utilize/Chang Utilize/Chang
e Operating e Operating gga/grﬁzqu
Mode Mode (T0843)
(T0858) (T0858)
Unauthorized
Command
Message
(T0855)

MITRE ATT&CK for ICS - Triton

Tirton A IEJ— Rz D792 T —HEKENofzm(dIndicator Removal On Host(ID : T0872)
(CRITBECAIE HEZDMEBEIC DV TIE T EEDLIICEREAL TS,

“Adversaries may attempt to remove indicators of their presence on a system
in an effort to cover their tracks. In cases where an adversary may feel
detection is imminent, they may try to overwrite, delete, or cover up changes
they have made to the device.”

AIED— RO EMERDIRREZ IR I T2 DERSD T Triton(FHRHEY (CS 2T ADIREEZ IERL CRIEN AU
BURIOI-RICUANY-01D, T=ROUD/N)-DARBTEE THNEHZ—FT —F AV TARIES TILI- R
ERINEID (CESAL ., COLSBITRIEARIEI-RHIVD ESPOTHRU T, EOLIBWEZR I
EDEIRT AN AT LCEHEEZREIOIERBEINNM ST MBI - 14> 5F > MAE (Incident
Response)Z i HECTDERLEHDN D, ITRIBELEARTRIEI- RORAPIRE QRN EHLVNOT
RIBTRIBOEEHIRBEILEE RSN S,
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OTIRIBFEARNINAY - RUHRLOMB S B RUTO NIV ZERT IO ITIRIBELEA TR T -0
BHNEV. ZOHTFIVTANBEEIN TORVERSECLZFEEFE LY - (CERREND . COLIRIE
T34 4)l_ESecure SDLC (Software Development LifeCycle) ZiERUZFAFEICLZBIEN

BEFIVTABRZRD L TS TESLICRB,

OTIRIRIEZ bZF - REFAREDTF 1UT 1 BRI AN E (CEENDBID. ITRIBEEATINEVEZE S
EBREIND. UNUBHSOTIEREEEIDX (TSI NSV R TA—A—2a0) EVSFITERBE CEF1UT 1L V55]
BICEEESERD, TFIVT OEEM(CRIU TIEERHL TLVRH s, BHCHBEEINTZOTIRIED(EE
AEREFIVFANEBENTORVEEETZA-RICLTWD . O TR - RURHREML OB RE1 - -8l
R OFIFIBIEZIERRL CTCNZRBRTEDMISAED T RNV ETHD.

x5 AU -RURRBS (RHtH) 1-Y-BR(HEE)

. RII-RBIEE- SONILGEE#EAL) .
HRIBE o )7 aERLTORVES RUBE(ET) .

Z# LN EERUTONILER
tF171-71>%(Secure Coding)

Secure SDLC#EMR

-0 EEIEHE(Test-Bedizfit
BEINEIRIB(CHU TBR TR T gt

FRRTTIE

IBIS18E7%. Vendor Lock- inF4
RENRUVEZBE(CRFRRE

BB+ 1U7 ) WF RV Ty ST — NE
BEEREHOGI3EAN A rF 1T 1y 1 —IER
MEtFIUTRRORBINT
Test-BedzFAULERIBRIEE

RPELI-Y-0ORINBIERUMIETTE

OTRIBEDOTF 1VT(BRICTIET 20—\l EF1UT 1 EE DFireEye TIZMFEEREO T 17158
{EOEEMEZSVRIS0TEF 1T FIVIUZA NN U RIS TESTIZIEBEZHREL T\,

P

1 Treat industrial machines as computers and task programs as powerful code.
2 Authenticate all communication.
3 Implement access-control policies.
4 Perform input validation where applicable.
5 Always perform output sanitization.
6 Implement proper error handling without exposing details.
7 Have proper configuration and deployment procedures in place.
8 Implement a change management process for industrial automation code.
OTIRIBORFER. ZEEINEOTFIUT(FIEFIVIVANSE : FireEye)
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05. 2E&H

[1] https://www.antiy.net/p/antiy-released-technical-analysis-of-industrial-control-
malware-trisis/

[2] https://samvartaka.github.io/malware/2018/01/16/triton

[3] https://www.fireeye.com/blog/threat-research/2017/12/attackers-deploy-new-ics-
attack-framework-triton.html

[4] https://www.dragos.com/wp-content/uploads/TRISIS-01.pdf

[5] https://www.accenture.com/_acnmedia/PDF-46/Accenture-Security-Triton-Trisis-
Cyber-Advisory.pdf#zoom=50

[6] https://www.mcafee.com/blogs/other-blogs/mcafee-labs/triton-malware-
spearheads-latest-generation-of-attacks-on-industrial-systems/

[7] https://www.slideshare.net/cisoplatform7/triton-how-it-disrupted-safety-systems-
and-changed-the-threat-landscape-of-industrial-control-systems-forever

[8] https://us-cert.cisa.gov/sites/default/files/documents/MAR-17-352-
01%20HatMan%?20-
%20Safety%20System%20Targeted%20Malware%20%28Update%20B%29.pdf
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