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1 JRES5 1 (Web Vulnerability) 30.4% -
1BERINEE (Information Gathering) 24.2% -
AIEF7ITX(Unauthorized access) 3.3% -
X7 (Malware) 2.5% -
FEEAN(Anomaly Detection) 0.7% -
&R (Information Exposure) 0.5% Al
DosIZZE (Denial of service attack) 0.3% vi
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2021 F 09 B DA RS MHTOPIOZ A ULEER. SQLA>>17>3> ¢ Web Vulnerability
Scanner(Zgrab)h'hwT10ADUL. BIANSHATHESI2ME(TIBINLELE,

Network ScanfH#ERIANSE(TIZMM KL TUVET,

AIARRICCommand Injectionh'5>F >4 EAIZ#HIFL TVBIEEDNDET,

(%)

Command Injection 0 )

1 (Netgear Routers Vulnerability) 13.4%

5 ThinkPHP Remote Code Execution 11.0% )

Vulnerability
MVPower DVR Shell Unauthenticated

3 . 7.6% -
Command Execution

4 GPON Router Vulnerability 7.4% -

5 Network Scan 5.6% A3
Command Injection 0 )

6 (D-Link HNAP Vulnerability) 5.1%

7 phpMyAdmin B> FINAR-ST7JE2 4.5% V2

8 SQLA>1933> 4.0% NEW

9 Web Vulnerability Scanner(Zgrab) 3.8% NEW

10 Wordpresst > FIR-ST79E R 3.1% v3

Total Threats In SOC

WordpressB>TINAR-STH0A  n— 3.1%
Web Vulnerability Scanner(Zgrab) m--—— 3.8%
SQL Injection m———— 4.0%
phpMyAdmInB > TINAR-STICR  — 5%
Command Injection(D-Link HNAP-- - — 5.1%
Network Scan I 5.6%
GPON Router Vulnerability S — 7.4%
MVPower DVR Shell Unauthenticated: - - ——-—-—— 7.6%
ThinkPHP Remote Code Execution: - m e 11.0%
Command Injection(Netgear Routers: - m S 13.4%
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W3, PEEOSTETOREREDIMNAETL TS, IR BERICEARNRIRELTIIBNML TS,

TEREOXREZSE(CUTIrTAIA-IPTF IV TGN SOERTZHER TS,

Ighz i TyIURBIP
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1 45.146.164.110
2 20.102.74.72

20.150.209.191
80.82.65.201
1.234.41.218
80.82.65.202
185.216.140.185
89.248.168.222
34.87.200.179
10 89.248.165.13
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Application Vulnerability(PHPUnRit)

phpinfo )R- &L
Method(Connect)

Network Scan

Apache Struts2 Jakarta RCE (CVE-2017-5638)

Network Scan
Network Scan

Network Scan

SIP Vulnerability Scanner(Sipvicious)

Network Scan

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

. /8.7 %

Rank Source IP Country Rank Source IP Country
1 45.146.164.110 RU 6 80.82.65.202 GB
2 20.102.74.72 us 7 185.216.140.185 GB
3 20.150.209.191 us 8 89.248.168.222 GB
4 80.82.65.201 GB 9 34.87.200.179 us
5 1.234.41.218 KR 10 89.248.165.13 GB
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D-Link& f% %89 3IERENBHNAP(Home Network Administration Protocol)
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alert udp $EXTERNAL_NET 53 -> any any (msg:"IGRSS.28.05205

08H

HBCA{TEx

s>~

DNS tunneling, Misc activity"; flow:to_client; byte_test:1,!&,0x01,2; DNSK>RUSH D DNS tunnelin
content:"|03|s"; nocase; content:"|03|1yf|02|de|00]|"; distance:2; &ERYS — g
nocase; sid:2805205;)

alert tcp $EXTERNAL_NET any -> $HOME_NET 13389

(msg:"IGRSS.2.05210 RDP tunneling, Attempted User Privilege ~, 205 H

Gain"; flow:to_server,established; content:"|03 00 00|"; depth:3; Ra;;;_gﬂ;_,jo) RDP tunneling

content:"|EO 00 00 00 00 00|"; depth:6; offset:5; content:"Cookie:
mstshash="; within:17; fast_pattern; sid:205210;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.8.05221 Webshell, JspFileBrowser, A Network Trojan was
detected"; flow:to_server,established; content:"&dir="; fast_patter
n:only; http_client_body; content:"&sort="; nocase; http_client_bo
dy; content:"&"; within:2; distance:1; http_client_body; content:"&
Submit"; nocase; http_client_body; content:"="; within:2; http_clie
nt_body; sid:805221;)

jspFile Browser Webshell®
FvhD-T@fEz
SRy U2

Webshell,
JspFileBrowser

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.10.05234 Fortinet, FortiWeb, Vul, Web Application Attack"
; flow:to_server,established; content:"/api/v2.0/user/remoteserver.
saml"; fast_pattern:only; http_uri; content:"name="; nocase; http_
uri; content:"26"; http_raw_uri; pcre:"/[?&]name=["&]*?%(25)?2
6/1i"; sid:1005234;)

Fortinet Fortiweb®
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Fortinet,
FortiWeb, Vul
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