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L H®(%) | E

S AT LREE5 1 (System Vulnerability) 35.8% -
1BERINEE (Information Gathering) 28.1% Al
WebffE551%(Web Vulnerability) 27.1% Vi
RIE7Jt X (Unauthorized access) 4.8% -
Y17 (Malware) 2.5% -
FEANI(Anomaly Detection) 0.7% -
DosIZZ (Denial of service attack) 0.5% Al
&R (Information Exposure) 0.5% vi
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02. AIRKESSTHETOP10

2021108 0B RIMESTETOP102RAUIER . SATLAIFAINT I AN FhTZ(C M T1I0ADL,

ATANSEEAR TR (S 1. SECIEIILELTZ.

Network ScanfF#3Ea1B NS E(TIEMHHes . BTA LEXI2SDIEINCT2MICT>F T U TVET,
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Network Scan

g W N

Vulnerability

O 00 N O

Command Injection
(Netgear Routers Vulnerability)

Command Injection
(D-Link HNAP Vulnerability)

SATLIPANT IR
Wordpresst > FIR_R-ST79ER
phpMyAdmin Y>IIWAR-ST7Ht X

MVPower DVR Shell Unauthenticated
Command Execution

GPON Router Vulnerability
ThinkPHP Remote Code Execution

10 Web Vulnerability Scanner(Zgrab)

Total Threats In SOC

0.0%

2.0%

Web Vulnerability Scanner(Zgrab) I 2.9%
phpMyAdmint > 7L R—C T /4 2 - 3.0%
Wordpresst > 7L _R—=Y 7 7+ X 3.1%
VRTLT77ANT /LG —— 3.7%

4.0%

10.3%
9.9%
6.0%
5.9%
5.8%

5.0%

3.7%
3.1%
3.0%
2.9%

Command Injection(D-Link HNAP Vulnerability) s 5.0%
ThinkPHP Remote Code Execution Vulnerability I 5.3%
GPON Router Vulnerability I 5.9%
MVPower DVR Shell Unauthenticated Command... I 6.0%
Network Scan I 9.9%

6.0%

Command Injection(Netgear Routers Vulnerability) I 10.3%

8.0%
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NEW
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vi

10.0% 12.0%
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2021108 @7 XN, 4FUX, O P TOREZEMENML . FHIAFIREIRTANSHKI3. 70K IEMEMNN
Banr.

EEAS Y ROIRER(DOWVWTIE DITNETHRSN S,
TERROREZSE(CUTITAIA-INDOEF 1) THEZIN S DERTZHER T B,

IEfz i TyHURMP WEEER

1 45.146.164.110 RU Application Vulnerability(PHPUnit)

Confluence Server Webwork OGNL injection

2 217.112.83.246  GB (CVE.2021.26084)

3 89.248.165.229 GB Network Scan

4 91.132.58.33 AU Directory Traversal

5 89.248.165.217 GB Network Scan

6 89.248.165.219 GB Network Scan

7 89.248.165.227 GB Network Scan

8 89.248.165.162 GB Network Scan

9 91.132.58.162 AU Fortinet FortiOS Directory Traversal

(CVE-2018-13379)
10 89.248.165.212 GB Network Scan

Total Countries

SRAKZEIP, ERIBIOFFHTOP10ORKRULEER

TE . 42.2%
TXAUD . 29.8%
A FUZ I 12.5%
A > F I 3.6%
A2 7 I 6.9%

Rank Source IP Country Rank Source IP Country
1 45.146.164.110 RU 6 89.248.165.219 GB
2 217.112.83.246 GB 7 89.248.165.227 GB
3 89.248.165.229 GB 8 89.248.165.162 GB
4 91.132.58.33 AU 9 91.132.58.162 AU
5 89.248.165.217 GB 10 89.248.165.212 GB
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CommandInjection
(Netgear Routers
Vulnerability)

Network Scan

MVPower DVR Shell
Unauthenticated
Command Execution

GPON
Router Vulnerability

ThinkPHP
Remote Code
Execution
Vulnerability

Command Injection
(D-Link HNAP
Vulnerability)

SATLITAI
7oEA&E

Wordpress
YO INR-
7oA

phpMyAdmin
B INR-
7R

Web Vulnerability
Scanner(Zgrab)

NetGear DGN3)—XD)L—FARDIIIY —)IH—EPOURLICK U TEREEZE S, [setup.cgi
AT ROl syscmd J#aExERU TEROIVNY M EITI LN TES,

Ry NI —JRESS RV IR (FVE- MBI AT LD | 18 L ORIERE \wd> ) TERE
F1UT/PRSS 1t 2R T DI DETHD, —ESAR(CHREITIHETHD.

HTTPUJI A MRS ZBR(C - - Do AJMEDBRNERENFTHCIThNT., UE-
WEEEHWeb1>F—-TJ1—2D ¥'shell¥ | D7 2RI ZE TITIOXEF OFRHSEER
DIATAINY RIRITTEBRLIICR B,

Dasan GPONZRERDI—IHSFEREINIMESSIETI ?images | DX F oz ez 7 AR
URLICASI TR ETEREEZ R — R BRE55 14 TdHhd.
LSS EZFIFAL GREESN TURV I EE I HEEAUE— N TIV REEITL. DNSERTE
IEIEREDIRZ BRENTEETH B,

ThinkPHPORESS B SXFE I/ AU TARBEY LI MO—SH5RICEPHEEINTYE—RI-R
KITIENTEZHEIFETHD. ¥ think ¥ *I522FUHU TR RATS I MNUTHES
[FEEOPHPI-REUS AT AINY RIEITTES,

D-Link& f% %89 3IERENBHNAP(Home Network Administration Protocol)
U%e'ﬂ@“%l’]UjHJ_T_?éﬂf‘ﬁI“_i._'CubulT:’i:iIElb'CU EXeALE, ST RPA A R=ILREDT
N> ROEITHRIBECRD,

& Domain/HNAP1/GetDeviceSettings/ [/VADEBICIY> REdEA L.
[SOAPAction 71— )L RZFIFAL TEITZ2H3.

Directory TraversalDiEssE=FI AU, [/etc/passwd |f[ *.conf /.envIREDIERKIER
ZEOEBRIATL J71IUIT IR %53,

Wordpress®O4 4 >_R—>THa[ wp-login.php, wp-admin.php, wp-config.phpl{ot>
TNWR=SICTICRTBAR I TEILR-SOEEEMER I IHDOTICITHS.

phpMyAdmin(@D1TH—/{-h5 MySQL #EIEIZHIT PHP TYERENTWSA-T>
Y=2AY=)LT. CORE(E My-SQL H—N\EISRICAESS =R TT — IR~ XDVERL/HIBR.
F—=IIOVER/BIBR. 74—V ROVERL/BIBR. SQLEIWVEHEEIT. EATIERSIEMEEREN
EKITTEBMEIENFIELTLBIHEE. phpMyAdmin®l script/setup.php | 771IUC? IRF
ZRAUTEROBEEIBATEZETIAT LIV RIEITTES,

Web Vulnerability Scanner(Zgrab)dWzJH—/NOEER—SELL(E. FFRIXVYR, FEER
BYITR=, IEFFRIR—MRE, ESSIRE CADTFIER AR I BIHI{ERT 2.
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SPIDER TM ORU>—T. 2021F09ADINABHEEINHAN-BRI&FIARIS —(E334THD.
Atlassian Confluence(CVE-2021-26084). MS Office(CVE-2021-40444).
MS Windows(CVE-2021-3694 25514 (CBI I 24&EIR> —HMEefhdniz.

100
80

3n AR

HRENRYS —

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGR
SS.1.05249 Atlassian Confluence, CVE-2021-26084, Attempted Admin
istrator Privilege Gain"; flow:to_server,established; content:".action"; fas
t_pattern:only; http_uri; content:"u0027"; nocase; http_uri; pcre:"/[?&]
(featureKeyltokenlqueryStringllinkCreation|sourceTemplateld|syncRev)=
[A&]*?(¥x5C|%(25)?5C)u0027/1i"; sid:105249;)
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40 33
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Atlassian Confluence(CVE-2021-26084)
BESSMENSEIREHECORITZ
H®ENTZRIS—

A BB

Atlassian
Confluence,
CVE-2021-26084

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGRSS.2.05
257 MS, Office, CVE-2021-40444, Attempted User Privilege Gain"; flo
w:to_server,established; flowbits:isset,file.rtf; file_data; content:"|7B 5C
2A 5C|oleclsid"; fast_pattern:only; content:"|5Clobjclass"; nocase; conte
nt:"|5Clobjdata"; nocase; content:"dOcf11e"; nocase; sid:205257;)

MS Office(CVE-2021-40444)
MS Office®Internet ExplorerFlIfRIC
B9 ZMSHTMLARSS M TH I —HHER

BROSHUSRATRIRAI S RS —

MS, Office,
CVE-2021-40444

alert tcp $EXTERNAL_NET any -> $HOME_NET [139,445] (msg:"IGRSS.2.
05274 MS, Windows, CVE-2021-36942, Attempted User Privilege Gain
", flow:to_server,established; flowbits:isset,efsrpc; content:"|FEISMB|40
00["; depth:6; offset:4; content:"|09 00|"; within:2; distance:6; byte_jum
p:2,52,relative, little,from_beginning,post_offset 4; content:"|05 00 00|
", within:3; content:"|00 00|"; within:2; distance:19; content:"|5C 00 5C
00["; within:4; distance:12; fast_pattern; sid:205274;)

MS Windows(CVE-2021-36942)
Windows LSADRESS 4 ZFIFBULR
EREBERARI TN —

MS, Windows,
CVE-2021-36942
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