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BIHOTHEERISOWASP Top 10 2021 (R5TH)

01. &

OWASP(The Open Web Application Security Project)(32021FE#R7 V-3 tF105748
B 108z FeRUIZ,

OWASPODIBE., E(CVITRIBICTRAELUSZMIIFE(IFHRFR. IIVII7RURIVT N, tF1UT k551
RE)EAFTRL. B2 RAESEMHEOHF T, EMI10EOBRLICKT U T3~4FERBATHRRL TV, SEIFEEKLL
OWASP Top 10(32017FE(CERUTEEEOAERDT, 2004FE2IEHICSE2021 FFTORIOFRRKRN
Holc.

OWASPHZAL I BITIBIR CIRELIVIT 7 TVT—23> O+ 1UT1 BEUIMTNH2ONHETRL . 20134
NS ETEDLSCEFIITABRNZE LU ERRL TS,

Al Injection Injection Broken Access Control
Broken Authentication ) )
A2 2nd Session Management Broken Authentication Cryptographic Failures
Cross-Site Scripting " —
A3
(XSS) Sensitive Data Exposure 4 Injection
Insecure Direct Object mXML External Entities @ .
A4 i Insecure Design
References {(XXE) i
A5 | Security Misconfiguration : Broken Access Control B E Security Misconfiguration
Ab Sensitive Data Exposure Security Misconfiguration ibllle ls il
Outdated Components
A7 Missing Function Level Cross-Site Scripting Identification and
Access Contral (XSS) Authentication Failures
A8 | Cross-Site Request Forgery Insecure Deserialization ~ ===+f====- > Softwa_re anq Data
Integrity Failures
AQ Using Components with Using Components with Security Logging and
Known Vulnerabilities Known Vulnerabilities Monitoring Failures
A10 Unvalidated Redirects m Insufficient m Server-Side Request
and Forwards Logging&Monitoring Forgery (SSRF)
[A OWASP Top 10470U—-DZE{L(Z%E : OWASP)]
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EansINE
WEFHOB]EEME . HRANEIHE
HERUFZEREZHEEUED
T—AICEOTERIL, BFEIRAL
ZAETE

#30CWE

[A OWASPZ{L(8%E : OWASP)]

2013FENB2017FEDN->3> 7y ST — NCAPIRES S N EERE(CE STz,
2017FE0OOWASPT—4(CAPIZEHZIBH(L. BFi 7 ST —2aVCEAPIZBEZLDITA T N7 T —
2AVNEFNTVBRIHENZ LN, APLIEKIKRMESS THEBIXCOLSRBIEICH U TR E2F T 2RENH NS

Thd.

2017FEN52021FEDON-23>7yT T~ NCCWET —5%30h5400(JE U,

CWET —AURETFTEDZALICED hT T - D8Rk EEEE U,
2017 OWAPHSIFFEAZRR (ChT TV —Z R TR REMEZ HIRRU I, R+ ERIOFI AR EEE . ARAF]
REME R UMK R & (C L B HEERE BCU TR Z A3 T,

2021FENSEBAORREMEERE (T T — Y% ERT S,

Copyright © Cyberfortress, Inc. 2020. All rights reserved

SEDHTIV— : T—IN>&E
iR

2BDHFTI)— : EREVED
EH5ER
500,000 LD 7TV —
2AVFITBT—H
-CWEICXI 3 2 HIBRRLT—4
ZUNEE

-BROTEEEEREICTTD
T—5%{ER
-FERTETIBAHEE

#J400CWE

4C CyberFortress



- BB THEER I B30WASP Top 10 2021 (R5IBN)

02. OWASP TOP 10 2021

OWASP TOP 10 2021&h5(F=

DOIREMFTIGEMNEN., 4DDIRENSHT T -MHTCEIDHTAN

Jeo 2. OWASPH'5(32021FEMOWASP TOP 10037 —4%EI(ICERK (Data-driven) U TWBH BT (C

F=ARILCUIEDTFIRVEBRSHN

Uz,

OWASPHSFERULAESE R, FERORDISIBT —HIERTHIEND. ENTNOEEREIRRICHED.

Data Factors

CWEs Mapped
Incidence Rate
(Testing) Coverage
Weighted Exploit
Weighted Impact
Total Occurrences

Total CVEs

TNTNOMRSSMHIER(CYYE > ENIECWEEL

A7 MEE S CWEICHESS 12 7 TV —2a> LR

FFECWEICH S 32 TORBMINTA MUY TV —2 3> DR

CWEICRYE T ENIeCVENBCVSSV2 B UFCVSSV3 iz 10m(C B U
Exploitsa#

CWEI(CIYYE> I ENCVENSCVSSV2 U CVSSV3 m DS EE %10
([CHREUIZ=E

CWEN DT IU—(CRYE T ENEEDTREEINRT )T —23> 0%

HFIV—IRYESTENTZCWEICRYE> T ENTENVD DBOFECVESS

[A OWASP Top 10 Data Factors(Z% : OWASP)]
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CWEs Max ,.Avg Max Avg l.-\vg f\vg Total Total
Mapped Incidence Incidence Coverage Coverage Weighted Weighted Occurren CVEs
PP Rate 9 9 Exploit Impact ces

55.97% 3.81% 94.55% 47.22% 6.92 5.93 318,487 19,103

OWASP Top 10 - 2017(ZA05ICATEUZBroken Access Control( 77 A HIEINAME ) h'4 EZBEHHD
1I(A01)(CFEEN LIz,

BELF—DOY-ERELIE. AT LATHERREINZ7 IV -S> R THoIN, IRTEFABEIRIIH RS
B TR EIENBFEEINIIZENZ<BOTVD,

O T INETTIEARHIELT—DDH—EZANSD7IERAEL TV, BEEEN D BNIENBETT IR

FINEHAEUIZIZ, 1AL BILIZEHBND,

&z, 3MEDIYESTENTZCWE(Z, fRDIEB(CLENZLDT TV —2a> W BHEsS N T REn e £ TIEfL
HZEELUIZEDNS.

Av Av Av Total
CWEs Max . 9 Max Avg . 9 . 9 ota Total
Incidence Weighted Weighted Occurren
Mapped Incidence Coverage Coverage . CVEs
Rate Exploit Impact ces

46.44% 4.49% 79.33% 34.85% 7.29 6.81 233,788 3,075

OWASP Top 10 - 2017(CIFA03(CAIEL TLVzSensitive Data Exposure(#2r—40E L) IEEN
Cryptographic Failures(BS{bDKE)DEFICEND, HZIEB (T 1ERREHN2AI(A02)(CFEEILIZ,
201 7FICTFEUIHEE T — Y DBE R (FRANRIRENMFIE T NI TIIBL B2 BB SILEREICHAE
FRERILEEFIMTL TV,

20174FLAE. T—IESLICRE T 2RIEN 2L, IBBIRMINEEENLHHND.
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CWEs Max ,.Avg Max Avg l.-\vg f\vg Total Total
Mapped Incidence Incidence Coverage Coverage Weighted Weighted Occurren CVEs
PP Rate 9 9 Exploit Impact ces

19.09% 3.37% 94.04% 47.90% 7.25 7.15 274,228 32,078

OWASP Top 10 - 2017(Z(FA0LICAIEL TLInjection((1 > 133> )W 2 ERBE T 5& L T34 (A03)(C
BEUI.

201 7F(CFFTELTLEAL - InjectionéA7 — Cross Site Scripting(XSS)hi&an. 5133M@NCWE
HRYESTENTVT, 7TUT—23>h51EBroken Access ControD2EE B (CZ L \WESSHEEL THESRSN T,
Injection(3@BENSSQL. NoSQL. OSIY> K. ORM(Object Relation Mapping). LDAP,
ELE(Expression Languages). OGNL(Object Graph, Navigation Libarary)1>>1733>RE.
R4 RAESSMENFTELTUVT. Cross Site Scriptinghfgss N itaaN 3 EC L TRIEICERRMEZFF>T
WRRESS L HIraN Bz, 3fIIELIzEBNN3.

Av Av Av Total
CWEs Max . 9 Max Avg . 9 . 9 ota Total
Incidence Weighted Weighted Occurren
Mapped Incidence Coverage Coverage . CVEs
Rate Exploit Impact ces

24.19% 3.00% 77.25% 42.51% 6.46 6.78 262,407 2,691

Insecure DesignldOWASP Top 10 - 2017(CFFFFEL TORMOIEETUVVWEE TH 2,

EEFENS 7 VT -3 et O+ 1UT1BIEESFREZRIRL. EHBENSFRE T I 1T KR
z#69,

ETA LB TWLB 7 T —2a (3t 1UT (T AN TR REIN R EEICAE T 3N E#H L. BRI
ZROIEFFERIZENZ VL, HXROEBEIKERBUZEBNINS.,
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CWEs Max ,.Avg Max Avg l.-\vg f\vg Total Total
Mapped Incidence Incidence Coverage Coverage Weighted Weighted Occurren CVEs
PP Rate 9 9 Exploit Impact

19.84% 4.51% 89.58% 44.84% 8.12 6.56 208,387

OWASP Top 10 - 2017(Z(FA06(CAZEL TLzSecurity Misconfiguration(tF 171X ENDIR)IE
BHNA04MXML External Entities(XXE)IEB¢#iEaN. E&PE_LFUTSAI(A0S)ICBEIL,

90% N EHESTABAL TT A MYTHNUY-ZENTZE0. B> TR ENIZHTTPAYA — B LUBIRRIEIRN
SFENTVBRLS—AYE—ITEFIUTR=ILHRISN 2RI REMEN S D EDEIEL TS,
BRIGHETENET TV -2 2R L TV TETANRUT I\ OfeERTE T AT a2 MiESBEN
Z¥Hd.

CO&ORIEH THESS M DIBAIN—EEFE LR Uice PN D,

CWEs Max ,.Avg Max Avg l.-\vg f\vg Total Total
Mabped Incidence Incidence Coverage Coverage Weighted Weighted Occurren CVEs
PP Rate 9 9 Exploit Impact

27.96% 8.77% 51.78% 22.47% 5.00 5.00 30,457

OWASP Top 10 - 2017((FA09(CAZEL TLzUsing Components with Known
Vulnerabilities(BXXID/ESS 4% R DI MR—%> hofER ) IEB A Vulnerable and Outdated
Components(BEs8 Th<Balc I MR- N)ICRBINEEEIN THZIEB (=M LR U T6AITFEEU
Iz

A=T2YV -2 BREEUB AR TATIVEDDR—2 D MDD TVB T TIT -2 3> D55, IRtEN2s54
TIVETUR—2 NMTEISN TWBRESSIENTEIE S B RTINS, BERI OGS HENMFIE I DI R—R> bz
ERAT3CETYINIIVICHES NS FN DRI EN DD, RIAYI NI VR ZES 1-IMEL TITIZEN
2\, MEsSHIBRINE BNz EH5N 3.
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CWEs Max ,.Avg Max Avg l.-\vg f\vg Total Total
Mapped Incidence Incidence Coverage Coverage Weighted Weighted Occurren CVEs
PP Rate 9 9 Exploit Impact ces

14.84% 2.55% 79.51% 45.72% 7.40 6.50 132,195 3,897

OWASP Top 10 - 2017(l(FA02(CAZEL TLzBroken Authentication(FREEDAMiE) IEE N
Identification and Authentication Failures(G#5EEREEDIKED)(CRBINENDDSERFE T &L 7141
(AQ7)ICF5BILTz,

HZOIEB ([RTEMFEEINDIYINIIVHFEIL — AT JOe] AEMER L [CLHTBRINTEUZER
ns.

CWEs Max ,.Avg Max Avg l.-\vg f\vg Total
Mabped Incidence Incidence Coverage Coverage Weighted Weighted Occurren
PP Rate 9 9 Exploit Impact ces

16.67% 2.05% 75.04% 45.35% 6.94 7.94 47,972 1,152

OWASP Top 10 - 2017(CIFFEULRBNOIZFRLVIEB T, 20178 (CfFEUzInsecure
Deserialization(Z& TRV\T TS/ E -2 a0 ) HEFEN TV,

BEMZIBALRVWWINIIT7YI7T -~ EET 4. €UTCI/CDINA T34 BT 2NA TCVE/CVSS
T—ADPRTEARRFEZZ I c—DTEHIMIBOZELIFRVEB THD.
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CWEs Max ,.Avg Max Avg l.-\vg f\vg Total Total
Mapped Incidence Incidence Coverage Coverage Weighted Weighted Occurren CVEs
PP Rate 9 9 Exploit Impact

19.23% 6.51% 53.67% 39.97% 6.87 4.99 53,615

OWASP Top 10 - 2017(C(FA10(CAZiEL TLVZInsufficient Logging & Monitoring(A+2720+>

JEEZHVT ) EBNFLWEFICED 2, HZOEBF 17 EROBWEDE T L% L THI.

OWASPTH—EXFE_ERUTIAI(A09) IR EILI.

YIEBFEIF LS VEEORIEE S 6D LI(CHRsREN 2 OF I EEZA) T (FEF 17T AMEEL L
{CVE/CVSST—AICFHEDH TR,

CWEs Max ,.Avg Max Avg l.-\vg f\vg Total Total
Mabped Incidence Incidence Coverage Coverage Weighted Weighted Occurren CVEs
PP Rate 9 9 Exploit Impact

2.72% 2.72% 67.22% 67.22% 8.28 6.72 9,503

OWASP Top 10 - 2017(CFFELTLWBHORIEET. 1T EROBWEDE T L2 S586HTHD.

FOENIENIEE TH .
HIAR TIN5 Mess R U EBTEME | (S EOFREZED, FHRRTZ MR SEE RV \FE
EREHET

CDTENB, IIEDT —INEFEAEFIELRVEBONSN, D107V —23>T714T79A4—)L(WAF). J74
TIA—)b. FelFRy NI —JACLHIMRELU TWBI AT AESSRFZFIFAUTIREE G REN BIRETHD., BEEY
B3 FUADEIEL TEARRMEEIIEN R BRENdulge b A e oF(OEMNENREHBN S,
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03. &

SET2013ENB32021FEFTEILUIZOWASP Top 10[CDVWTHRAAR, 2021 FE(CHREREINZIERICDONT
FETEH (CREERL Tz,

IRIEOWASPHS BN+ 1UT 1B R Top 10(@DRAFT FOR PEER REVIEWN -3 TS5#44&5T
ZUTRIEN-230 2 NSN3 FEEN 3.

EoT. SEICEERINB0WASP Top 10 2021 RN -S3 %R I D2NENDD.

04. Z2E&H

[1] OWASP Top 10:2021 (DRAFT FOR PEER REVIEW)
https://owasp.org/Top10/
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