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WebBf§51%(Web Vulnerability) 37.0% A2
S AT LKEFEHE(System Vulnerability) 34.3% vi
[H¥RUNEE (Information Gathering) 20.5% vl
AIE7ITA(Unauthorized access) 4.2% -
¥)J17(Malware) 2.7% -
FEERKN(Anomaly Detection) 0.7% -
&R (Information Exposure) 0.4% Al
DosIZZ (Denial of service attack) 0.3% Vi
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02. AIRKESSTHETOP10

202111 B 0B RHESSHETOP10ZMERUIAER. T/LIN) FSN-SILIREELSQL 1> 2173a IREN
FlChYT1I0ADLELUSR.

ZORTETALIN NS IREIFIANS7E(CIEI0. SQL 1>21733  IE (1. 5EICEMLTVE
9, Ffz. ThinkPHP Remote Code Execution RES5IEIREDEIFIA (CLEATHI2. 5B, S>F>
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ThinkPHP Remote Code Execution

o,
1 Vulnerability 13.8% ad
Command Injection o
2 (Netgear Routers Vulnerability) 10.8% vi
MVPower DVR Shell Unauthenticated
3 . 7.0% -
Command Execution
4 GPON Router Vulnerability 6.1% -
5 Directory Traversal 5.2% NEW
6 Network Scan 5.0% v4
Command Injection o
/ (D-Link HNAP Vulnerability) 4.9% vi
8 SQL Injection 3.9% NEW
9 Wordpresst > FIR_R-ST79E R 3.5% vi
10 SATLITANT I ARG 3.4% v3

Total Threats In SOC

SATLTPAINTICAGH, — 3.4%
WordpressB> TN AR—STI0Z  n—— 3.5%
SQL Injection N 3.9%
Command Injection(D-Link HNAP Vulnerability) - 4.9%
Network Scan IIEEEEEEEE—— 5.0%
Directory Traversal IE——————— 5.0%
GPON Router Vulnerability S -.1%
MVPower DVR Shell Unauthenticated: -  7.0%
Command Injection(Netgear Routers: - - 10.8%
ThinkPHP Remote Code Execution Vulnerability e 13.8%
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—7. AV REAFURTOBEEIDIMNARTHARSNELR.
TEROKRZSE(CLTITAUA-IPOEFIUT 12N S OB ZHERZL TVE T,

WEGz | TwHURMP WERER

1 45.146.164.110 RU Directory Traversal

2 91.132.58.79 AU Directory Traversal

3 145.220.25.28 NL etcpasswd Detect

4 209.141.56.100 us Web Scanner(ZmEu)

5 109.237.103.118 RU SATLITAINT IR

6 185.170.144.50 EE Directory Traversal

7 178.239.21.101 CN Fortinet FortiOS Directory Traversal

(CVE-2018-13379)

D-LINK DCS-2530L,DCS-2670L Getuser Password
Information Disclosure(CVE-2020-25078)

9 167.99.133.28 DE Directory Traversal
10 161.35.188.242 us Directory Traversal

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

8 209.141.62.185 us

FE e 45.3%
7XUH . 31.3%

0 7 I °.2%

AR I 7.1%
AFUZ I 7.1%

Rank Source IP Country Rank Source IP Country
1 45.146.164.110 RU 6 185.170.144.50 EE
2 91.132.58.79 AU 7 178.239.21.101 CN
3 145.220.25.28 NL 8 209.141.62.185 us
4 209.141.56.100 us 9 167.99.133.28 DE
5 109.237.103.118 RU 10 161.35.188.242 us
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ThinkPHP
Remote Code

Execution Vulnerability

CommandInjection
(Netgear Routers
Vulnerability)

MVPower DVR Shell
Unauthenticated
Command Execution

GPON
Router Vulnerability

Directory Traversal

Network Scan

Command Injection
(D-Link HNAP
Vulnerability)

SQL Injection
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Dasan GPONZREERDIL—IhoFERENiEE Tl ?2images | O F5 z1ar 7 7 A F
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LD 2L TERAEEN TORVWIREE MEEFA\UE— TV REZEITL. DNSERTE
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HOEBDTILIN LEOT7A)V(/etc/passwdI71 IV IRE) 2SR E (I O0- RI2EhH
K3, REBBIRICOWVTIE. AT LIBEHRZS D/ etc/pass/shadow. /etc/hosts/hostsRED
FEI7AINEFIIDO-RIBENTTEETHD . AT LMEALAZT —FMBRRED IR RINEE
([CERENZEIEEMEN DD,

Ry D —IRESSHERF > K (FUE— MBI RTLAONY | 18R L ORIRERE/ \vF> ) TERT
F1UT1Mess It e R I DI DETHD, —BIAR(CHREITINETHD,

D-Link& G %% E 9 BMREATNB3HNAP(Home Network Administration Protocol)
(CBE9 2RV T NCTFTES B /E88 1 TaRal 2 EBIL TH —EX 1k, JNwIR7A>ZR=)LREDT
N> ROEITHEIREICIRD,
EE(FIDomain/HNAP1/GetDeviceSettings/ /N ADEB(CIY> REIEA L.
[SOAPAction | 71—V RZFIALTEITZRHD.
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ENFIBHROEUS. ZE. BIFRZITOENTES,
;V;;o(}jf/:e_s\\s Wordpress®O4 4 >R_R—>Tédwp-login.php, wp-admin.php, wp-config.php 1{oH>
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Ms Windows (CVE-2021-38647) . MS Exchange (CVE-2021-34523). Apache (CVE-2021-
41773)BLUMITRE ATT&CK ® T1559.002 (DDECMdExec) EEL S5 H(CRI I BARAR)S — I
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"|
GRSS.10.05281 MS, Windows, CVE-2021-38647, Web Application At
tack"; flow:to_server,established; content:"/wsman"; fast_pattern:only
; http_uri; content:"<{p:ExecuteShellCommand_INPUT"; nocase; http_c
lient_body; content:!"Authorization"; http_header; sid:1005281;)
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MS Windows(CVE-2021-38647)
ML TUE—PI— RitATRIT%E
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MS, Windows,
CVE-2021-38647

alert tcp $EXTERNAL_NET any -» $HOME_NET $HTTP_PORTS (msg:"|
GRSS.1.05305 MS, Exchange, CVE-2021-34523, Attempted Administ
rator Privilege Gain"; flow:to_server,established; content:"/autodiscov
er"; fast_pattern:only; http_uri; content:"Email="; nocase; http_uri; pc
re:"/[?&]Email=[A&]*?Wx2fautodiscover/Ui"; sid:105305;)

MS Exchange (CVE-2021-34523)
MESS M TEIRERHERDELO
RATETEARINTEIR)S —

MS, Exchange,
CVE-2021-34523

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"l

GRSS.10.05324 Apache, CVE-2021-41773, Web Application Attack";
flow:to_server,established; content:"/cgi-bin/"; fast_pattern:only; cont
ent:"/cgi-bin/"; depth:9; nocase; http_raw_uri; pcre:"/cgi-bin/(Wx2e
?(%2elWx2ex3b?|%2e%2e)¥/){2}/1i"; sid:1005324.)

Apache(CVE-2021-41773)
ESSHE(CT/CRIRZRD
HATSRATEARA S BN —

Apache,
CVE-2021-41773

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGRSS.8.
05353 TTPs, T1559.002, DDECmdExec, A Network Trojan was detect
ed"; flow:to_server,established; file_data; content:"cmd|7C 27|"; noca
se; content:"|27 21]"; within:250; pcre:"/[=+-@] (Ww+Wx28)2cmdWx7
CWx27 [MAX27]+WX27Wx2 1 Ww+/i"; sid:805353;)

MITRE ATT&CK ® T1559.002
(DDECMdExec)
ORESSHIC LD ER
A BMRS—

TTPs, T1559.002,
DDECmdExec
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