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02. Windows11Z14 A M=)V 3= DEER

1) &M A M-IVLER

FIYAIOVINMS)HARICERUIEWindows11&4( > X M=)V Bz DS 2T ABRBIAIFR— Lk —
STHERTEZN. RBEEIBUTHIE A 64BitKRU1GHZI L7177 70t (F/2(ES0C).
A64GBLL EDAR— . AUEFI/Secure BootzHR—h33BIOS. ADirectX 12l EEHR—~33)
STYIN—R. AA>FLLEOHDT(ZTL—. BLUTEREICATPM2.08R—- MENHS,

* WindowsfI & & 27T AEREIR

- https://www.microsoft.com/ja-jp/windows/windows-11-specifications
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UEFl. T2 7 J— i, HFVOPCHCOBHEBETLICTEFECDONTIZ. TBESEIELLZEL.
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IEDVWTIE, TESETELZE.
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(A Windows11D1>YAM=ILT DI AT AEREIE (&% : Microsoftih—AR—2)]
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2) RICHFEREICHBOTVSDN ?

Y1I0YVIMNBRERUEAROMEERTEWindows 1 1#E5126ICF T UVMERED) \— RO 7 (FRDEIN TV
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UDUBHS, — D UVWESREIENH D0 TNETPMUEFETEZ TSV N IA—LAES1-)L)/{-23>2.0
HR—NTHD. COEGFTEIREINZLDI-F-DPCHWindows11DA VA M—ILHTERNERS,
Windows11DFFELEHIC—HBFEBEICRO>TVWBONTPMERICLZ 1T —DRELTH S,
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03. TPMERBRAESS ?

1) TPMLE(E?

F9. TPMEIBRATULD . EOLSBEDTWindows1 1D VAR —JUTHBEREL TERENTVBDTLL
35h', TPMIZTrusted Platform ModuleDBS T, BIsRI BLEFATEE T oY NIA—LED1-IL(EB) R
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[ A Trusted Platform Module (Discrete TPM) (&% : https://www.ieiworld.com) ]
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BALHEEDTH ORISR, ISR, /(20— R, BFIBAREERTANLSET BTAT THBIAFE Iz, /W
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2) TPMOMIERVIE

TPMIE1.2E2.00FUHEHTFETES . TPMIE2007E7H9HIC1.2(rev. 1030)HMHERIN T, IRTEORF
N—=232(32.0THD. TPM2.0(F1. 2L EERTHERE N AR ICIBINEN THDMARREED.
TPM2.0(EEDZARREESE7 I TVZ LB R— M. R ZESSHIZ. EARRICTPML.2TEFRSAKRY
SHA-1 HASHZILJUZX AREHEARSN TLEAY, TPM2.0NS(EECCESHA-26EIHR— haNTRSA JEE
AR UG —VERBEEN TR ZE LT, ST —BIEREEB1DNS3D(CBX T, I0E1—49—(PC)LIINIE
BB R HRIA RS AT LETHIR— N TERLICROT,

BIBGBE, TPM2.0GEDENRIES(bEE 6BV EFIUTA RURFI 7N IV LIS T HR— Mt s
DRI CTHD.

* TPMICEREN TV ZARRTIILIUZXLAYZNTCG Algorithm Registry)
- http://www.trustedcomputinggroup.org/resources/tcg_algorithm_registry
* TPM2.0(C33 9 2B 7IILTUX LA RPC Client Platform TPM Profile)

- http://www.trustedcomputinggroup.org/resources/pc_client_platform_tpm_profile_ptp_specification

RSA 1024 (F0
7 (FL) WWR
RSA 2048 (0 (FL) w
EXITR i
ECC P256 ARV (A 0 8 (FL) (FL)
ECC _ d
BN256 ATAV (FL)
o 8.1 (F0) B
AES 128 AT3> (FL) w
R s
AES 256 AT3> AT3>
10 (FL (F
SHA-1 (FL) (A
HASH L
SHA-2 256 AR [=( | RHEL (RRY3 (=(A
SHA-1 (F0 (0 n
HMAC U Ubuntu RRY (&)
SHA-2 256 VN (FL) x

(A TPM1.2,TPM2.00EEE])
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3) TPMOBE(7—F7IFv)

TPM(EAREIV MUET > 2> (Exec Engine). BES{EI> >, IHERMERMEF 4 XEICAERRENT
V3. FRHBFMEAEVICEITPMFYIMEBN B LS SENIEIE R+ — (EK, SRK)BREMRIFENTUVT. 2O
F—(FAEBICREEINARVESCBI TS DX MBI S UNS(EFyTOSETPMINY REZEITU, TOBE,
BREATIREFEINTOBESEF—LEES{EI> D 2 EAL T —5%2ESL - B85 (LRUEEDRS
Z1T2. COLIICTPMIFI/N\=RITVRICKA >SS AT LEDREEN THNEB DB D7 I A% BRI S L TYILITT
(Malware)D&S5RYINITPIRENSIESILF —ET Y2 RR(CEI I ILNTES, BIEIBE, TPM
FyTEN=RIIPTHZI8. AT AOAEVICIBEIRNMTE SRS, J\WwhH—DENEHL W THS.

Non-Volatile
Exec Engine —‘\ Program Code |
Storage e | s —————

Volatile

Storage

Platform
Configuration
Register (PCR)

) RSA Key

Engine Generation

Fusiaging

[A Trusted Platform Module Architecture (% : https://resources.infosecinstitute.com)]
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4) TPMOEEHHEE

TPMEFEBNS 7 I AN TERVWEZERIGFACF—ZREL. REINSIESIEEEZEITI dLICERETEN
fe\=ROIT7EE(FvT) THd. TPMOREBCEESIESNT —SEBES+ 2RO TLWSTPMETESEN
TE?. COFHFAL TS+ —Z/EkU. BIEUTBIOSKUOSZIELE (BREA) TERVKSICIRET

SHBTOTADKENE TS, TPMIE 4 BEF1UTHEREZIRML . AENLAEEHE TEICHIROHR!. ZR5E.
ESIE RO E M OIRIEBEEREN S, TEHEEFLL (LR,

O BRRR(ISYMNIA—L)DESE

OSEEMERRC, INTOIE1—F-KBOES U2 RIET 2MEEEEITI . - JOEANB/\-RI17E
YIRDIT7DSFRTEDAHEDE TEREISN TV SN EHEER R UECERU . LRTICRFULATLLEEL TER
H—EUTVIMREET B, TDFER. tREASN TUVRWSETEI S AT LAZERATESLICT .

The boot process happens in stages,
with each stage measuring the next to
form a chain of trust.

Measurement of first
CORE ROOT OF TRUST firmware component
FOR MEASUREMENT

' Firmware and OS
&, ) SYSTEM FIRMWARE loader measurement TPM QUOTE
(PROOF OF THE
~ SYSTEM BOOT
~ MEASUREMENTS)
N
r

CUMULATIVE
OS LOADER AND OS measurements VALUE FOR ALL

=) |NITIAL OS COMPONENTS

MEASUREMENTS
RECORDED ATTESTATION

DURING BOOT IDENTITY KEY

RUNTIME OS
TPM measurements stop when boot ends and

the runtime OS can defend itself from malware.

(A TPMZIERUIZOS(Windows)EESHAREEHEEE (2%& : Microsoftih—LAR—2)]
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@ BREE(N-RF1RI1BE)DES{E

TPMOFEATTEREBE(PC)DETO/\—-RFT1 X USBOLSREEIBREZIBESLL TT — Y2 IRET DN TED,
—EBRENBHIEL TWindowsDBitLocker(Ey hOvh—)#aE THS. Full Disk Encryption(FDE)#%
MEMHENTIRED IR TP I TERVEIERE (T /1 ) BULE N=T 2> 2R ziES5IdL
HUHFEC. CCTEAEN IS+ —2IRE T DIHICTPMZFIAL TS,

® EHREEEA(GRELETRER) DREF RV EHE

OSH5—MEHI(CF—, T—HFRFS AT LZIRE T BIHDFRIE(FES P ZOMOTTEZED) BB TH DN
COEIBERELEIR(ES ) 2RIFI DR, EASNS BB, SREIERUIESIE+—Z2RF I 2IEN(C
RERIGAZRATS. TPMEAEY(SDIL)TRFEN. BIROBENL, TOCREBRNCRBET LN
BIRET. D\ = ROITV OB ERNTOCRAOHF R RL TPIEIITDENTERVH, BETHD.

Conventional PC Data can be

Encrypted : read on
Important data

@ Encryption key
Hard disk removed

Data and encryption key Data and encryption key are together,
are stored on the same hard disk. s0 data can be read. y

Security level increased against unauthorized access and data reading.

PC with built-in
security chip (TPM)

Cannot be
3 read on
Encrypted 7
Important dalaJ : another PC
Hard disk removed

Security chip (TPM) Hard disk contains only the data.
Data and encryption ker Data cannot be read because
are stored in di aces. there is no encryption key.

J
(A TPMEBRUET —9(T1AD)DIESERUF—RIFHEE (5% : BATJDY- kthan tistory.com)]
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5) TPMDAIALT

TPMFHA T LSRN GO T ENTNOEMESERUTICRS.

@ Discrete TPM(£>5E#RY)

dTPM(EBIi&. DEEENIZES 1- IO TH CBRBOF THROHEHAEINZI1 T TERE(R—R)OFALE>
ANYH—=([CTPMES 1= REE T D5 ETHD. mMBA—N—NDBKRET IAINTIIBL ATZaEUTREU
TWBIes, BREBALU TEREIDLHEATES. —fDPCICILENNTVSEETHD.

@ Integrated TPM(Fi&H)
iITPM(EBIEDBESTVBDTERL, TPMES 1—)L2T IAI MICEBL. FEBNTHRESNIIAT T, E(C
TEERD)—-MNYIIEREINS.

® Firmware TPM(I77—-LDUI7H)
fTPMENT—R—RDT7—LAUI7ZF BT 3V INII VD5 ETTPMZF BT 35 A TCPUDSFATE IR
IBHBEITEIND, 2T YINIITP NI (CHESIHENFEE T BRI EEEN DS,

ME Operation Mode

(A Discrete TPM(£) / Integrated TPM(X) / Firmware TPM(F) (&% : Googlef X—1&3R)]
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@ Software TPM(VIhUI7H)

STPM(EZV I NIT 7 T &SREMEE I 2L IIC/ESNIZIZIL —F—-F5EDTPMTHD. OSANS—RTTY
SLEUTEMEL ., RITENBIRIBICT KT T 5. —MRITRIBNSIRME T 2 TF VT LOBEEEN IR Y
TRIIT7ONTRIINIT T IREDIRE(CHESS THD. EICTPMZFHFEI DIHDBE L TERAENS.

® Hypervisor TPM()\1/){—)\(—82)

hTPMI(E/\A)\= A F-hBHEL TN I BIRIBDTPMTH . )\ AN =T = (HREYS > DY T~
17150 R REITBHIAREYS > VI NI AEB RSN RS NICRIENSRITINT, fTPME
&SRt F1V7172iE M5,

Hardware Root of Trust
ESXi Running
Secure Boot validates the bootloader and VMkernel. hostd / DCUL/ VM’s

A , - &)
Various measurements are written to the TPM -]
VM Kernel {
« vCenter validates these measurements against the host v _
: S Boot Loader 8)
event log and VIB metadata and marks the host as

attested or not

g vCenter
TPM 2.0 establishes
Remote Host Attestation
i I

(&)

UEFI Firmware Fy)
+ Secure Boot Verifier continues and validates all Hardware
remaining VIBs ESXi Host

[ A Hypervisor(vSphere, ESXi, vCenter) TPM (2% : https://blogs.vmware.com)]
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04. Windows113RETPMZERLTWRDH ?

Windows11ZfE3(CFS AT ANMSTPM2. 0ZIRELBINERSZRVN, I-—N5F2ENRDESBIET
H2ON BENXAI0YIMICDLSREL VA ZERLTLBDN,

YA90YI M TPM2.0fR& 2R EMEUIIBR(E, T4y >0 SOHYADITVOLS(CHHGERITIENL TS S
BALENTOSHAN-IBFRICHIE T DD THD . AHMEIRZEDLS(CH 4 ELL TVSYA/-IEFEICTPM
ZERBULPCELANILE VBt REZ HE B2 THD.

A0V IMIARITOTNBIREICES Y AT P DLI(CTFE TR AR EF VT BRI ST BIhIE
FTEZD/N\-RUIT7HMRETHD. ILEVRHSITPMIEES{EF -1 - - BRI RUVEOMOEER
T=9%I\=-ROIT7DEEDEANSIRET DL, TS0l Ffew [Windows11NTPM2.02EKI 30D (3ME
FTEBNELAENS/\— RIIT7DEF1IFAUNINZEDDIEEN DD, IEEVENSTPMOEZE 258U
Iz

IA9OVINMISET, RABILEHCN\-RIT TR U T7— A7 DOt 1T 55 E%RUIED T REPCTIV M
TA—LEIEEITOTVEN ., TNZ2—BREIEIUNTEEKRREBNSNETHD . TPMAZNOREIEE
BoTW,

* Microsoft " A J0J TRERUIZTPMOEE 4

- https://www.microsoft.com/security/blog/2021/06/25/windows-11-enables-security-by-
design-from-the-chip-to-the-cloud/

- https://www.microsoft.com/security/blog/2021/10/04/windows-11-offers-chip-to-cloud
protection-to-meet-the-new-security-challenges-of-hybrid-work/

Basic integrity protection
Secure boot

TPM2.0

BitLocker

Protection from kernel attacks
Virtualization Based Security (VBS)
Hypervisor protected Code Integrity (HVCI)
Kernel DMA protection

Protection from firmware attacks
System Guard Secure Launch
System Guard SMM Protections

(A ZHATA N\ -IRE=FH<TzDMicrosoftnodF it ssE (2% : Microsoft AT I 04)]

Copyright © Cyberfortress, Inc. 2020. All rights reserved 11 - ,(z) CI_.]bEI’FDl'tI’ESS



B windows 110mmRe. TPMEE ?

05. TPM2.0. #ADPCIC#fmETNTVS DM ?

PCZEBALTHSIFENMEOTED(TPML.20H PR — M) TPM2.ONERBENTLRBVDO THNERIR, €
T1-IVEBALTEE I BTN TES. UL, 68 LAICEHETHI20 L THORED1-ILAYS(E#I100 R
IVCERRBL. —EBDOX—h—OHGFIMHENHIEEN TS, Windows11N TPM2.0Z&EB(L I TmE
WRMEETLS,

Gigabyte GC-TPM2.0_S TPM Module Compute Securely bus header key
Trusted Platform

M 1 viewed per hour i # # # ¥ 15 product ratings

Condition: New

4 available

Quantit;
Y 29 sold in 24 hours / See feedback

]

Approximately NTS 2,797

Price History

<« 08 B

(A TPM2.05#&I{LICEDR ERUEED 1-)UEER (5% : Amazon.com)]

RITARFESNCPCEEEAURSTPM2.0E2 1)L ZBESHEF BV, SETTPMEPCOYY—R— RSB
ENRAATHIE BN BREFCPUDHICHEREZREL TV SENICERTEENZEFE R TOCPUR
PTT(Intel). fTPM(AMD)EWVSZRTCEUCTPMAEFNTWSIzs. PCOBIOSERENSBRNICT DTETHE
BEZfER D
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06. Windows11¢(TPM2.0. SICRHRETHBIDHD ?

THIVTRIEDRHICEFTPM2.0MMETHIIEAFEIFOTVBERS, REFNAIO0YIMI20164F,
Windows10ZBRFELIEEFETPM2.ONMETLEE > TV, UNULZDOBFFIE DR WS LT
Windows1 1534+ 1YT 458 (E DIz BRI TERBLENL T TH D,

DF0D, TPM2.0% HR— NUABWREBLPCICIFRE, EZ1—-I2BALTESINEVWL. BB AURPCR
SEECTPMAEEENTLBIes. HEDIEEENMEX BLSICBEINT 2L THBSF(IEE 2.

Tl& SO TVBRIEI I, FAICWindows1 IR ETHZDN ? I THD.

Windows Hello, BitLocker, Credential GuardREDN-RUI7EBLF 1T+ 2FHALE
Windows11D#EENMNE THNIESIKTPMZIBEA T DEL(E BIMEITIRENGH DT, EITEFRVE
BRBVTHEBATILEERO,

S5(2, Windows10DH7R— MNEARIH2025F T, FREAFHTEROTWVBIes ., EBIBLT/N\— RO 727y I —
RIZHE(FRU FeWindows1 LEFEHHADIRRIEL. CPURU T TV —2a> OB HRMERERR 4 RRRE
EEERTINEN BB, SIT<CWindows11(C7YTT — NF 3 Xy MR BTEDICIFEIV UM ET
0D

E2T. Windows11DeITIRTEDS AT AL BHENZFIROTPMIBAT I ERRV. SRELZEEHT BT
HICELEFSZRILLTWindows10Z{EARI 20z #E TS,

519PM

Hpum;eig@ Aogqo)i";v:"m:y‘)
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