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L HR(%)
WebBf§51%(Web Vulnerability) 41.25% -
S AT LKEFEHE(System Vulnerability) 31.48% -
[H¥RUNEE (Information Gathering) 18.20% -
AIE7ITA(Unauthorized access) 5.07% -
~NILD17 (Malware) 2.37% -
FEERKN(Anomaly Detection) 0.82% -
&R (Information Exposure) 0.64% -
DosIZZ (Denial of service attack) 0.15% -
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FEERA, 0.82%

. BERAE, 0.64%

—7. TOP10D3>F>4IE
TR EEDDR\NCEN D
hox9,

DosIZ%, 0.15%

Copyright (© Cyberfortress, Inc. 2020. All rights reserved 2= ,(:} CngI'FDI'tI'ESS



B 5 ixsey—C20mE RO - 20214125

02. AIRKESSTHETOP10

202151280 RHESSHETOP10ZMERLIFESR . Web Vulnerability Scanner(Zgrab)IXZEHTOP10
[CAD, ThinkPHP Remote Code Execution VulnerabilityIlxZ0#(IFTH (CEEATL.25EENL. 24K
T17.5%EVORAREIGZLHHTVET,

—75. Network ScanI{Z (3. BIANSKIFED TR LEU.

HE(%) | L®

ThinkPHP Remote Code Execution

(o) -
1 Vulnerability 17.5%
Command Injection o )
2 (Netgear Routers Vulnerability) 9.3%
MVPower DVR Shell Unauthenticated
3 . 6.5% -
Command Execution
4 SQL Injection 5.8% A4
5 GPON Router Vulnerability 5.4% Vi
Command Injection o
6 (D-Link HNAP Vulnerability) 4.7% al
7 Wordpresst > FIR_R-ST79ER 4.1% A2
8 SATLITANT IR 4.0% A2
9 Network Scan 3.2% v3
10 Web Vulnerability Scanner(Zgrab) 3.0% NEW

Total Threats In SOC

Web Vulnerability Scanner(Zgrab) s 3.0%
Network Scan = 3.2%
SATLITPANTICAGHE — 4.0%
WordpressB> TINAR—STI0A  n—— 4.1%
Command Injection(D-Link HNAP Vulnerability) m——— 4.7%
GPON Router Vulnerability n——— 5.4%
SQL Injection EEES————— 5.3%
MVPower DVR Shell Unauthenticated: - — 6.5%
Command Injection(Netgear Routers: - - I ___—_———— 9.3%
ThinkPHP Remote Code Execution Vulnerability e 17.5%
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TEROXREZSE(CUTIFAIA-IPTFIUT AN SOERZHER L TV T,
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45.146.164.110
195.154.119.181
47.253.82.78
161.35.188.242

131.161.83.246

47.90.161.18

206.189.185.88

164.90.204.15
109.237.103.118
47.252.38.12

RU
FR

us
us

HN

us

us

NL
RU
us

Directory Traversal
etcpasswd Detect

Directory Traversal

Web Scanner(LeakIX)

Apache httpd ap_normalize_path Directory
Traversal(CVE-2021-42013)

Directory Traversal

Apache httpd ap_normalize_path Directory
Traversal(CVE-2021-41773)

Method(Connect)

SATLITAINT IR

Directory Traversal

Total Countries

4

\I

HHIR5> . ].8%
R I 7.1%
0>7 I 6.9%

SHAKREIP, EFRIELIOFHTOP10ORKRULER

R I 46.0%
7AYH I 32.1%

Rank Source IP Country Rank Source IP Country
1 45.146.164.110 RU 6 47.90.161.18 us
2 195.154.119.181 FR 7 206.189.185.88 us
3 47.253.82.78 us 8 164.90.204.15 NL
4 161.35.188.242 us 9 109.237.103.118 RU
5 131.161.83.246 HN 10 47.252.38.12 us
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Remote Code RITWENTEIMEETHD. ¥think ¥ *IS522FHUTHEIERAT 1o M NMUTIHE

Execution Vulnerability FH(FEROPHPI-RRUSAFTAINY RIEITTES,

CommandInjection
(Netgear Routers
Vulnerability)

NetGear DGNIU—-XD)L—IAOI1TH—)\H—EBOURLICH U TEREEEE T, [setup.cgil
AOVT DI syscmd J#EERERU TEROINY RERITIBTENTE S,
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Unauthenticated WEEHNWeb1>F—TJ1—AD[¥'shell¥ 1771V 2RI 2L TIIVOXXFS DR NSER
Command Execution | OIYATAIYYRIEITTERLICRS.

SQLA>1I2aVE (L, WebR—STHIIURERT— MU NMIUELSZ TR A NEE. XF(4F
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Dasan GPONZREEADIL—INSFEREN e Tl ?2images |OXF5 |z H42s 7 I A
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COREESEERERI—FCTHRRENG,

D-Link& iz % E 9 DBRFEAEINBHNAP(Home Network Administration Protocol)
Command Injection @ (CBITBRIVTNIFIES DM TIRAZE LU TH—-EXRIE, J\WIRT7A>ZR=)LIREDT

SQL Injection

GPON
Router Vulnerability

(D-Link HNAP N> ROEITHE]EEICE D,
Vulnerability) WEE(EIDomain/HNAP1/GetDeviceSettings/ /S ADEB(CIV> RaddE AL,
[SOAPAction 71—V REFIFALTEITZHHD.
;\{Ojrf}jﬁ(isf Wordpress®O4J 4 >R_R—> T3 wp-login.php, wp-admin.php, wp-config.php 185>
i TNR—JCTIERSBANY NTEIR-SDEEEHER I BHDTIEATHD.
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VORI Y v RESOEERIATL JPAIUTICA%ET 2.

Ry NI —IESSHERF v B FUE— MBS RTAONY | #ER L ORIRERE/ \vF> ) TE2E
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Web Vulnerability = Web Vulnerability Scanner(Zgrab)(d. WebY—/\DF&RTER—SFRIAE. SFRIENTUR
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alert tcp $HOME_NET $HTTP_PORTS -> $EXTERNAL_NET
any (msg:"IGRSS.8.05370 Webshell, Generic, A Network Tr
ojan was detected"; flow:to_client,established; file_data; c
ontent:"<a href="; nocase; content:">Back Connect</a>"
; fast_pattern:only; sid:805370;)

10H

114

A B

PHP Webshell GenericT
RYRND—DBERRE T IR —

Webshell,
Generic

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PO
RTS (msg:"IGRSS.8.05379 Malware, Kimsuky, A Network T
rojan was detected"; flow:to_server,established; content:"/
report.php?filename="; depth:21; fast_pattern; http_uri; si
d:805379;)

Kimsuky Malware®
Fy NI —BEZARE I BRI —

Malware,
Kimsuky

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (ms
g:"IGRSS.2.05382 MS, IE, CVE-2021-42298, Attempted Us
er Privilege Gain"; flow:to_server,established; file_data; co
ntent:"new Array("; content:".length"; within:50; distance:
10; content:"new Array("; within:50; distance:85; fast_pat
tern; content:".sort("; within:50; distance:10; content:".ap
ply("; within:30; sid:205382;)

MS IE
CVE-2021-42298MH55 4%
BRLI-YICL 25872
BT BRYS —

MS, IE,
CVE-2021-
42298

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PO
RTS (msg:"IGRSS.10.05391 Oracle, WebLogic, CVE-2020-
14883, Web Application Attack"; flow:to_server,established
; content:"/console.portal"; fast_pattern:only; http_uri; pcr
e:"/(¥x2e|%(25)?2e){ 2} ([¥x2f¥x5c]|%(25)?(2f| 5¢))consol
e.portal/Ii"; sid:1005391;)

Oracle WebLogic
CVE-2020-148830UE—h
J—-REITOFITEIRE TS
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Oracle,
WeblLogic,
CVE-2020-

14883
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