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L HR(%)
S AT LREE5 1 (System Vulnerability) 53.5%
Webhfz8514(Web Vulnerability) 25.3%
[H¥RUNEE (Information Gathering) 16.2%
AIE7ITA(Unauthorized access) 3.1%
~NILD17 (Malware) 1.0%
F#RIRmA (Information Exposure) 0.5%
FEEANI(Anomaly Detection) 0.3%
DosIZZ (Denial of service attack) 0.1%
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02. AIRKESSTHETOP10

202201 B0 RHEEEHETOP10Z R LIS R . Apache Log4j RCE(CVE-2021-44228)IR%E L
phpMyAdminY > TIAR-S 7 ZIREN M T10(CAD, Apache Log4j RCE(CVE-2021-44228)IK%
(FRED3IDD1EHDEUR,

INIE. TOP10DIRELEGFTHSEA LB T2E(IBILICEERLTVE T,

HE(%) | L®

1 Apache Log4j RCE(CVE-2021-44228)  30.8% NEW

2 ThinkPHP I?;eLTnoetggicGSf Execution 10.8% vi
3 (NetggsrmRnc:SPedrsIr\]}ﬁlcr?eorgbi|ity) >.2% vi
4 MVPower DVR Shell Unauthenticated 5.1% vi
Command Execution
5 (-Link HNAP Vulnerabilty) 43% a4l
6 GPON Router Vulnerability 4.1% vl
7 Wordpresst > FIR_R-ST79ER 3.8% -
8 SAFT LI T I A& 2.5% -
9 phpMyAdminB > FIR-ST7HER 2.5% NEW
10 Web Vulnerability Scanner(Zgrab) 2.2% -

Total Threats In SOC

Web Vulnerability Scanner(Zgrab) mm 2 2%
phpMyAdminH>FIAR-S7I22 2. 5%
SATLITPANTILAEE . 2 5%
WordpressB> I AR—-ST77tZ mmmm 3.8%
GPON Router Vulnerability mmm 4. 1%
Command Injection(D-Link HNAP Vulnerability) m— 4 3%
MVPower DVR Shell Unauthenticated:-- s 5 1%
Command Injection(Netgear Routers:- - 5.29%
ThinkPHP Remote Code Execution Vulnerability m——— 10.8%
Apache Log4j RCE(CVE-2021-44228) I — 30.8%

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0%
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202201 BICDV\TTOP10%ERUFER. AN TORZEDE|S(FFIANS1. 74&CI8IUE L,
—7 . PEOKERFIPPETFTLTVEIH, MAELTEWMETT,

X TFRORZESE(CUITFAIA-IPEF VTN S OERZHEREL TVET,
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45.155.205.233
195.54.160.149
167.71.175.10
5.157.38.50
84.17.48.84
170.210.45.163
77.37.134.80
86.109.208.194
175.6.210.66
47.241.208.155

RU
FR
us
SE
DE
AR
RU
RU
CN
SG

ThinkPHP Framework index.php controller RCE
Directory Traversal
Apache Log4j RCE(CVE-2021-44228)

Apache Log4j RCE(CVE-2021-44228)

Apache httpd ap_normalize_path Directory
Traversal(CVE-2021-41773)

Apache Log4j RCE(CVE-2021-44228)
Apache Log4j RCE(CVE-2021-44228)
Apache Log4j RCE(CVE-2021-44228)
Apache Log4j RCE(CVE-2021-44228)
Apache Log4j RCE(CVE-2021-44228)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

XY . 39, 4%
RE N 36.7%
Ry I 10.9%

0> I 7.8%

FEE I 5.2%

Rank Source IP Country Rank Source IP Country
1 45.155.205.233 RU 6 170.210.45.163 AR
2 195.54.160.149 FR 7 77.37.134.80 RU
3 167.71.175.10 us 8 86.109.208.194 RU
4 5.157.38.50 SE 9 175.6.210.66 CN
5 84.17.48.84 DE 10 47.241.208.155 SG

Copyright (© Cyberfortress, Inc. 2020. All rights reserved

4- 4C CyberFortress



WE)5—->B0OFMDhER

1R(CREUVIRE/)NS—>TOP10DF DT ZE NI B,
FHHOMEREZSE(CL. BURE/(F-2ZRHUTVSIHE. HZDI AT ADMSSM2HRIICALET 5
LRI D,

K-> SHSHTIER

Apache Log4j RCE A-F>Y—2MJava logging library®Apache Log4j&{ERT 3L T, IERE(IERAEL
(CVE-2021-44228) TH-/N\_LEOUE-FIN FEETTES,

ThinkPHP ThinkPHPOREEES RS F IV TAELNRIS MO—-SH S RICEHENTUE-R—R
Remote Code HTWEHNTEIMEFTETHD. ¥think ¥ *IS522FCHEUTHEIRRAT D1 MU TIRE

Execution Vulnerability . B(HMEEOPHPI—RRUSZAFTAIYY RHIERITTES.

CommandInjection o zear DGNS—ZDIL—FRDYTTH—)UH—EBOURLICHL CREFAE T, setup.cgil

(Netgear Routers 2 = S RESEITAZ = b
Vulnerability) AOVT DI syscmd J#EERERU TEROINY RERITIBIENTE S,

MVPower DVR Shell @ HTTPUJIZ AT ZRRICI—H-DEo ADEOBEMEREN T CITHNT, UE-H
Unauthenticated WEEHNWeb1>49—-TJ1—AD[¥'shell¥ 17/ 2RI 2L THIVOXXFESI O NSER
Command Execution @ DOIXFAIVYRPEITTERLICRS.

D-Link& iz iR E I DRICHEAEIN3HNAP(Home Network Administration Protocol)
Command Injection @ (CRIIZRVUTNIFFIES B TR ZELMUTH—ER L, JNWIRTA A RN=)LIREDT
(D-Link HNAP N> ROEITHE]EEICE D,
Vulnerability) EE(FIDomain/HNAP1/GetDeviceSettings/ |/NADE ALY RaiEA L.
[ SOAPAction | 71—V RzFIBUTETZRHD.
Dasan GPONZKEEFA DI —INSFE RSN TI?images |IOX T 2142z 7 I A
GPON URLICAIS 3L TRRATE RV — R BHESIE T3, ) )
Router Vul bilit LEXOMESS 2R AL TEREESN TURWIREE W BEBEAUE - TV R2EITL. DNSERTE
outer VUInerablity e Tenente 4 RITE N5 T,
COMESSMEIIRERI—FCTREEN.

;\{Ojrf}jﬁ(isf Wordpress®O4 4 >R—> T3 wp-login.php, wp-admin.php, wp-config.php 1¥H>
Corx INR—SICTIERTBANY NCE(LR-SOEEEHR I DD DT IEATH S,
S2FLT7A) Directory TraversalDREsS4REEFIFL. [/etc/passwd ol *.conf /.env]REDIERIE
VORI Y v RESOEERIATL JPAIUTICA%ET 2.
PhpMyAdmin (Web H—/{_+T MySQLEE# B L TPHPR RN ZA—T>Y—2Y—
phpMyAdmin ILTHD, my-SQL H—/\ EDRESFHFRER. T—IN—ZADVER/HIBR. T—TILOVERR/BIBR.
Yo INR-2 J4—=ILROVERL/HIBR. SQL XOEIT. BLMMEREIRMEEDEITZEIREL T 2.
A3 COMEFENFIET 3555, phpMyAdmin®script/setup.phpld. J7/ILREIEL 2’ %={EH

U, B8 ZiB AL T AT AN FERITTE R85 14280,

Web Vulnerability ' Web Vulnerability Scanner(Zgrab)(d. WebY —/\DF&RTER—SWEFRIAE. ZFAlENTUOR
Scanner(Zgrab) WWebR—2, S/ ADRVR—NRE, MEESIHERD OFEZHIKT I 3z fER NS,
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Apache Log4j2 (CVE-2021-44228). (CVE-2021-45046).
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alert tcp $EXTERNAL_NET any -»> $HOME_NET $HTTP_PORTS (msg:"IGR
SS.2.05436 Apache, Log4j2, CVE-2021-44228, Attempted User Privileg
e Gain"; flow:to_server,established; content:"${jndi:"; fast_pattern:only;
http_uri; sid:205436;)

118

152

128

(CVE-2021-45105) 0S5

A B

Apache Log4j2(MCVE-2021-

44228, CVE-2021-450460

Mass 4z B U7 72 AFFal ik
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Apache, Log4j2,
CVE-2021-44228

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGR
SS.2.05438 Apache, Log4j2, CVE-2021-44228, Attempted User Privileg
e Gain"; flow:to_server,established; content:"jndi"; fast_pattern:only; co
ntent:"jndi"; nocase; http_cookie; pcre:"/(% (25)?241\x24)(% (25)?7b[\x
7b)jndi(%(25)?3al\x3a)/Ci"; sid:205438:)

Apache Log4j2MCVE-2021-

44228, CVE-2021-450460

fess 1tz B LI I A3 alkk
AOTATZAR L T BN —

Apache, Log4j2,
CVE-2021-44228

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.2.
05441 Apache, Log4j2, CVE-2021-44228, Attempted User Privilege Gain"; fl
ow:to_server,established; content:"%24%7b"; fast_pattern:only; http_client
_body: pcre:"/%24%7b.{0,200}(% (25)?241\x24)(% (25)?7b[\x7b) .{0,200}(%
(25)?3al\x3a)(%(25)?(2712dI5c|22)I[\x2 7\x2d\x5c\x22]) * ([jndi\x7d\x3a\x2d
11(% (25)?(7dI3al2d)) (% (25) ?5c\x5¢c)u00[a-f0-9]1{21){1,4}(% (25) ?(22127)|[\x
22\x271)?(% (25)?(3al7d)I[\x3a\x7djndi])/Pi"; sid:205441;)

Apache Log4j2?MDCVE-2021-

44228. CVE-2021-450460

eS8 14z AU 7 2 AFF el
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Apache, Log4j2,
CVE-2021-44228

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGR
SS.2.05537 Apache, Log4j2, CVE-2021-44228, Attempted User Privileg
e Gain"; flow:to_server,established; content:"jndi"; fast_pattern:only; co
ntent:"jndi"; nocase; http_cookie; pcre:"/(% (25)?241\x24)(% (25)?7b[\x
7b)indi(%(25)?3al\x3a)/Ci"; sid:205537;)

Apache Log4j2(MCVE-2021-
44228, CVE-2021-45046.
CVE-2021-45105MAE5514%
FBAUZT Aol AT
AR T BN~

Apache, Log4j2,
CVE-2021-44228
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