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L (%)
Web#fEg54(Web Vulnerability) 41.4% Al
S AT LKEFEHE(System Vulnerability) 33.9% vl
[H¥RUNEE (Information Gathering) 17.6% -
AIE7ITA(Unauthorized access) 5.0% -
~NILD17 (Malware) 1.2% -
FEERKN(Anomaly Detection) 0.4% Al
&R (Information Exposure) 0.4% vl
DosIZZ (Denial of service attack) 0.1% -

20222 A DIREBAAR R LT
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BALTWET,

(AT LRSS (ICREE T DINEE
(3#920%@ 4 LUEUIZ. Apache
Log4j RCEIREE MR LIS
T,

ARET7EA, 5.00%
NIVI17, 1.20%

FEERR4, 0.40%
1EHRRE, 0.40%
DosIZZ, 0.10%
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Remote Code Execution &%
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02. AIRKESSTHETOP10

202220 RHESEHETOP10Z2 R UIFESR. Cross Site Script(XSS)MNTOP10(CAD. Apache
Log4j RCE(CVE-2021-44228)B2(FRi B hB550LISHAUELE.
CIVFIIUTVEY,
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ThinkPHP Remote Code Execution

MVPower DVR Shell Unauthenticated
Command Execution

Apache Log4j RCE(CVE-2021-44228)

Command Injection
(Netgear Routers Vulnerability)

WordpressB>IINAR-S7J1R

Command Injection
(D-Link HNAP Vulnerability)
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GPON Router Vulnerability
Web Vulnerability Scanner(Zgrab)
Cross Site Script(XSS)
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Total Threats In SOC

Cross Site Script(XSS)

Web Vulnerability Scanner(Zgrab)

GPON Router Vulnerability

AT LIPAIINT IR

Command Injection(D-Link HNAP
WordpressB>FINAR—-ST7It X

Command Injection(Netgear Routers

Apache Log4j RCE(CVE-2021-44228)
MVPower DVR Shell Unauthenticated
ThinkPHP Remote Code Execution Vulnerability
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03. AiRT 5YyIYANPF RLATOP 10
202262 OV TTOP10%HEERUFER. 7 XA, B8, 1> FTORZORISMENL. FELOS 7 DEF
BEREFHDLELR,
iz, 7N, REORERIEADE0%(C LOTVET.
X FROKRESECUIFA A EF1UT BN S OB EHEREL TVET,

NEfz

TwHUZR NP

WEHH

10

45.146.165.37
109.237.103.9

109.237.103.123

209.141.47.28
161.35.188.242
109.237.103.38

199.127.60.104

206.81.18.213

45.134.144.108

34.138.49.128

RU
RU
RU
us
us
RU

us

DE

DE

us

Directory Traversal
AT LTPAINT IR A&
AT LITPAINT IR A&

Apache Log4j RCE(CVE-2021-44228)

Directory Traversal
AT LITPAINT IR A&

Apache log4j Remote Code Execution Vulnerability

(CVE-2019-17571)
Apache Log4j RCE
(CVE-2021-44228)

Fortinet FortiOS Directory Traversal

(CVE-2018-13379)
Apache Log4j RCE
(CVE-2021-44228)

Total Countries

SAKZEIP, ERIBOFFHTOP10ORKRULEER

A .. 43.8%
HE . 35.6%

EE I 7.6%
07 I 6.9%
AR I 6.2%

Rank Source IP Country Rank Source IP Country
1 45.146.165.37 RU 6 109.237.103.38 RU
2 109.237.103.9 RU 7 199.127.60.104 us
3 109.237.103.123 RU 8 206.81.18.213 DE
4 209.141.47.28 us 9 45.134.144.108 DE
5 161.35.188.242 us 10 34.138.49.128 us
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ThinkPHP
Remote Code
Execution Vulnerability

MVPower DVR Shell
Unauthenticated
Command Execution

Apache Log4j RCE
(CVE-2021-44228)

CommandInjection
(Netgear Routers
Vulnerability)

Wordpress
YoIWR-2
A3

Command Injection
(D-Link HNAP
Vulnerability)

SATLITFAI
AT

GPON
Router Vulnerability

Web Vulnerability
Scanner(Zgrab)

Cross Site Script
(XSS)
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ThinkPHPORESE RS F 45> TR NO—SH S RICFEFEEN TJE-F-R
EITIENTEZMEETHD, ¥think ¥ *I5 22V U TR RATS 1) MU TIREE
BIMEBOPHPO- RRUSATAIRY RIEITTES,

HTTPUYIX MR BRI — Y —HRole AEQEMNIEREBEN T TITHNT, UE-—b
WEEHWeb(>F—TJ1—2AD ¥'shell¥ | J7( V2RI ZE TITIOXEF ORHSER
DIATAINY RIRITTERLI(CR B,

A-T>Y—2MIava logging library®Apache Log4jzER9 3¢ T, IREEI(IEREIEL
TH-NLEOVE-NINORZEEITTES.

NetGear DGNU—ZX D)L —AIRDI1TH—) (i —EBOURLICH U TERFEZE T [setup.cgil
2T ROl sysemd ¥z ERL TEROIN> RMEETIBENTES,

Wordpress®O4J 1 >R_R—> T3 wp-login.php, wp-admin.php, wp-config.php ¥t
SINR=SCT IR AR NCER-SOEEEER I IDDTICATH D,

D-Link& iz % E 9 DRIHERAENSHNAP(Home Network Administration Protocol)
([CBE9 2RV MRS B /E88 1 TaRel &2 EBIL TH —EX L, JNwIRFPA> X R—)LEDT

N> ROEITHEIRECRD,
EE(FIDomain/HNAP1/GetDeviceSettings/ [/NADE 3L RaiEA L.

[SOAPAction |71 —)LRZFIAL TEITZH A5,

Directory TraversalDiESsMEREZFIFU. [/etc/passwd ¥ *.conf /.env |REDIERKIE
WEEOEBERIATL I7UTIER %513,
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Apache Log4j2 (CVE-2021-44228). (CVE-2021-45046).

(CVE-2021-45105).

RealTek(CVE-2021-35394). MuddyWaterlC &3 YILII 7 ORESSMHEICRE T 3RS —hEe sz,

200
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100
50
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2021615 114 12H
3N AR

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms

g:"IGRSS.2.05557 log4shell, CVE-2021-45105, Attempted User Priv
ilege Gain"; flow:to_server,established; content:"Content-Dispositio
n"; nocase; http_client_body; content:"RelyingPartyEntityld"; dista

nce:0; nocase; http_client_body; content:"|0D OA OD 0A|"; distanc
e:0; http_client_body; base64_decode:bytes 64, relative; base64_d

ata; pcre:"/¥x24¥x7b(ndi| [N ¥x7d]*?¥x24¥X7b[ N ¥x7d]*?¥x3a[ N ¥x
7d]*?¥x7d)/i"; content:"/websso/SAML2/SSOSSL/"; fast_pattern:o

nly; http_uri; sid:205557;)

01H

A B

Log4jShellDAfE35 1%
(CVE-2021-44228. CVE-2021-
45046. CVE-2021-45105)
VMware vSphere AOIE# &
RS~

log4shell,
CVE-2021-
45105

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.2.05558 log4shell, CVE-2021-45105, Attempted User Priv
ilege Gain"; flow:to_server,established; content:"jndi"; fast_patter
n:only; http_header; pcre:"/(%(25)?24|¥x24)(%(25)?7b|¥x7b)jndi
(%(25)?3a|¥x3a)/Hi"; sid:205558;)

Log4jShellDAfE35 1%
(CVE-2021-44228. CVE-2021-
45046. CVE-2021-45105)
WE&H IR —

log4shell,
CVE-2021-
45105

alert udp $EXTERNAL_NET any -> $HOME_NET 9034 (msg:"IGRSS
.2.05592 RealTek, CVE-2021-35394, Attempted User Privilege Gain
"; flow:to_server; content:"orf"; depth:3; pcre:"/"orf.*([¥x60¥x3b
¥X7C¥X23¥x26]|[¥x3c¥x3e¥x24]¥x28)/s"; sid:205592;)

RealTek®CVE-2021-35394
OHEssHEERUE
7O ARl A TZ
RIS~

RealTek,
CVE-2021-
35394

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET an
y (msg:"IGRSS.8.05661 Malware, MuddyWater, A Network Trojan

was detected"; flow:to_client,established; flowbits:isset,file.pdf; file
_data; content:"/URI"; nocase; content:"snapfile.org"; within:100;
nocase; sid:805661;)

MuddyWater®YILII7(CLD
FyhD-IBEZIRETD
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Malware,
MuddyWater
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