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L (%)
S AT LREE5 1 (System Vulnerability) 39.84% -
Webhfz8514(Web Vulnerability) 36.11% -
[B¥RUNEE (Information Gathering) 16.94% -
RIE7Jt X (Unauthorized access) 4.86% -
~NILD17 (Malware) 1.26% -
&R (Information Exposure) 0.48% -
DosIZZ (Denial of service attack) 0.26% A
EERK1(Anomaly Detection) 0.24% \ 4l

2022F A ORI MR UL
ER. HEBORIERIALETH
1.2%(FEEIN0. TNENOIE)N
A= AFEEIENIL TLVBENERR
T&?,

RIEFIEZ, 4.86%
ZM35. WebffEgs 14 REIESR N
FIALET4.5%(FEEINL. TNl
ThinkPHP Remote Code
Execution Vulnerability I(E45%
DENICLZEDTHDENNDN D,

N)I17, 1.26%
1EHRIRER, 0.48%
DosI®Z, 0.26%
CNUTTHU. AT LREES 4RI EIN FEEIRA, 0.24%
EX(IFTALE#6.5%FEK T U,
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02. AIRKESSTHETOP10

20224 O RHEEEHETOP10Z2FERUILFEER . Apache Log4j RCE(CVE-2021-44228) NENFTT
[CTOP10ICAD. ThinkPHP Remote Code Execution VulnerabilityIXEE (AT 8 (CLEATHI 1. SMEENL.
MIESFITUTVET,

HR(%) | #

ThinkPHP Remote Code Execution

. Vulnerability 21.4% al
5 MVPower DVR Shell Unauthenticated 18.5% vi
Command Execution

3 WordpressB> I A_R-S70t X 5.3% Al
4 (Netgge;erRn;StnedrsI r:}ﬁlcrﬂ;gbinty) 4.6% vi
5 Apache Log4j RCE(CVE-2021-44228) 4.5% NEW
6 AT LITANT IR & 4.2% vi
7 GPON Router Vulnerability 4.0% vl
8 phpMyAdminB> FIR-ST79ER 2.9% -
9 (-Link ENAP Vulnerabilty) 28% | v2
10 Netlink GPON Router Remote Code 250 vi

Execution

Total Threats In SOC

Netlink GPON Router Remote Code Execution M 2.5%
Command Injection(D-Link HNAP Vulnerability) Il 2.8%
phpMyAdminB>FILR—S 7772 | 2.9%
GPON Router Vulnerability s 4.0%
SATLTPANTICARE  —— 4.2%
Apache Log4j RCE(CVE-2021-44228) I 4.5%
Command Injection(Netgear Routers Vulnerability) I 4.6%
Wordpresst>TIR-ST70 A I 5.3%
MVPower DVR Shell Unauthenticated Command- - I 18.5%
ThinkPHP Remote Code Execution Vulnerability I 2 1.4%
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2022 4ROV TTOP10ZERRUIAER, 7XUNEISTMORBELLEN LR U, PEEA VR, SBEOK
BHEEMURDLEUL

7N REDREILEDAFHFRAAD45%ERD, FEHUTICHAURCEN R TEET,

X FRORESELLITA VAR EFIUT RN SOBEREHEELE T,

Wiz | TyouRbP | B

- Fortinet FortiOS Directory Traversal
1 45.134.144.140 DE (CVE-2018-13379)

2 45.155.204.146 RU ThinkPHP Remote Code Execution Vulnerability

109.237.103.118 RU SAFLITPAIINT I A&

Fortinet FortiOS Directory Traversal

4 45.134.144.143 DE (CVE-2018-13379)

5 128.136.255.76 us Apache Log4j RCE(CVE-2021-44228)

6 109.237.103.9 RU SATLITPAINT I A&
MVPower DVR Shell Unauthenticated

7 49.143.32.6 KR Command Execution
Fortinet FortiOS Directory Traversal

8 45.134.144.144 DE (CVE-2018-13379)

9 148.72.213.165 SG Apache Log4j RCE(CVE-2021-44228)

10 109.237.103.38 RU AT LITPANT IR EE

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

T . 36,.9%
FE . 34.0%
ISTh I 12.5%

AR I 9.0%

(RE N 7 .6%

Rank Source IP Country Rank Source IP Country
1 45.134.144.140 DE 6 109.237.103.9 RU
2 45.155.204.146 RU 7 49.143.32.6 KR
3 109.237.103.118 RU 8 45.134.144.144 DE
4 45.134.144.143 DE 9 148.72.213.165 SG
5 128.136.255.76 us 10 109.237.103.38 RU
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BILEHRLTT,
WEN5->

DR

ThinkPHP
Remote Code

Execution Vulnerability

MVPower DVR Shell
Unauthenticated
Command Execution

Wordpress
YOIWR-
7IER

CommandInjection
(Netgear Routers
Vulnerability)

Apache Log4j RCE
(CVE-2021-44228)

SATLITAN
TORA&EH

GPON
Router Vulnerability

phpMyAdmin
B INR=IN
7R

Command Injection
(D-Link HNAP
Vulnerability)

Netlink GPON Router

Remote Code Execution
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HTTPUIIRA M2AMB S ZBRCT— - & e ASMEOBNHARENFE D (ATHNT | VE-H
WBENWeb1>9—-TJ1-ZADM¥'shell¥ |1 T/ L2 FIFHFTBIETITIOXFHORNSER
DSAT LYY RIERITTEDLIICRS,

Wordpress®O45 4 >_R—STod[wp-login.php, wp-admin.php, wp-config.php 1ot
STNR=DICTICRAT AR N TCER-SOEELERITIDDTITATHS.

NetGear DGNU—ZX D)L —FIRDI1TH—) (i —EBOURLICK U TERFEZE T [setup.cgil
AOUT ROl syscmd J#EERERU TEROINY RERITI BIENTE S,

F-T>Y—-2ZMava logging library®Apache Log4jz{ERT 2L T, INEE(IERAELT
Y- EOVE-NIVO RERITTES,

Directory TraversalOREs5 4R EEFIFL. [/etc/passwd Il *.conf /.env]REDIERKIE
RESOEERIATL T7IUT IR %513,

Dasan GPONZRERDIL—INSFRENMEs5 1Tl ?2images |0 F 5zt 7 ) A F
URLICA I T BE TR Z A — 3R ZRE55 1 Tind.

L OMESS 2 FI AL TEREEEN TVRVWIREE D HEZINAUE— R TIV REEITU. DNSERTE
(EBIEREDIR 2 RIKEN ] HETHD.

COMESS I EZRERIL—FICTRRESNC,

phpMyAdmin(ZMySQLZWebY —/{TEE I ZHMCTPHP TR SN A - TV -2V -l
THhd. MySQLY—N\EWRICHESEEZ R DIt T—H—2DVERL/HIBR. T—TILOVER/HIBR.
4=V ROARL/BIBR. SQLXDEITRE, HERZF AU EIBHEERITICLIEN I BEE B D,
TOETEENMEIET BB S, phpMyAdmindscript/setup.phpI7(IUC * 2" 5lEEFERLT
EREORHEIEAL, AT LMD EEITTES,

D-Link& %z iR E 9 MRIFEAETNSHNAP(Home Network Administration Protocol)
([CBIY BRIV NCTFIES BAEE5 I TR T U T —ER T E, NI RTA DA M—ILREDT
N> ROEITHEIEEICRD.

EEE(FIDomain/HNAP1/GetDeviceSettings/ [/NADEBICIY> RE3EA L.
[SOAPAction|J1—ILRZFIFALTETZHH5.

Netlink GPONJL—ATRRENAMEIFHELL T, A—5YRF7 RLADIEIC
/boaform/admin/formPingXX 5% A DU TR FE%Z B S 2 eI fEMEN'DD. CDHESS
Y BAL. RN TOVRVWREBENHERNMSUE—NCIND REEIT. BROHDII7IIETY
TO—-R93 RENTIHEICIRD.
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_P
ORTS (msg:"IGRSS.10.05711 Apache, CVE-2021-42013,

Web Application Attack"; flow:to_server,established; cont Apache Web7 Yo —>3>0OCVE- Apache,
ent:"/cgi-bin/"; fast_pattern:only; content:"/cgi-bin/"; de { 2021-42013AE88MZ2BRALIET LIS CVE-2021-
pth:9; nocase; http_raw_uri; pcre:"/"~¥/cgi-bin¥/(¥x2e?( UIRFET 23 i@ I BRI — 42013

%2e|¥x2e¥x3b?|((%(2]%32)(e| %[46]5))| ¥x2e){2})¥/){
2}/1i"; sid:1005711;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_P

ORTS (msg:"IGRSS.10.05722 Vmware, vCenter, CVE-202 VMWare vCenter®CVE-2021- Vmware,
1-22005, Web Application Attack"; flow:to_server,establis | 22005kE5514% BRIV 7vIO— vCenter, CVE-
hed; content:"/analytics/telemetry/ph-stg/api/hyper/send RoiRaztgti I3RS — 2021-22005

", fast_pattern:only; http_uri; sid:1005722;)

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOM
E_NET any (msg:"IGRSS.2.05728 MS, IE, CVE-2022-245
02, Attempted User Privilege Gain"; flow:to_client,establis

hed; file_data; content:"href"; nocase; content:"ms-"; wit _ _ ' MS, IE,
hin:100; nocase; content:"|3Aofe|7C|ul7C|"; within:50; ”gésbfgf\éﬁgﬁggﬂfggﬁfg%:&? CVE-2022-
nocase; content:"|5C 5C|"; distance:0; pcre:"/href¥s*=¥ - “ 24502

S*[¥x22¥X27][N¥x22¥x27]*?ms-[a-z]+¥x3aofe¥x7cu¥x?7
C[N¥X22¥Xx27]*?¥x5c¥x5c[¥x2e¥x3f]¥x5c¢c/i"; sid:205728;
)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_P
ORTS (msg:"IGRSS.8.05739 Webshell, PHP, COders, A Ne
twork Trojan was detected"; flow:to_server,established; c
ontent:".php?mode=phpcode"; fast_pattern:only; http_ur
i; sid:805739;)

COders PHP WebshelldxwhD—-%23@ : Webshell, PHP,
EEREIZRIS— COders
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