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20225 5N AR HETOP10%HERLIFEER. SQL Injection & Command Injection (NVMS-9000
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ThinkPHP Remote Code Execution
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5 MVPower DVR Shell Unauthenticated 16.8% )
Command Execution
Command Injection o
3 (Netgear Routers Vulnerability) >-2% Al
4 phpMyAdminB>FIAR-S79E2 4.1% A4
5 SQL Injection 4.0% NEW
6 AT LIFANT I A& 4.0% -
7 GPON Router Vulnerability 3.7% -
Command Injection o
8 (NVMS-9000 DVR Vulnerability) 3.0% NEW
9 WordPresst > I AR-S 791X 2.7% v6
10 Command Injection 2.5% vi

(D-Link HNAP Vulnerability)

Total Threats In SOC

Command Injection(D-Link HNAP Vulnerability) Il 2.5%
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phpMyAdmint>FILR—S7HE2 I 4.1%
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MVPower DVR Shell Unauthenticated- - - I 16.8%
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Wz © Tyouzhp i @ BRI
1 45.155.204.146 RU Directory Traversal
2 213.226.123.30 PL ThinkPHP Remote Code Execution Vulnerability
3 92.223.86.24 SG Command Injection
4 92.223.86.10 SG Oracle WebLogic wis-wsat RCE(CVE-2017-10271)
5 45.134.144.140 DE Fortinet FortiOS Directory Traversal(CVE-2018-
13379)
6 38.114.114.55 us etcpasswd Detect
7 49.143.32.6 KR Command Injection(l_\l_etgear Routers
Vulnerability)
8 144.22.198.141 BR Apache Log4j RCE(CVE-2021-44228)
9 81.17.20.98 CH Apache Log4j RCE(CVE-2021-44228)
10 109.237.103.9 RU AT LIPAIINT I A&

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

pos. KK
E . 30.9%
BEE I {3 .3%
ISTh I O 5%
YR I 7 .0%

Rank Source IP Country Rank Source IP Country
1 45.155.204.146 RU 6 38.114.114.55 us
2 213.226.123.30 PL 7 49.143.32.6 KR
3 92.223.86.24 SG 8 144.22.198.141 BR
4 92.223.86.10 SG 9 81.17.20.98 CH
5 45.134.144.140 DE 10 109.237.103.9 RU
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms

g:"IGRSS.2.05759 Java, getRuntime, Vul, Attempted User Privilege

Gain"; flow:to_server,established; content:"<%"; http_header; cont
ent:"getRuntime"; distance:0; nocase; http_header; content:"exec(
", distance:0; nocase; http_header; sid:205759;)
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Java get Runtime®
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Java, getRuntime,
Vul

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.10.05760 Spring, Cloud, CVE-2022-22963, Web Applicati
on Attack"; flow:to_server,established; content:"/functionRouter"; f
ast_pattern:only; http_uri; content:"spring.cloud.function.routing-e
xpression|3A|"; nocase; http_header; content:"java."; distance:0; n
ocase; http_header; pcre:"/spring¥x2ecloud¥x2efunction¥x2eroutin
g-expression¥x3a[ N ¥r¥n]*java¥x2e[ N ¥r¥n]*¥x28/Hi"; sid:1005760
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Spring, Cloud,
CVE-2022-22963

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.2.05771 Java, getRuntime, CVE-2022-22965, Attempted
User Privilege Gain"; flow:to_server,established; content:"<%"; htt
p_header; content:"getRuntime"; distance:0; nocase; http_header;
content:"exec("; distance:0; nocase; http_header; sid:205771;)

Java getRuntime®
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Java, getRuntime,
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alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (ms
g:"IGRSS.8.05788 Malware, Dropper, Lazarus, A Network Trojan w
as detected"; flow:to_server,established; content:"/repos/DanielMa
nwarningRep/ERPLocalSys"; fast_pattern:only; http_uri; sid:80578
8;)
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Malware,
Dropper, Lazarus
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