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S AT LREE5 1 (System Vulnerability) 46.4% Al

Webhfz8514(Web Vulnerability) 31.5% vl
[H¥RUNEE (Information Gathering) 15.0% -
AIE7ITA(Unauthorized access) 5.0% -
~NILD17 (Malware) 1.3% -

F#RIRmA (Information Exposure) 0.4% Al

FEEANI(Anomaly Detection) 0.3% vl
DosIZZ (Denial of service attack) 0.0% -
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20224E3ADARMEEHETOP10ERERLUIEER, phpMyAdminH> TILR—S 7512, Netlink GPON
Router Remote Code ExecutionlIENFTZ(CTOP10ICAD, MVPower DVR Shell

Unauthenticated Command ExecutionIZZE (T (CLEARTHI3. SAEEML. 141l
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Command Injection
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Execution

MVPower DVR Shell Unauthenticated
Command Execution
ThinkPHP Remote Code Execution
Vulnerability
Command Injection
(Netgear Routers Vulnerability)

WordpressB>IINAR-S7I1R
AT LITANT IR &
GPON Router Vulnerability

(D-Link HNAP Vulnerability)
phpMyAdminB> FIR-ST79E R
Netlink GPON Router Remote Code

10 Cross Site Script(XSS)

Total Threats In SOC

Cross Site Script(XSS) mEE 2.5%
Netlink GPON Router Remote Code-- -l 2.7%
phpMyAdminB>FIAR-ST77tZ mmm 3.0%
Command Injection(D-Link HNAP:- Il 3.6%
GPON Router Vulnerability mmmmmm 4.0%
SAFLTPANTICAEE - 4,2%
WordpressH> TIR—-ST7H02 I 4.4%
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Command Injection(Netgear Routers: - I 6.2 %
ThinkPHP Remote Code Execution:-- I 14.9%
MVPower DVR Shell Unauthenticated: - - I 05 00

10.0%

IIFIIUTVEY,
EEER (%) i 513
25.2% Al
14.9% vi
6.2% Al
4.4% Al
4.2% A2
4.0% A2
3.6% vi
3.0% NEW
2.7% NEW
2.5% -

15.0% 20.0%

25.0% 30.0%

Copyright (© Cyberfortress, Inc. 2020. All rights reserved Sk

4C CyberFortress



B 5 ixsey 208 RO - 2022438

03. ARI'5YJUANPF7 RLATOP 10

2022 3ROV TTOP10ZHESBUMER. AR, 8B8E. 07 TORZDOZISMENMLTVET,

—73. REETXINOEIEEFETF R UEUL,
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125.247.163.99
45.77.178.30
178.239.21.16
109.237.103.118
209.141.61.40
164.90.204.15
109.237.103.9
205.185.127.43
205.185.125.167
10 209.141.52.239
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ThinkPHP Remote Code Execution Vulnerability

Apache Log4j RCE(CVE-2021-44228)

Directory Traversal

AT LIPAINT IR A&

phpMyAdminB>FILR—-SDT7Ht X
Method(Connect)

AT LITPAINT IR A&
phpMyAdminB>FILR—-SDT7Ht X
phpMyAdminB>FILR—-SDT7Ht X
phpMyAdminB>FILR—-SDT7Ht X

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

07 N 7.9%

/>R I 11.7%
EE M 10.0%

FE . 35.8%

A . 34,,6%

Rank Source IP Country Rank Source IP Country
1 125.247.163.99 KR 6 164.90.204.15 NL
2 45.77.178.30 JP 7 109.237.103.9 RU
3 178.239.21.16 CN 8 205.185.127.43 us
4 109.237.103.118 RU 9 205.185.125.167 us
5 209.141.61.40 us 10 209.141.52.239 us
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ThinkPHP ThinkPHPOREEES RS F IV TAELNRIS MO—-SH S RICEHENTUE-R—R
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(Netgear Routers S
Vulnerability) 2PV T ROl syscmd J#ke% E AL TEBOINY REEITTRIENTES.

gojrffﬁie_sf Wordpress®O4 4 >R_R—STod[wp-login.php, wp-admin.php, wp-config.php 1ot
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Command Injection | (CRIIBRRVUTNIFIES BB TRAZELMUTH—ERHIE, JNWIRTA VA R=)LREDT
(D-Link HNAP N> ROEITHE]EEICE D,
Vulnerability) EE(FIDomain/HNAP1/GetDeviceSettings/ [/NADE 3L RaiEA L.
[ SOAPAction 71—V RzFIBUTETZRHD.
phpMyAdmin(ZMySQLZWebY —/{TEE S ZEMCTPHP TR SN A -T2V -2V —)l

phpMyAdmin THd. MySQLY —NZIRICHEIZHEZ R DI, T—IRN—ZADVERR/HIBR. T7—TILOVERR/HIBR.
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Remote Code Execution ' BAU. FREIEN TOWRVWKEENGHERNMUE-NTIVY REET. BEROHZI71)VE7yIO-R
92 BRENTAIREICRRD,
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_P

ORTS (msg:"IGRSS.8.05675 Webshell, PHP, Antichat, A N ; 7
etwork Trojan was detected"; flow:to_server,established; PHP.Webshell Antichat®xw b Webshell,

file_data; content:"<?"; content:"Antichat Shell"; fast_pat D-DBEERL I o) — PHP, Antichat
tern:only; sid:805675;)

alert tcp $HOME_NET $HTTP_PORTS -> $EXTERNAL_NET Webshell
any (msg:"IGRSS.8.05677 Webshell, PHP, AyyildizTim, A PO ebshell,
Network Trojan was detected"; flow:to_client,established; PHP. Webshell. AyyildizTima PHP,

file_data; content:"<title>"; content:"Ayyildiz Tim"; withi FYRND—-DBEZIRH T SRS — AyyildizTim
n:25; fast_pattern; nocase; sid:805677;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_P

work Trojan was detected"; flow:to_server,established; c = o2
ontent:".php?act=exesys"; fast_pattern:only; http_uri; si D—-JBERRE TR~ PHP, AK74
d:805684;)

alert tcp $HOME_NET $HTTP_PORTS -> $EXTERNAL_NET

any (msg:"IGRSS.8.05689 Webshell, PHP, Alpha, A Netw 73
ork Trojan was detected"; flow:to_client,established; file_ PHP.Webshell. Alphad% Webshell,

data; content:"<title>"; nocase; content:"ALFA TEaM She D—-JBEZRE T RIS — PHP, Alpha
II"; within:100; fast_pattern; nocase; sid:805689;)
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