/ —
(\) SECURITY REPORT 2@22

-F-‘-d-- ‘-—'l- mh- T. w= : . 7 . o
i I y rr e

/(2‘) CyberfFortress

COLIR—ME HRREHET (N -TA— N 2D B OREE(CTUNEENT —HICE IS FRLTVET,



D) =iy aomEt R - 2022468

HRRASHYA/N-TA—bLATFIRE

WEMN RO REEZET

JAINEFERVET,

01. AR ER

2I5IRZINEL. DHLTVET,

DRSNS, FIREERARE, MEssHIREE. TS5 AMDTOPL0ZHERL. iBET —FE LR,

TFIVTIBHEELE SATLAEBERCOLSIRT IR EERUTHAN-BROTAICIEIZITT

L HE®(%) | hE

WebBf§51%(Web Vulnerability)

S AT LKEFEHE(System Vulnerability)

[EHRUNEE (Information Gathering)

RIE7Jt X (Unauthorized access)

Y17 (Malware)

15¥RIRR (Information Exposure)

FEE1RAI(Anomaly Detection)

DosIZZ (Denial of service attack)
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02. AIRKESSTHETOP10

2022 F 6 H M A R AfE 5514 TOP10 Z # 58 U Iz #& R . Method(Connect) & Web Vulnerability
Scanner(Zgrab) WE N FZ(CTOP10ICEIZ L. AR BRIRE L MIBEINU I ENHER TE, FFI(C
Command Injection(NVMS-9000 DVR Vulnerability)IREN T B EEEARTI00HCHWAIR(CIEINUTE.,

; L OER(%) | W
1 ThinkPHP Remote Code Execution Vulnerability 24.7% -
Command Injection o
2 (NVMS-9000 DVR Vulnerability) 8.0% A6
3 MVPower DVR Shell Unauthenticated 7.8% vi
Command Execution
Command Injection o
4 (Netgear Routers Vulnerability) 7:1% vi
5 GPON Router Vulnerability 5.1% A2
6 Method(Connect) 4.7% NEW
7 SATLIPANTIEA&H 4.3% vi
8 phpMyAdminB>IIAR-ST7It X 3.4% v4
9 WordPresst > TIR-ST79EX 2.7% -
10 Web Vulnerability Scanner(Zgrab) 2.7% NEW

Total Threats In SOC

Web Vulnerability Scanner(Zgrab) Il 2.7%
WordpressB> T AR-ST7HC2 R 2.7%
phpMyAdminB>FIAR—ST7HE2 IR 3.4%
SATLITPAINTI AR I 4.3%
Method(Connect) I 4.7%
GPON Router Vulnerability I 5.1%
Command Injection(Netgear Routers--- I 7.1%
MVPower DVR Shell Unauthenticated:-- I 7.8%
Command Injection(NVMS-9000 DVR--- I 3S.0%
ThinkPHP Remote Code Execution Vulnerability NI 24.7%
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03. AiRT 5YyIYANPF RLATOP 10
202246 H(CDLVTTOP10ZHERU AR, FREEA> ROKZELLEMEDL, —AT7XUNEEE, 0370

RBOLER(EMD UL, TAIDEREDOIRELEZEDOEEHFRACLEATHIAS5% T, FDLUTITHIM UL
WHESRTEN,

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

LIRS SZUYY - WA
1 195.3.221.30 PL Apache Log4j RCE(CVE-2021-44228)
2 45.134.144.140 US  Fortinet FortiOS Directory Traversal(CVE-2018-13379)
3 45.9.20.101 RU Directory Traversal
4 49.143.32.6 KR Command Injection(Netgear Routers Vulnerability)
5 192.64.113.244 US  Fortinet FortiOS Directory Traversal(CVE-2018-13379)
6 143.244.35.193 us Apache Log4j RCE(CVE-2021-44228)
7 213.226.123.30 RU Application Vulnerability(PHPUnRit)
8 3.21.162.140 us SATLIPAINT IR
9 164.90.204.15 NL Method(Connect)
10 109.237.103.9 GB AT LITPAINT I AR

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

O>7 I 5.1%

12K IS 8.8%

EE I 11.5%
ZAUS I 33.8%

FE e 4.0.8%

Rank Source IP Country Rank Source IP Country
1 195.3.221.30 PL 6 143.244.35.193 us
2 45.134.144.140 us 7 213.226.123.30 RU
3 45.9.20.101 RU 8 3.21.162.140 us
4 49.143.32.6 KR 9 164.90.204.15 NL
5 192.64.113.244 us 10 109.237.103.9 GB
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6B (CRELIMSSIE/F—> D55, TOP10ZHLICIRE/ NI — S eFll DTSR ZREEL TLET,
FHHOMHERESEICL T BURE/F-JZARHNL TWSIHEFHZI AT LAO/MES HEER] (0N d

CEEEREWUET,
%) (5 FHRDATIER
ThinkPHP ThinkPHPORESSRXFI4)LA)> I TARBHIRIY MO—SHI 3 RICFUHESN TJE-RI-R
Remote Code ETIRENTEIMIHETHD. ¥think ¥ *I522MFUVHUTHRESERATS 1) MU TIREE

Execution Vulnerability: ZF(FEEOPHPI—-RERUIAFTAINY RIEITTES,

Command Injection @ Shenzhen TVT#tMNVMS-9000 DVRi#ZzDELIOMEIFEMEHENT . INEE (F5%H
(NVMS-9000 DVR DVR¥EBROEART N> NMETRZ)\—RI— |\(L—CuquE'f§ BOF(Buffer OverFlow). XML/t
Vulnerability) Nz FIFAUIZRCE(Remote Code Execution)IRENAIEELRD,

MVPower DVR Shell @ HTTPUJIZMAMBE T ZPRCI—H—hE e ADEOEMIEREL T CITHNT YE—H
Unauthenticated EENWeb > 9—-TJ1—AD[¥'shell¥ 174V 2FIFHTBCETIIIDOSCESI DR NER
Command Execution @ OIAFAINYRRRITTERLIICED,

CommandInjection _ . .
(Netgear Routers NetGear DGNJ—ZXDIL—IRDIITH—) I —EBOURLICKT U TEREEAE I, [setup.cgil

Vulnerability) ZIVT Ol sysemd 1#EEERL TEROIN> R EITIBIENTES,

Dasan GPONZRERHDIL—INSFERENIZMEEHE T ?images | DX F 5z k27 ) 2 H
GPON URLICASI G BCETEREEZ R — R BREFETHD.

" =7 I VT ) ! %470, DNS5&
Router Vulnerability ﬁﬁg}g;ﬁlﬁ%ﬁ?%ﬁ E%ggf RS E HHesAUE— hTIVY REFRATL. DNSER
CORESSHERERIN-FICTREEIN,

Connect Method%#FIFBUTHTTP TLS(Transport Layer Security) b>RUSITARERTH
Method(Connect) 2% 9. cNOfzshlCConnect MethodZ{ERU. MESSENMFE T DIEEEDZHDOTE
Rt U TERIN 2 EIEE N DS,

AT LITFAIN Directory TraversalOiEss 4R EEFIRL. [/etc/passwd Il *.conf /.envIREDIERLIE
TR WESOEERIATL JPAIIT IR %ZET 3,

phpMyAdmin(gMySQLZWebtY—/\TE&E iE@'éEEI’J(CCPHP’C{’EESZéTLKj ToV-29-)

phpMyAdmin THhHd. MySQLY —NZMRICHEIFHEZ R DI, T—IN—ZADIERR/HIBR. T—TILOVERR/BIFR.
Y IINR-IA T4—ILROARL/HIBR. SQLXDEITRE, 1&ERZFI AU EIREEERITICLIINEN TTHEL BB,
7Ot ZOMEIFENMFIET D15 S, phpMyAdmindscript/setup.phpI7/IUIC " ?" 5IEERLT
FEOREBZEBAL, AT AR ZEITCES.
;V;;?B(ef’; Wordpress®OJ 1 >R_R— T3l wp-login.php, wp-admin.php, wp-config.php ¥t
562 STINWR=SICTICRTBARY NCEILR-SOBEEHER I DD TICITHD.

Web Vulnerability = Web Vulnerab|I|ty Scanner(Zgrab)(&. WebH —/\DERER—JFFA] 5%, SFa]ENTOR
Scanner(Zgrab) WWebR—, At ADER— MRE, MEFTHED OFEZ I I BIeEREIN 3.
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SPIDER TM ORUS—(CT. 2022FE58 01N BRI THEINEYA N\ -BRAREIR)S — (3134 T,
S5H1NHOR. WoIfRAT Malware, MSttMMSDT(CVE-2022-30190)(CXd I 34&40R)S —h'Efad

nr.

80
60
40
20

43

202144 038 045

3n AR

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (ms
g:"IGRSS.8.05794 Malware, WoIfRAT , A Network Trojan was detec
ted"; flow:to_server,established; content:"/Filesend/delete_file"; fas
t_pattern:only; http_uri; content:"user_id"; nocase; http_client_bo
dy; content:"token"; nocase; http_client_body; content:"eyJhbGciOi
JSUzI1NiJ9"; nocase; http_client_body; sid:805794;)

05H

A B

WOoIfRAT Malware®
NI —BERREN T BN —

59

Malware, WoIfRAT

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET an
y (msg:"IGRSS.2.05795 MS, MSDT, CVE-2022-30190, Attempted U
ser Privilege Gain"; flow:to_client,established; file_data; content:"m
s-msdt|3A|"; fast_pattern; nocase; content:"id"; distance:0; nocase
; pere:"/ms-msdt¥x3a. *?([¥x2f¥x2d]?id¥s*PCWDiagnostic|IT_Brow
seForFile)/is"; sid:205795;)

MS MSDT®D
CVE-2022-30190/55 1z BALIL1—
J—tER2E AR T BRI~

MS, MSDT,
CVE-2022-30190

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGRS
S.2.05804 MS, MSDT, CVE-2022-30190, Attempted User Privilege
Gain"; flow:to_server,established; file_data; content:"ms-msdt|3A|"
; fast_pattern; nocase; content:"id"; distance:0; nocase; pcre:"/hre
f¥s* =¥s*[¥x22¥Xx27]?¥s*ms-msdt¥x3a/i"; sid:205804;)

Java getRuntime®
CVE-2022-22965 Megsi4zBALE
1-JIEREBSHA AR TR —

MS, MSDT,
CVE-2022-30190

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (ms
g:"IGRSS.8.05805 Malware, WoIfRAT , A Network Trojan was detec
ted"; flow:to_server,established; content:"/Authen/verify_token"; f
ast_pattern:only; http_uri; content:"user_id"; nocase; http_client_b
ody; content:"token"; nocase; http_client_body; content:"eyJhbGci
0iJSUzI1NiJ9"; nocase; http_client_body; sid:805805;)

WOoIfRAT Malware®
2y NI —DBERRANT BN —

Malware, WolfRAT
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