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2022F7H 0B RHESEETOP10%2HERLIAER. Command Injection(D-Link HNAP Vulnerability)
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Method(Connect) IXWENSER ELEARTA504<C5VATRISIEIILTZ,
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1 ThinkPHP Remote Code Execution Vulnerability 15.5% -

2 Method(Connect) 8.8% A4
Command Injection o

3 (Netgear Routers Vulnerability) 8.0% Al
Command Injection o

4 (NVMS-9000 DVR Vulnerability) 7.2% v2

5 AT LITANT IR & 5.2% A2

6 GPON Router Vulnerability 5.1% vl
Command Injection o

/ (D-Link HNAP Vulnerability) 4.5% NEW

8 MVPower DVR Shell Unauthenticated 3.9% v5
Command Execution

9 WordPresst > I AR-S 7912 3.4% -

10 SQL Injection 3.4% NEW

Total Threats In SOC

SQL Injection N 3.4%
Wordpresst>TILAR—-ST7HC 2 I 3.4%
MVPower DVR Shell Unauthenticated--- I 3.9%
Command Injection(D-Link HNAP Vulnerability) I 4.5%
GPON Router Vulnerability I 5.1%
SAFLTPANTIEZ &S] I 5.2 %
Command Injection(NVMS-9000 DVR:- NN 7.2%
Command Injection(Netgear Routers:--- N 3.0%
Method(Connect) NN 3.8%
ThinkPHP Remote Code Execution Vulnerability NI 15.5%
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1 49.143.32.6 KR Command Injection(Netgear Routers Vulnerability)
5 186.233.187.21 us Telesquare SDT(-((::\\;\/EE_;gézll._lA;gAr(:zozr;mand Injection
3 62.233.50.129 RU Apache Log4j RCE(CVE-2021-44228)
4 20.222.18.38 JP ThinkPHP Remote Code Execution Vulnerability
5 222.186.19.205 CN Method(Connect)
6 109.237.103.38 GB SAT LI T IR
7 109.237.103.9 GB SAFLITTAIINT I ZR&H
8 95.182.123.66 RU Application Vulnerability(PHPUnit)
9 203.218.212.20 HK Method(Connect)
10 13.89.48.118 us Application Vulnerability(PHPUnit)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

0>7 I 5.5%

A2F I 7.7%

HEE I 10.5%
7AU I 30.3%

FE e 46..0%

Rank Source IP Country Rank Source IP Country
1 49.143.32.6 KR 6 109.237.103.38 GB
2 186.233.187.21 us 7 109.237.103.9 GB
3 62.233.50.129 RU 8 95.182.123.66 RU
4 20.222.18.38 JP 9 203.218.212.20 HK
5 222.186.19.205 CN 10 13.89.48.118 us
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alert tcp $EXTERNAL_NET any -» $HOME_NET $HTTP_PORTS
(msg:"IGRSS.8.05806 Webshell, JSP, Behinder. CVE-2022-26134, A
Network Trojan was detected”; flow:to_server,established:;
content:"<%"; content:"java.util.*"; content:"extends ClassLoader";
fast_pattern:only; content:"defineClass";

06H
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SRR
A BRI

Atlassian Confluence®
CVE-2022-26134kE55%=ZEREUE
Behinder JSP Webshell®y ~J—%

Webshell, JSP,
Behinder.
CVE-2022-26134

Administrator Privilege Gain"; flow:to_client,established;

content:"CHARSET="; nocase; sid:105822;)

flowbits:isset, file.elflfile.macho64lelfile.macholelfile. machobe; file_data;
content:"pkexec"; nocase; content:"GCONV_PATH="; fast_pattern:only;

content:"getinstance(|22|AES|22])"; content:"decodeBuffer"; distance:0; BISEARAN T DRI —
5id:805806;)

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any

(msg:"IGRSS.1.05822 Linux, polkit, CVE-2021-4034, Attempted Linux Polkit®d

CVE-2021-403485514 =B MALLI-
JtER2E AR T BRI —

Linux, polkit,
CVE-2021-4034

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.8.05823 Webshell, JSP, Chopper. CVE-2022-26134, A
Network Trojan was detected"; flow:to_server,established;
content:"DriverManager.getConnection"”;
content:"ServletOutputStream"; content:"ResultSetMetaData";
content:"request.getParameter"; sid:805823;)

Atlassian Confluence®
CVE-2022-26134kE554%=BRAUE
Chopper JSP Webshellzy kD —43@{5
ZRRENT 2RI —

Webshell, JSP,
Chopper.
CVE-2022-26134

alert tcp $SEXTERNAL_NET any -> $SMTP_SERVERS 25
(msg:"IGRSS.8.05834 Malware, Symbiote, A Network Trojan was
detected"; flow:to_server,established; flowbits:isset,file.elf; file_data;
content:"hidden_ports"; fast_pattern:only; content:"pam_set_item";
nocase; content:"pam_authenticate"; nocase; content:"pam_get_item";
nocase; content:"__gmon_start__"; nocase; sid:805834;)

Symbiote Malware®
Ry NI —JBIERRIN T DRYS —

Malware, Symbiote
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