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02. AIRKESSTHETOP10

2022F8H DA RHESSHTOP10ZMERUIZAEER. Web Vulnerability Scanner(Zgrab)éNetwork Sca
NIRENFICTOP10ICEZ L EARMNBRIREMEMENIUCENHESRTE, FHCMVPower DVR Shell
Unauthenticated Command ExecutionI{ENFcBELEART700<5WKIRICEINIUE .
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1 ThinkPHP Remote Code Execution Vulnerability 17.9% -
5 MVPower DVR Shell Unauthenticated 8.5% A6

Command Execution
3 Command Injection 8.1% )
(Netgear Routers Vulnerability)

4 Web Vulnerability Scanner(Zgrab) 5.3% NEW
5 SQL Injection 5.3% A5
6 GPON Router Vulnerability 5.2% -
7 WordPressB > FIR-S 7912 4.2% A2
8 SAFNITANT I A& 3.8% v3
° (-Link HNAP Vunerabilty) 3.7% v2
10 Network Scan 2.8% NEW

Total Threats In SOC

Network Scan I 2.8%
Command Injection(D-Link HNAP Vulnerability) I 3.7%
SAFLIPAINTIEZ&K] I 3.8%
WordPresst> I A_R-S7702 I 4.2%
GPON Router Vulnerability I 5.2%
SQL Injection NN 5.3%
Web Vulnerability Scanner(Zgrab) I 5.3%
Command Injection(Netgear Routers:-- I 8.1%
MVPower DVR Shell Unauthenticated:-- I S.5%
ThinkPHP Remote Code Execution Vulnerability I 17.9%
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1 141.255.162.201

2 49.143.32.6
3 92.255.85.38
4 95.161.131.235
5 13.89.48.118
6 45.134.144.140
7 185.53.90.45
8 65.49.27.190
9 103.145.13.58
10 52.18.4.40
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Apache Log4j RCE(CVE-2021-44228)

Command Injection(Netgear Routers Vulnerability)

Fortinet FortiOS Directory Traversal(CVE-2018-13379)

Web Vulnerability Scanner(Zgrab)
Application Vulnerability(PHPUnit)
Fortinet FortiOS Directory Traversal(CVE-2018-13379)

Network Scan

Apache Log4j RCE(CVE-2021-44228)

SIP Vulnerability Scanner(Sipvicious)

Network Scan

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

CE{ES)

&5

I 7.7%
I 9.0%

I 10.5%
R . 32.4%

7 . 40.4%
Rank Source IP Country Rank Source IP Country

1 141.255.162.201 CH 6 45.134.144.140 us

2 49.143.32.6 KR 7 185.53.90.45 NL

3 92.255.85.38 RU 8 65.49.27.190 us

4 95.161.131.235 RU 9 103.145.13.58 NL

5 13.89.48.118 us 10 52.18.4.40 IE
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SQL Injection
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Command Injection
(D-Link HNAP
Vulnerability)

Network Scan
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alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGR
SS.2.05845 Apple, Safari, CVE-2022-22620, Attempted User Privil
ege Gain"; flow:to_server,established; file_data; content:"history.
pushState"; fast_pattern; content:"location"; within:50; content:"
|123]"; within:50; content:"|2E|focus"; distance:0; content:"|2E|o
nblur"; distance:0; content:"history.replaceState"; within:100; co
ntent:"setTimeout"; distance:0; content:"history.back"; within:10
0; sid:205845;)
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Apple, Safari,
CVE-2022-22620

alert tcp $HOME_NET any -> $EXTERNAL_NET any (msg:"IGRSS.

ow:to_server,established; content:"disabled1systemiuser6708"; f
ast_pattern:only; http_uri; content:"disabledsystemuser"; nocase;
http_uri; sid:1005869;)

CVE-2022-26138Re55 42 BRLE
Chopper JSP Webshellzy hJ—43@{5
ZARAN I BRI~

8.05852 Malware, CrimsonRAT, A Network Trojan was detected"; CrimsonRAT Malware® Malware,
flow:to_server,established; content:"|00 00 00 00|Chairtabkjh-"; f Ry NI DBISEARAN T BRYS — CrimsonRAT
ast_pattern:only; sid:805852;)

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.10.05869 A Atlassian Confluence®

tlassian, Confluence, CVE-2022-26138, Web Application Attack"; fl Atlassian,

Confluence,
CVE-2022-26138

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (m
sg:"IGRSS.8.05874 Webshell, php, Cybershell, A Network Trojan
was detected"; flow:to_server,established; content:".php?downloa
dfile="; fast_pattern:only; http_uri; sid:805874;)

Cybershell PHP Webshell®
Ry NI —DBEZIRAT BRI —

Webshell, php,
Cybershell
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