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MVPower DVR Shell Unauthenticated
1 Command Execution 15.9% al
2 ThinkPHP Remote Code Execution Vulnerability 11.5% vl
3 Command Injection 3.8% _
(Netgear Routers Vulnerability)
4 GPON Router Vulnerability 5.8% A2
5 phpMyAdmint > FILR-ST79E2 5.7% NEW
6 SQL Injection 5.4% vl
7 Web Vulnerability Scanner(Zgrab) 5.3% v3
Command Injection o

8 (D-Link HNAP Vulnerability) 4.6% al
9 WordPressB > I AR—Z 7912 3.2% v2
10 SATLITANT IR 3.1% v2

Total Threats In SOC

SATLIPAIVTI RG] . 3.1%
Wordpress>TILAR—-ST7HC2 I 3.2%
Command Injection(D-Link HNAP Vulnerability) I 4.6%
Web Vulnerability Scanner(Zgrab) I 5.3%
SQL Injection NN 5.4%
phpMyAdmIinB>TILAR-ST7HC2 I 5.7 %
GPON Router Vulnerability I 5.8%
Command Injection(Netgear Routers: - - I S.83%
ThinkPHP Remote Code Execution Vulnerability I 11.5%
MVPower DVR Shell Unauthenticated: - - I 15.9%
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1 45.134.144.140 us Directory Traversal
2 92.53.65.52 RU Fortinet FortiOS Directory Traversal(CVE-2018-13379)
3 49.143.32.6 KR Unauthenl\gi\éaP?ev:jeE(?n\wlrI?waS:delllExecution
4 179.43.155.171 CH Git RepositoryR—>7 7t 4&40
5 1.254.66.181 KR Apache Log4j RCE(CVE-2021-44228)
6 65.49.27.187 us Apache Log4j RCE(CVE-2021-44228)
7 141.98.11.92 LT Vmware Ser\EeCr\;ElszeO;ggglgge“)InJectlon RCE
8 209.141.57.123 us ThinkPHP Remote Code Execution Vulnerability
9 195.178.120.159 us Command Injection(D-Link HNAP Vulnerability)
10 178.211.139.4 PL Apache Log4j RCE(CVE-2021-44228)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

HEE I 7.0%

0>7 N 9.1%

12K I 12.0%

FE — 29.0%
A ——— 42.,9%

Rank Source IP Country Rank Source IP Country
1 45.134.144.140 us 6 65.49.27.187 us
2 92.53.65.52 RU 7 141.98.11.92 LT
3 49.143.32.6 KR 8 209.141.57.123 us
4 179.43.155.171 CH 9 195.178.120.159 us
5 1.254.66.181 KR 10 178.211.139.4 PL
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8A1NHODME. VMware Workspace ONE Access(CVE-2022-31659). Realtek(CVE-2022-
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alert tcp $EXTERNAL_NET 5432 -> $HOME_NET any (msg:"IGRSS.
1.05886 VMware, Workspace One Access, CVE-2022-31659, Attem
pted Administrator Privilege Gain"; flow:to_client,established; conte
nt:"|44|"; content:"|3B|CREATE/*"; distance:0; nocase; content:"|
3B|COPY/*"; distance:0; nocase; content:"*/PROGRAM/*"; distanc
e:0; nocase; sid:105886;)
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VMware Workspace ONE Access®DCVE-
2022-316590E55 4% BAUIER E R
BRIRAT IR~

VMware Workspace
ONE Access
CVE-2022-31659

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.2.05887 Zim
bra, Collanoration, CVE-2022-27924, Attempted User Privilege Gain
" flow:to_server,established; content:"/home/"; fast_pattern:only;
http_uri; pcre:"/¥x2f(service|zimbra)¥x2fhome¥x2f[ N ¥x2f¥x3f¥x26
1*?[¥r¥n]/Ui"; sid:205887;)

Zimbra Collaboration®CVE-2022-
27924555142 BALIIN Y MEA K ER
H®ENTZRIS—

Zimbra,
Collanoration
CVE-2022-27924

alert udp $EXTERNAL_NET any -> $HOME_NET any (msg:"IGRSS. 1
.05906 Realtek, eCos SDK, CVE-2022-27255, Attempted Administra
tor Privilege Gain"; flow:to_server; content:"INVITE "; depth:7; con
tent:"m=audio "; fast_pattern; nocase; isdataat:128,relative; conte
nt:!"|0D|"; within:128; content:!"|0A|"; within:128; pcre:"/m=audi
0¥X20[N¥x20¥r¥n]*¥x20[ " ¥r¥n]{128}/i"; sid:105906;)

Realtek eCos SDK®D
CVE-2022-27255 RfEss4=ERAUE
NyIrA-N\-J0-IE%
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Realtek,
eCos SDK
CVE-2022-27255

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (ms
g:"IGRSS.8.05920 Webshell, php, CmdShell, A Network Trojan was
detected"; flow:to_server,established; file_data; content:"<?"; cont
ent:"system($_GET['cmd'])"; fast_pattern:only; sid:805920;)

CmdShell PHP Webshell®
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Webshell, php,
CmdShell
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