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1 MVPower DVR Shell Unauthenticated 16.1% )
Command Execution

2 (NetgggrmRnSSPedrsIr\]}SICr?eorgbiIity) 9.3% al
3 Web Vulnerability Scanner(Zgrab) 8.6% A4
4 phpMyAdminB > FIR-STHE2 8.6% Al
5 GPON Router Vulnerability 6.3% vl
6 SQL Injection 5.3% -
7 ThinkPHP Remote Code Execution Vulnerability 5.3% v5
8 (D-Link HNAP Vunerabilty) 3.5% -
9 SAT LI T I RIRH 3.3% Al
10 Command Execution 2.8% NEW

Total Threats In SOC

Command Execution I 2 8%
SATLITPAIVTICRAEA] - 3.3%
Command Injection(D-Link HNAP Vulnerability) I 3.5%
ThinkPHP Remote Code Execution Vulnerability I 5.3%
SQL Injection I 5.3%
GPON Router Vulnerability I 6.3%
phpMyAdminB>TIR—>T7H¢2 I 3.6%
Web Vulnerability Scanner(Zgrab) N 3.6%
Command Injection(Netgear Routers: - NN ©.3%
MVPower DVR Shell Unauthenticated: - - I 16.1%
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1 152.89.196.23 GB Fortinet FortiOS Directory Traversal(CVE-2018-13379)
2 49.143.32.6 KR Command Injection(Netgear Routers Vulnerability)
3 152.89.196.211 GB ThinkPHP Remote Code Execution Vulnerability
4 152.89.196.62 GB Directory Traversal
5 206.189.234.54 us Apache Log4j RCE(CVE-2021-44228)
6 193.46.254.155 GB Apache Log4j RCE(CVE-2021-44228)
7 18.119.59.84 us Apache Log4j RCE(CVE-2021-44228)
8 181.219.149.148 BR Symantec Web Gateway ntpserver timezone RCE
9 185.216.71.180 us Command Injection
10 179.43.139.202 CH Apache Log4j RCE(CVE-2021-44228)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

0O>7 I 8.7%
12K I 9.2%
ISTh I 10.6%
FRE . 33.3%
AU I 38.1%

Rank Source IP Country Rank Source IP Country
1 152.89.196.23 GB 6 193.46.254.155 GB
2 49.143.32.6 KR 7 18.119.59.84 us
3 152.89.196.211 GB 8 181.219.149.148 BR
4 152.89.196.62 GB 9 185.216.71.180 us
5 206.189.234.54 us 10 179.43.139.202 CH
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alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"IGRSS.8.05932 Malware, Gamaredon, A Network Trojan was
detected"; flow:to_server,established; content:"/barley/barley.xml";
fast_pattern:only; http_uri; content:"UA-CPU: AMD64";
http_header; sid:805932;)

Gamaredon Malware® Malware,
NI —JBERRAT BRI — Gamaredon

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET
any (msg:"IGRSS.8.05963 Webshell, php, GoShell, A Network
Trojan was detected"; flow:to_client,established; file_data; GoShell PHP Webshelld Webshell, php,
content:"open(FILEHANDLE, |22|cd Ry RO —BISEAREN T RS — GoShell
$param{dir}&&$param{cmd}|7C 22|)|3B|"; fast_pattern:only;
sid:805963;)

alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.05972 Atlassian, Bitbucket, CVE-2022-36804, . X
Attempted User Privilege Gain"; flow:to_server,established; Atlassian Bitbucket Server and
content:"/rest/api/"; depth:10; http_uri; content:"/repos/"; Data Center®CVE-2022- Atlassian, Bitbucket,
distance:0; http_uri; content:"/archive?"; distance:0; fast_pattern; 3680455 1EEERLUIVE-FIYUR CVE-2022-36804
http_uri; content:"prefix="; distance:0; http_uri; content:"|00["; P — o )s
distance:0; http_uri; pcre:"/[?&]prefix=["&]*?¥x00/U"; FITEERHRA T SMI>
sid:205972;)

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET
any (msg:"IGRSS.8.05974 Malware, LockBit, A Network Trojan was .
detected"; flow:to_client,established; file_data; content:"|00 2y FULEZE};Q%‘;VU%E%@?U: _ Malware, LockBit
00|L|01|ockBit |DO 6C 61 DD 12 9D|RAnsomw|EC|re3|0D 0A 04 Y = dited

59]|"; fast_pattern:only; sid:805974;)
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