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S AT LREE5 1 (System Vulnerability)
[HERUNEE (Information Gathering)
WebBfz851%(Web Vulnerability)
AIE7ITA(Unauthorized access)
¥)J17(Malware)
EE&I(Anomaly Detection)
DoSIZZE (Denial of service attack)

1&#RIFE (Information Exposure)
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20221180 A RAESSHETOP10%HESRUIFER . Network ScanBUEENFATZICTOP10ICEIZ L. KK
RICEAEMMENNUICENTEERTEN, $FHCWeb Vulnerability Scanner(Zgrab)IREN S HELEART770
HCBVKIRICEEIIUT,

L h®(%) | h®
1 Web Vulnerability Scanner(Zgrab) 16.2% A2
5 MVPower DVR SheIIIEUnaufchenticated Command 8.6% vi

xecution

3 Command Injection(Netgear Routers Vulnerability) 7.9% vl
4 AT LITANT I RIERA] 7.5% A5
5 phpMyAdminB>IIAR-ST7It X 6.2% vl
6 GPON Router Vulnerability 6.1% vl
7 ThinkPHP Remote Code Execution Vulnerability 5.7% -
8 SQL Injection 3.2% v2
9 Command Injection(D-Link HNAP Vulnerability) 3.1% vl
10 Network Scan 3.0% NEW

Total Threats In SOC

Network Scan I 3.0%
Command Injection(D-Link HNAP Vulnerability) I 3.1%
SQL Injection NN 3.2%
ThinkPHP Remote Code Execution Vulnerability I 5.7%
GPON Router Vulnerability I 6.1%
phpMyAdminB>TILR-ST77C2 I G.2%
SAFLITPANTIEZ&F] N 7 .5%
Command Injection(Netgear Routers:-- I 7.0%
MVPower DVR Shell Unauthenticated: - - NN 8.6%
Web Vulnerability Scanner(Zgrab) I 16.2%
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152.89.196.23

152.89.196.211
185.7.214.218
204.48.24.100
49.143.32.6
193.142.146.35
82.99.217.202
123.157.222.168
195.178.120.33
45.134.144.203

E
GB
GB
RU
us
KR
DE
IR
CN
us
us
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Fortinet FortiOS Directory Traversal(CVE-2018-13379)

Application Vulnerability(PHPUniIt)

Fortinet FortiOS Directory Traversal(CVE-2018-13379)
Apache Log4j RCE(CVE-2021-44228)

GPON Router Vulnerability

Command Injection(D-Link HNAP Vulnerability)
Apache Log4j RCE(CVE-2021-44228)
phpMyAdmint>FINAR-ST7JE2

Netgear Command Injection(CVE-2016-6277)

SIP Vulnerability Scanner(Sipvicious)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

IDTJh . 6.2%
027 IS 7.8%
A>F I 8.0%
FE e 28.1%
A . 49.8%
Rank Source IP Country Rank Source IP Country
1 152.89.196.23 GB 6 193.142.146.35 DE
2 152.89.196.211 GB 7 82.99.217.202 IR
3 185.7.214.218 RU 8 123.157.222.168 CN
4 204.48.24.100 us 9 195.178.120.33 us
5 49.143.32.6 KR 10 45.134.144.203 us
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ThinkPHP
Remote Code
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SQL Injection
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Network Scan
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SPIDER TM MRS —(CT. 2022108 D1NMABTHBINIYA N -BREHARAIR)S — (34644 TH3.
10A1MA®DE. MS Windows(CVE-2022-34721), MS Exchange(CVE-2022-41040, CVE-
2022-41082), MetaStealer Malware, OWASP Amassi& (Tt g 2R%0ARUS —hEefmansz.
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alert udp $EXTERNAL_NET any -> $HOME_NET 500
(msg:"IGRSS.2.05976 Microsoft, Windows IKE, CVE-2022-34721,
Attempted User Privilege Gain"; flow:to_server; content:"|84]|";
depth:1; offset:16; content:"|00 08]|"; within:2; distance:13;
sid:205976;)

5,985

2ARHE
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A B

Microsoft Windows IKEDCVE-2022-
3472155 BALZUE-FIYUR
EITREZ RTINS —

59

Microsoft, Windows
IKE, CVE-2022-
34721

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.05986 Microsoft, Exchange, CVE-2022-41040, CVE-
2022-41082, Attempted User Privilege Gain";
flow:to_server,established; content:"autodiscover.json";
fast_pattern; nocase; http_uri; content:"Powershell"; distance:0;
nocase; http_uri; sid:205986;)

Microsoft Exchange®CVE-2022-41040,
CVE-2022-41082 Messidz@EALIYE—R]
Y RETBE AR T DS —

Microsoft, Exchange,
CVE-2022-41040,
CVE-2022-41082

alert tcp $HOME_NET any ->

$EXTERNAL_NET ![20,21,22,53,69,110,143,993]
(msg:"IGRSS.8.05990 Malware, MetaStealer, A Network Trojan was
detected"; flow:to_server,established; content:"GET /avast_update
HTTP/1.1|0D 0A|"; depth:28; nocase; sid:805990;)

MetaStealer Malware®
2y NI —DBERARA T BRS —

Malware,
MetaStealer

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.12.06021
OWASP, Amass, Attempted Information Leak";
flow:to_server,established; content:"User-Agent: OWASP Amass";
fast_pattern:only; http_header; sid:1206021;)

OWASP Amass®7 J#)L hUser-Agentzi&
2RI —

OWASP, Amass
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