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1 Web Vulnerability Scanner(Zgrab) 14.3% -
2 Command Injection(Netgear Routers Vulnerability) 10.8% Al
3 GPON Router Vulnerability 8.2% A3
4 ThinkPHP Remote Code Execution Vulnerability 5.5% A3
5 SATLITPAN T I ZIRH 5.1% vl
6 SQL Injection 4.8% A2
v MVPower DVR Shell Unau_thenticated Command 4.8% v5

Execution

8 Command Execution 3.4% NEW
9 Network Scan 3.0% Al
10 WordPressB > I AR-S79E2 2.9% NEW

Total Threats In SOC

WordPresst> I A_R-S77¢2 I 2.9%
Network Scan I 3.0%
Command Execution I 3.4%

MVPower DVR Shell Unauthenticated:--- I 4.8%

SQL Injection NN 4.8%
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ThinkPHP Remote Code Execution Vulnerability N 5.5%
GPON Router Vulnerability N 3.2%
Command Injection(Netgear Routers:-- N 10.8%
Web Vulnerability Scanner(Zgrab) I 14.3%
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1 152.89.196.23 GB  Fortinet FortiOS Directory Traversal(CVE-2018-13379)
2 152.89.196.211 GB  ‘Application Vulnerability(PHPUnit)
3 185.7.214.218 RU  Fortinet FortiOS Directory Traversal(CVE-2018-13379)
4 204.48.24.100 US Apache Log4j RCE(CVE-2021-44228)
5 49.143.32.6 KR :GPON Router Vulnerability
6 193.142.146.35 DE Command Injection(D-Link HNAP Vulnerability)
7 82.99.217.202 IR ‘Apache Log4j RCE(CVE-2021-44228)
8 123.157.222.168 CN  ‘phpMyAdminB>FILR-ST7HtR
9 195.178.120.33 US Netgear Command Injection(CVE-2016-6277)
10 45.134.144.203 US  SIP Vulnerability Scanner(Sipvicious)
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SHAKREIP, EFRIELIOFHTOP10ORKRULER

JIAU7 e 7.4%
A>K I 7.5%
AERE NI 0.2%
FE N 27.8%
A 4.8.1%

Rank Source IP Country Rank Source IP Country
1 185.7.214.218 RU 6 14.36.39.167 KR
2 85.31.44.178 us 7 18.163.206.128 HK
3 85.31.44.156 us 8 193.47.61.99 us
4 193.47.61.60 us 9 176.65.137.5 DE
5 109.237.97.180 GB 10 59.3.64.13 KR
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alert tcp any any -> any any (msg:"IGRSS.2.06022 OpenSSL, CVE-2022-3602,
Attempted User Privilege Gain"; flow:established; content:"|06 03 55 1D 1E 01

01]"; content:"|04 82|"; within:2; distance:1; content:"|30 82|"; within:2; . _ 2e
distance:2; content:"|82|"; within:1; distance:3; content:"|30 82|"; within:2; O’E(IEQ‘SS_]I;(;)C)\éE ZOZ%QEE%)QE?TEE%FEL O[;%gSZSIg, 02
distance:2; content:"|81 82|"; within:2; distance:2; NIy A-N=J0-1% IER CVE- -36

byte_test:2,>,500,0,relative; content:"xn--"; within:4; distance:2; fast_pattern;
sid:206022;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS

(msg:"IGRSS.10.06027 GLPI, htmlawed, CVE-2022-35914, Web Application GLPI htmlawed®CVE-2022-359 1445514 GLPI htmlawed
Attack"; flow:to_server,established; ZEAUVE-NI-RETIREZIERF IS CVE ’2022 3591‘"
content:"/vendor/htmlawed/htmlawed/htmLawedTest.php"; fast_pattern:only; RS — - -

http_uri; content:"hhook"; nocase; http_uri; sid:1006027;)

alert tcp any any -> any any (msg:"IGRSS.2.06028 OpenSSL, CVE-2022-3602,
CVE-2022-3786, Attempted User Privilege Gain"; flow:established; content:"|06

03 55 1D 1E|"; content:"|04 82|"; within:5; content:"|30 82|"; within:2; o - ~ _ _ _ ~
; o W, e A e penSSLMO(CVE-2022-3602, CVE-2022- : OpenSSL, CVE-2022
etonces 3! oot o ol Wi, ntanan gy oMt 130 8217 WININIZE 3766 )5St A ML EIAIT SIS — 3602, CVE-2022-3786

byte_test:2,>,500,0,relative; content:"xn--"; within:4; distance:2; fast_pattern;
sid:206028;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06044 WordPress, Zephyr Project Manager Plugin, CVE-2022-
2840, Web Application Attack"; flow:to_server,established; content:"/wp- Project M
admin/admin-ajax.php"; fast_pattern:only; http_uri; ’ - roje anager
content:"zpm_view_project"; nocase; http_client_body; CVE-2022._28140§’ESE E%EFHIL{ESQL Plugin,
pre:"/(~ &) (project(¥x5F| %(25)25F)id) =[ &1 *?([¥x27¥x22¥x3b¥x23¥x28]| %(2 InjectrionINERERAN T RS — CVE-2022-2840
5)?(27]22|3b]23]28) | (¥x2f| %(25)?2f) (¥x2a| %(25)?2a) | (¥x2d| %(25)?2d){2})/P
im"; sid:1006044;)

WordPress Zephyr Project Manager® WordPress, Zephyr
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