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1 14.36.39.167 KR 6 85.31.44.156 us
2 185.7.214.218 RU 7 165.232.160.6 SG
3 15.235.118.56 CA 8 109.237.98.226 GB
4 14.36.38.179 KR 9 109.237.97.180 GB
5 81.17.22.106 CH 10 195.178.120.130 us
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alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGRSS.2.06051
Google, Chrome, CVE-2022-2998, Attempted User Privilege Gain";
flow:to_server,established; file_data;
content:".contentWindow.getSelection().selectAllChildren(";
content:".contentDocument.addEventListener("; within:500;
content:"focus()|3B|"; distance:0; content:"setTimeout("; within:500;
content:".remove()|3B|"; within:500; sid:206051;)

Google Chrome®CVE-2022-2998fE55 4= BALE
UAFIUERZARAN I B> —

BT TER

59

Google, Chrome, CVE-
2022-2998

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any
(msg:"IGRSS.1.06056 MS, Windows Client Server, CVE-2022-44673, Attempted
Administrator Privilege Gain"; flow:to_client,established; file_data; content:"|89
75 C8 89 74 24 60 48 89 75 B0 48 89 75 F8 89 75 00 FF 15 1C 1E 00 00 66 OF
6F 05 74 22 00 00|"; fast_pattern:only; sid:106056;)

MS Windows Client Server®CVE-2022-44673ffz55;
4% BAUER R BRI RIS —

:MS, Windows Client
Server, CVE-2022-44673

alert tcp any any -> $HOME_NET 445 (msg:"IGRSS.2.06063 Linux, SMB2, CVE-
2022-47939, Attempted User Privilege Gain"; flow:to_server,established;
content:"|FE|SMB"; depth:4; offset:4; nocase; content:"|04 00|"; within:2;
distance:8; byte_extract:4,22,tree_id,relative, little;
byte_extract:4,0,session_id,relative,little; content:"|FE|SMB"; distance:0;
nocase; content:"|04 00|"; within:2; distance:8;
byte_test:4,=,tree_id,22,relative,little; byte_test:4,=,session_id,26,relative, little;
content:"|04 00 00 00|"; within:4; distance:50; sid:206063;)

Linux SMB2MDCVE-2022-47939R&55 142 BALL
UAFIRERZARAN I BN —

Linux, SMB2, CVE-2022-
47939

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06064 MS, Exchange, CVE-2022-41040, CVE-2022-41082,
Attempted Administrator Privilege Gain"; flow:to_server,established;
content:"/owa/"; nocase; http_uri; content:"@"; distance:0; http_uri;
content:"/powershell"; distance:0; fast_pattern; nocase; http_uri; sid:106064;)

MS Exchange®CVE-2022-41040, CVE-2022-
41082055 BALLUE— M- RRATIHERZIRAN T D
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MS, Exchange, CVE-2022-
41040, CVE-2022-41082
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