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1. B4 N-HZBOHY—-ERIL, SOHADITFERROIRR 1. MEeR Y N -t+1UF BRI ERETOSEL
#RaaS. #Multi Extortion. #DDoS. #CaaS. #BlackMarket. #AI, #Automation. #SOAR. #Threat Intelligence.
#BEY—ILOZFE{L #F1UF B, #S0C

2. A-TY-ZEBRILEIC LI EF 1T BHOEL 2. SecurityZi8x TSafetylc. E&EFIUTrOBEERIE
#Log4Shell, #Spring4Shell, #Text4Shell, #0pen Source #ISO/IEC 62443, #CMMI, #HW., #Firmware. #Software
Project Repository. #DevSecOps

3. 239 RBTOWED. 4530 R eF1UT1BEER

3. BEOFI—AL, BT 51FI—-VBIRIEMNOEE #SASE, #CWPP, #CASB, #CSPM, #SECaaS. #ZTNA.
#Supply Chain, #Exploit Chaining. #ICS/OT. #3rd Party. #Never Trust. Always Verify
#Compromise, #SBOM

) o 4. H4N-BEOMEILR. RERTER

4. (RBBEEOFEREQIEN. (RABEES— 5y M4 N -B BRIk #External Attack Surface Management. #Cybersecurity
#{RAEE S| PR, #DeFi. #CeFi, #7 Y5 EE Mesh. #Unknown Threat, #Known Threat
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#Cybercrime, #Hacktivists, #State-sponsored hacker. l_- IGLOO
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ILF >3y DEBY. Lateral Movement. Privilege Escalation’2EDzs(C. Mimikatz, Cobalt Strike.
BlueHound. HackTools. Admin Tools. AdFind. MeterpreteriE&ER TS —ANBEII- TS, §F(C.
Cobalt StrikelcL2EENENL TLVBIz8, 2022811 8(C(EMMaking Cobalt Strike harder for threat
actors to abusel&L53%F5 . Cobalt StrikeZ5wIF(EIRIVIIT N -3 SO 34EDYARAIL—)LHELTH
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Lifecycle of a
Ransomware Incident Cybercrime APT-like

Command and Control / Lateral Movement / Privilege Escalation
[
Shotgun Human
approach operated
Encryption
Data Exfiltrafion
DDoS

IMPACT ON TARGET Scareware Encryption Do

Direct communication with
Attacker steals and encrypts -customers and stakeholders
data, then demands ransom

INITIAL ACCESS

Attacker looks for a way
into the network

CONSOLIDATION
AND PREPARATION

Attacker attempts to gain
access to all devices

Earliest 2018 2019 2020 2021 Latest
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- Spear Phishing
- Watering Hole
- Drive by Download

Reconnaissance

TACTICS

for Enterprise
Matrix (MITRE)

Resource Development
Initial Access

R

- EIRE PRE

STEP2

Execution
Persistence

- YILFEAR (Malicious File) I IGLOO
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; | OEAEERE) “.'
AIEIS AT A —_—
G - L=
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ek - wmRUSR
E(POER-SRER- BTy RO -2,
i H-JUPC) :
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Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement

Collection

Command and Control
Exfiltration

Impact

(A VINIIPEBEOYTSAFI-—CIRESFIA (8% 1) —T-RL—33Y)]

BT F1-VINE(E, BRI OI AT LAZEAEDRTTRETOTATHS, Uh T YINIIT7H T34
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Package
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CodeCov
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Pipeline

Kaseya

BENLI-Y-EEETERAENT L TP I AERIESL.
EZT Mg

MacOS [Transmission BitTorrent)(CR2DF L., B%h
REEBAEZEA Y 3Applel Gatekeeper |iF[O]
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F-IHEI1-H-(CEE

J\SIHZDENSP I NTEHFONPM) \wir— S 48D
AIE/ Ny —239{@%ECTn

PDFE17MAcrobat Reader(CANIERAS) T e
FEALTIRATLIEIRING

Ubuntu Snap/Wwi—=Y—23—R(C systemd &5 L
EaA2RA4F -8 A

dateutil&jellyfish/\wr—2#pED T LA IEPYython 51
J32i@EryI0—-R

J\wh—&H UNC2452h'SolarWinds Orion(ZifEAzN
ET093AYI NI T Py T — MSCAA R CRIEUFFHLRES
Z#118,000HE(THEE)

Microsoft Exchangeffzsgt4iE#BALTL15HED
#95,000LL_E®Microsoft Exchangett—/{—(C
A i
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Open Source
Project
Repository

Single Vendor
(Install
Program)

Single Vendor
(Build Server)

Open Source
Repository

Open Source
Repository

Open Source
Repository

Open Source
Repository

Single Vendor
(Monitoring)

Single Vendor
(Mail Server)

Single
Vendor(CI/C
D)

ICS/SCADA

Single Vendor

Source Code
compromise

KeRanger

Backdoor
(ShadowPad)

Malware
(cross-env)

Backdoor

Coinminer

Backdoor

SUNSPQOT.
SUNBURST,
TEARDROP

Vulnerability
WebShell

Backdoor

Ransomware

Ransomware

(ReversinglLabs, How Existing Cybersecurity Frameworks Can Curb Supply Chain Attacks,
Agu. 23, 2019. ,Figure 1: Timeline of Historical Supply Chain Attacks. —EZBE#&k)]
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(4) (REBSDOAFHEREDEN. (RAEBESE 25 -7y MUY/ NN -BRZDILEX

T B123TOYIFI—>3y NI —IZAEECERL. BEORIEPONFTREOPDERDZB]EE(CS 3T 0Y)
FI—>TUS(FREFIORFI—) WENRUELTWS, TOvIFI—>T IS}, BIRTIOvIFI—>DORAH
MRIREZFFRTED S MEEREZYR— K. TOVIFI— > OERROFEMALITRIIOTEN TERZN, 2
OIHICREENSEDNTVS,

BHOTOVIFI->TUyvS TS5y R IA—-LATHSQubit Finance. Wormhole Bridge. Harmony
Horizon BridgeRET. J\WH I BN REEL. BERAREEEDHENFREL TS,

ASFI-EATFI->TRIREINZTOVIFI—>TUyS(E, F1— BRI NEHTH. Smart Contracttot —
EXTSYNIA— LD A-T>V-2TOS 1/ MeEm T B8, Y —2D— RBINBISN TVSIHEHNZL. MEssE
ZEAZINZEP, Smart ContractDEMMZFIAUERENE(CRET S, 20D, TOVIFI—>TVY
SOBENRIEMMECLIRBENIRET DL BEAREHRBEEERI,

JOvIFI—>J VS TERSNERBEBEE (X, EXRZIEL2ZI3)\A—-EFOBE. I-—05U>J0(1CL3
RNEBEDRNEERIEN DD TOHLADITEERELT, ﬂi._.LE(LJZéxEﬁb‘i AR, RIEEE%
A=5YNIUR)I\WE T TN —TORE(IHFKIEED, e, IRIEBEDZ S, MoY (/N —-ILIRE(LE- T, THE
SNIARBIBEE (XZFY 2[5 L TEBIH R E ThHdich. 7?\ O> AU TN LIRS, ZDfzsh, NEE
[FERZMHCEDE T, RIEBEEZI-TYMUE AN -IREZITIEN LV BRI ARG HEREEN
WMETHDIH. COMBREICK U TEEDHEA D ETHD.
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- Solana Labs®/70ZF1—>J v H—EZTHBWormholeT. 3{&2,50073 RILABHDA —
HU7L (ETH) 120,000 hhiE#tensc.

JoyhFI—:
2022.02 Tyt t“;\ - Wormhole®Z O ULMSREEARUICWeEth (WormholefFiT33-/ —HUF L) Minting
. I‘\}- —
g L. SolaradOw/F 1— U8Rk UIEBF,
['Wormhole]

- JORIVOAREERARET S 33 AT L THdGuardian®i@o>T, WeEthERS|h'E]gEk:Solana
ORI SN EHRRECPR AL 65D,

- P2P =Ll P03 —4 20471 18T 2T 0y F 1>y hI—UT, 1FHDILIERTAE

BRTHD3AY  (TPS) ZERALT B DMIREEDEREIFINT 31 —HUI LG K
REEETSNA-L
2022.03 T - 4=HU94 73,600M8, A7-TILI{> (USDC) 2,550HMERENEEN. TNIF6HE
[Ronin Network] .

1,600 RIL (#1740(8M) [A84T3,

- YEDIREE)— DA, [ 793 —4>T4=F+]ETRonin Network JOxERE+EI Sky Mavis |0
J—RafEEEDHSHED. - RO W& B,

- SolanaFI—ICHIEL TLWEI#Ly hPhantom. Slopeiie. Ry bIALwh (hot wallet)

2027.08 SolanaZOv/FI—> OB IEEZRNTIALY 8, 000{BI<SL \DE R % TFENY B,
DALy NE R TR - Solana®RrA 747 b—I>T#BSOL, 2FFw1 (SPL) « A7—FIIA> (USDC) REN
BRI, 7,76 MBDIALY V552077 RILOWENFEAELT,
RAREE - J\FA (CE TR MIALY MNC TR B E R NIz,
2022.11  FYNF(JELSIFR Deribit] - /=YL 6,94748 (#91,0805RL) | Evbaf> 69118 (91,4105 RL) 27—
IAUES%/) 1> (USDC) #9 34075 RILEE2,80075 RILARIEDE SN EENT,

(A 20225 (REBBEY Ty NI AN-IRERERR (8% : (I -T-KRL—23V)]
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(5) HRRBOFRR, EFRY AN -ZHROZEIEM

2022F(IAF OO T DIIFA FREULE. IR RERIE A N -IRENEHEDINT)/ A Ty REFED
BYOEHIERBEINTND, COMSE T, MENLEZRORIEIC, EBOEZE . AHKRE, REEHEIC
HUTEHOTAN-WENRAHONTC. CNSOWEER, SRT AR, DIBEOER. [BIRINERE, ZIRIC
NI, HEOREZSIEREIL. EROEHEEZR TSR, 1FRIOERRORIC, 1FV7N508 4\ -IRE
(CED. BUSOEZREERMZORY NI —IHROERSN, TR AT ©ABIEREDRENECZIET,
PAN-EBEMERKEHS, L PERFOEANFHEMIIIENEERINTT,

April 19 ) February 28
IRIDIUM launches destructive attack on Threat actor compromises a
Lviv-based logistics provider Kyiv-based media company

April 29

IRIDIUM copducts reconnaissance against 2 Missile strikes Kyiv TV tower
transportation sector network in Lviv

March 1

Kyiv-based media companies face

Russian missiles strike railway substations, 7 ce.
destructive attacks and data exfiltration.

disrupting transport service

March 4
STRONTIUM targets government = March 11
network in Vinnytsia I Dnipro government agency

targeted with destructive implant

Russian forces launch eight ]
missiles at Vinnytsia airport : e First direct Russian strikes hit Dnipro
$ government buildings, among others

Russian rockets strike TV tower in Vinnytsia
March 2

Russian group moves laterally on network
of Ukrainian nuclear power company

February 14
Odessa-based critical infrastructure
compromised by likely Russian actors

Russia’s military occupies Ukraine’s

Russian airstrikes hit fuel depots and largest nuclear power station

processing plants around Odessa ,— f Kinetic

[ A Coordinated Russian cyber and military operations in Ukraine
(&% : Microsoft, Defending Ukraine: Early Lessons from the Cyber War)]

Microsoft®[ Microsoft Digital Defense Report]ic&dE. BAN-WEDER(C(F. 07, JLElF. Nk
Fh A7 FE. NVIREOENS. )\WH I IREZYR— N 2RBNFIEL. ZEBOBMGENIRESN 218
mh'$d. 0> F7DEnergetic Bear. UNC2452, APT28)\w+>44),—7, JtEiEDLazarus Group.
Kimsuky/\w+>4 %)L —F, BENOAPT40. UNC2630/UNC2717/)\w*>45J)L,—F. 15> DOilRig.
Agrius)\WF> I I I —TRE ZEOTIN-THFTEL. 32 TRFE. Efb. IRT—. BEERE. 258
EEDTHLTHERZTO TV,

Copyright © Cyberfortress, Inc. 2020. All rights reserved 13- /(_O l:l__lberFDrtrESS



- 2023FEHA N—tF 1T BRRV ISR FHORE

03. 2023F4 XY N - Tl DRELE
(1) *needy/ N—tF1VT7EREeBEMERITDRE(L

INYF DI —-TOERAL. AR, DEACDIRFNBIIDCEICED, AN -BRUTET DIz D N TAIEE
N U 5—Z) REDRE AT ER U7 IV L&D - B E LEN TWS . A TR —HA b
N3cET. WEED A TARESERBHING 2 ERESN TS, D3-S XY KFENDSean PalkaBuR(CL3E.
A=EF1UT13 AT (SEG) ZtF E2FAL GO Y2 ER LD IMENROEIFEZRBI S
IBFEICA TR ERUTY —SvILI S Z7U ) Ok IhERESSHDEISER TN TED. ATHEEEED
N)I17 (DeepLocker) ©. ATAgEZFIRL TEZMN—RUILEE. TV LADIVIREZE I BN
TE?,

CNUSHIET BIzIc. tF1UT(BESRITOTRAOSBIZC. AT AR BBz ERUIESBHIMEZ T3,
T IUTBREER - ARAD - XTSI 2@IR(C. ATHEEEBOY/ N\ -BRFRMZEAL. V57 RRUE
HEAE RAA DRI B A N —BRE DT DIHDRBERL YA N - F 21T (ESRVU1—SaoNEA TN TS, BiTEr
F1)7V)1—-2a M0 1) BRI RECAEM R RE I B, [EF 1T A—T AN —23>-BEitE
FUSIRS(SOAR, Security Orchestration, Automation and Response) |OBEAEERICIEINL TS,

UL RIS EEME IO RZE A IR TR INTOTA N\ —BRUCHL TEDNII TR, XIHEL
T B LN EF 1T ESRTOERAOE A BAN-IREOTOT71)>) . BLUBEMEOIDDERDOE
ADBETHD. LT, BUEHINB 1T BRDHERI TEPEEE. BEATFIVT ERIKREHEIITD
ZEN'TES,

Governance & Compliance
Security Policy & Awareness, Strategy, SOC Program governance

Process/
Peopl Technol
(Whoedgl'Ewsk) P roced u res (ﬁat work is?oneovgh)y

(H k id done)
S SOP e Threat Hunting Endpoint

Security Operation

Manager ;
Process) A"ae-? ﬂ_n“ ., Incident Network

Security

Advanced Ingignt Response Monitering

Responder Recovery Plan

(BCP/DRP) Orchestration Forensic Threat

i : Automated Intelligence
REuihy Operation Ticketing
Analysist

Professional

Organization Metrics
Structure, Sourcing, Staffing, Education, Role definition Performance, Efficiency, Quality, Capacity, Cost

[ A Building a World-Class Security Operations Center : A Roadmap
(8% : SANS SANS Institute 2015, —ZFE#ERk)]
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(2) SecurityZziBx TSafetylc. BStEF+1UTr OB E (L

EREERTA ) -IWE(CLD, ZEOMEF v R-HERHCREL. WERIBHICTIRIB(CPRSIICT/OTIC
FTHLALTVD . RFUERTA N\ -IREDSEE MENNT D LD, N\=RI1Y. Tr—LD17 . YINII7IREDY
THAFI-NADEENEFRILL. Active Directory. H—R/{—71. VPNREDEFEEMRDSHDIRIB(CETINEE
MMEARLU TV, 15, BRIETEDI74F - O3 7 DR L2 BB WM REUTH AN -IENMENL TH
D, ITLOTOEF 1T 12 BRI I EMNSFOTLD,

A=T>V-20HEE5 . BIRRERYI NIV O+ 1UT(IRE, KFBEOEHENRYAN—1>S7 > MREIC
&2, BT F I tF 1UT1 BRI TOMESSEF I — AR SN 2L T, [NBERBERMIARUY—-CRICXTT

BRI T RHDICTY T4 F1—ARE(CB I 21T a5 (Executive Order on Securing the
Information and Communications Technology and Services Supply Chain)&UHS4//\—tF1U71 A
MIEIRICBI I B1TIER S (Executive Order on America’s Cybersecurity Workforce) |O—DT&3IH 73
AF1—>tF1)7 38D DI TIEER T (Executive Order on Improving the Nation’s Cybersecurity) ]
HEDIN, BT3(F1— 31758 EDdDBAN—tF 1UFT 11 >S5 > MEseHE. UM > 7> NI IED
DT LA TYIEEAL, HAN—tF 257 DIRRAL. YINII7HTSAF1—F 1758101, xTaLigdt
EHA RICEBRIR b= IE8HIZ,

BETF1UT(EZHULJEZR (Converged Security by Design) Zt8ZR931z(C(E. 9. SBOMRE=F
BUTYINIIZB T4 FI—CDOFTEMERZIT. o, AN S 7O NEZAU T REDTF 1UT 1 1EESR
{BICED, A=T>Y—ZAEHEN BT 1UT 11> S5 > MR E T 2 ENNE TH D,
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=F1'J7-f ‘J'J:I.— =M

- ICS/OT@AEE -IT/OTRESEF1UT1 - RS R A A E
TRBIEIHT BEREAICLD
VTR ) ARIEEE(SLA) i il
- HEERUF-LTE - ICS/OTHE=ER| (Convergence SRU 21T AR) Bl 24— RINw2iEe
EStiie st (RoH-CLEBRU Security by Design =] %
(E3x2TOCAEEEL Zoran. ~H-EAREEILLE
TLRIEERITIEE) BEEEIASIHT) ~H-EAREERY AFEEE
ESR2AEBEICLS (Ewd . Phased EETFIUTe AR
-EEifEERUERbo - -7 TER/EMMIERE FEOPTIEIR) Wi, SRR,
RER R R tEFTAFIVIRY
+ 2H@ICT/OT 5k . B IR R BHE. 1237l
T 2UT (HEEEHH T E k) J2T547: L =&
(1HRE. ZAZI%E, BCP, 417114
ER{LLEEERR) ERAE - BHER,
= W1-2aLEAITED FORY=224,
BEEMNTRUY-EZ ATy R

BIFEER (HA/FT)

- EmIGLOO

(A ICT/OTEF2UT4V1-23aVBARURMELF1IVTERER (5%  (J)L-1-R—23V)]

(3) 739 RBITDIRED. V5V M F1UTF1EBEER

IOTYIDFZEICED, IV RNDIBATHERIEL. ZDFER. 730 REF1UT11> 27> MMEIIL TS,
20204F(C(3, [2030FRFKHAZE(LRUVICTSAB ERMOYA N —tF1UT BRRE [ICL5L. CSPRINS
(& 27 F—tF1UTBREL. R ERETFIVT BRI T-YRSARTIRRBEDY A\ -BRINEEEN.
19I5, ILT 22 v IimB RO 7 I HIBROTF 1T BEUCL ST — SR ET7 7 h e+ 1)1 DRRE
THBIENERIN TS,

CSANSFEITENZ[ Top Threats to Cloud Computing - Pandemic Elevenlic&?&. 959 RF2U74(x
FDRRFNEM_EE. 777 REBRRACEREEDEIENS. 2DDFERN L IFSNTVS. 108 (& EF1U712@8RLIIS
IRIATL =2V BREDFHRICED, RIETIERICEDT—FRMBRERIIZUREF VT 7T IFriE=ZEINS
LI CETHD. 2DB (. BESAMREREICLD. TFIUTABROANDIC. ZE2TIEIRVWWINITVDORF. =
AT LORESS . O—/\—L ARV IS TF—T-I0- RORLEIABRR N BAEN ALl TH D COFER
W5 I\WEI I~ TCEBAPTRERED TF1)TABRUCEAENS®DIEN DN, 1—H—1>5—T1—X°API
%‘dﬁﬁﬁbh’b’j RIFEMEINNT ZENTFREN. LDFHRRIZY REF1UT (RIS —ORENMVE THIENR
2N TV,

DI RBITHERICARREICTIRIBEOEE 1> J5EL TAIE D BN IIz8h. 777 REIBDTF1U738{EPUR
HEBOEEMNZEFOTVD. I3 ROBATICE. V57 RRIB(OES I 2EETOTALT —YEIRARRZEA
U I3 RRATATZREEC LB 7O AFIBRPLHIRTOCAZE AT 2HENDD. TDIHIC(E. Security by
Design®&E X 5B AN, 777 RITORETERPENS tF 1T 2B BUILI Y REIBER ZRTE T I EN
Hd.
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# : 20214ECSA Top Threats to Cloud Computingt+1UT1BRIESOEMK

ADRIATITATA ILT v BLUT
DEREROEIR, BSWTIFHETHI> N
(Insufficient Identity, Credential, Access
and Key Mgt, Privileged Accounts) #4

17 TR >A—T1—APAPIS
(Insecure Interfaces and APIs) #7

REIRENE R EEE
(Misconfiguration and Inadequate Chan
ge Control) #2

79 REF VT DT7—FFIF v EEBEDR AN
(Lack of Cloud Security Architecture an
d Strategy) #3

17 TRVWWINII7RIFE
(Insecure Software Development)

tF17TIERW3rd Partyd)y—2X
(Unsecure Third-Party Resources)

AT LESS 4
(System Vulnerabilities) #8

FENDIFIRT -5 F
(Accidental Cloud Data Disclosure)

Y- )\L AP 7F0—I0— ROFERRIANI)
2704k
(Misconfiguration and Exploitation of
Serverless and Container Workloads)

FEFERYIIBTE. ) \Wh—EAPT
(Organized Crime, Hackers & APT) #11

DIIRAN —ZF -7t
(Cloud Storage Data Exfiltration)

I T

« ID LT 22V RUT7 I AEEAMRE ST — YD RUER
BRI, YIS F I OFRIREE SR SO E

« T 17 TRVAPLEEEHIEREESN TUVRWTY RRA > MU,
5V EREEFIR. BERHERTS. /\WFEN TRV AT LADE
F. SRIBRARESETRIRE,. O JEMbICLBUY -, HIbR
RMELE., Y—EXhicCEN B ] BN DD

« EESTIBREN LT —ASINFE RV IS T — BERMERMT S
EARBIRIIAN UG EZ A B U I (G, HEHIPR7IEX
R—NRUY—ER, 5T AR EMNMHREEMERE TT —57
HFE

« J3URECAET IV B—ERETIL. O-ERMSP] R RRIgR
ERUZITIREFIITEGETHINE

59 RBATICHU CBIHFITRAY L e 1T HliERE R I 5O R
RIR(Ce0FEBITI3Mift-and shiftl5ECHLBEEETID
RVEERRE LS 221U TRIBEDS IEECL

« VIR IV OMME DIENNIC LS 17BN FE I DRI EE
N B3I BERF—EERUCI/CDTIIVI—23>0OEIR
e

« A=T2Y-RF 1V RIRERUAPIRIERETH T SAFI—>0
BRI = EDEIREIENGSID. VI NII 7+ )T L wiEE2
WiV &ERER! . VY —ZF 1), SAST/DASTREZEA

« D3IRY—ERT YN TA— hORFEICE DT —HIDREEME, Te2E.
B AMZEEL CBERRY —ENER(CRIRECR DRI REIE NS
®

- COTAHES51E. tF1Y7/WFOIRN. 7—F7IFvDOREsETE.
eSS R EREEARREIC L BRIEFRAE RIREEN' DD

« 2RI T RBITRMERICEZ TF VTN ZAOAMETY
SRR N RURY NI - 9 3 1U7 =R D
METERLTOWRWT—SRRIFLE T ZulEEENHD

« U= \—LZEFEETIUIA > T3 I BHIHEIRE RV T TV~
2 F T REST I BRI TELREZERE

« Y= N\—L ARV TAF—tEnzD—/0— RTEUEHC &R
ARSI, B b1 )T AR Eh AT EE

- EFRRILTEABRMBEAPTIE) )L - T I 3 E T+
TABRINFELE I DEIEEEN DD

- BURRIEIR. WERIBIRIEY —FT)FvDERETIR TV —23>
DIESSIHRETRET DRIREIEN' G, IMRENT—HICLB2IR
HWENFELET DOIREIEN' DD

[A Top Threats to Cloud Computing Pandemic Eleven (5% : CSA, 06/06/2022)]
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(4) YAN-ZDFHLLIR, MERIAEE

Gartner®2021 FhRtF1UTAARL =32 D)\A THAI)IUH VT, Attack Surface Managementi(d., 3B
WEXREEE (EASM, External Attack Surface Management) HSIEED. 1> ISDMEMEEICLZEHLN
BYAN\—t+1)7¢ (Cybersecurity Mesh) %#IRI 31D F5ELLTREL TS,

BEOEMIEED I, (2IBEDRIRIEZMIT, Ry —EFROFMMEZSIERIL TS, T BFFED
FEE, BEANEERTORNMERENHB N TOBVERE DR N - ISR EES X T RINER R ELT
BAINTVS, SHIC BEICKBULT —IPILT 2 v IVIBIRE. FTBIREN)S—ELTBRRSNS NS

COFER. H—I01J TIEIRNIRFESN. BFIFASN3LCED, KERY AN\ -KEOERMHEIN2L5(1C
13oz. 759 RBAT(CAEV EEN'Cloud FirstiCEER I3, EAHBETIVICHTRIRFERED, I5VRY—+
FIFYOMBICEDT—IPILT VI DRFRRBE, ZLXORENFELL, FIBIBEARIF-EL TRAINDZE
&%,

DA IITIEARRERIZEL. [N TORVIRTOEF 1T BRIER (U TRHINICERER
ZFRIBHICIF. WEREERZEML. NS> I35(050 3 25/ \ROMERERE LT IEAHIR, T+1U71
HEDAGRRE, REREMEIR(CRIIMREBERAITIMENDD. COLIBIRICLOT KERAEIDES)
ZEEARL. FR BRI 28 L T BNV ETH D,

XDR
Digital Risk Protection Services —|\

£ Breach and Attack Simulation

Digital F and incident R
~~ Data Discovery and Management
B P T
%) PTaas
=z
o
- ITOR —
<< CPS Security SIEM —
5 Managed SIEM Services CASBs "'\ /———— Do
w External Attack Endpoint Detection o | Vuinerability
& Surface Management ZOZZE \ and Response ‘1 / Assessment
w CAASM MDR Services

Automated Penetration
Test and Red Teaming Tool

A Threat Intelligence

Products and Services

0214F M A

~ Cybersecurity Mesh Architecture OT Security -

Exposure _
Management |

Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity

TIME

(A Gartner’s Hype Cycle for Security Operations, 2022 (£% : Gartner)]
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« On-premisen5Cloud(Multi, Hybrid, Public, |« tOMNSXN Zero Trust)&lsanstztal

1275 Private)(c1 > SRR UML5R 4581 T4V —F7IF vt IRUSEIR (Network
flm . IoT, IloTAEEEE(Connection)s#{b TIRERT Micro-Segmentation, SDP, IAP)
(Attack Point)#L X o ARENT /A RF1UT 158175 7HEE T

o ERT-HLENCHIER. IEERT —5TT—9ER

Hh 7&(&:5& eVt 1T (RERE FENRIRT—HAT0—)L(sprawl)xFED
o THAFATHAIIULBUNE. 717 ﬁﬂﬁ?ﬁ%ﬂﬁﬂt T2DT =TI AT ROZEFEBIHEPR (S
F_p O¥fiE Sr§ER51E (Authentication)s2a] (Author

(A1ZHE : ETL, FTP, OpenAPI, A¥IFERZ : Cra ization)s#1t

wling, RSS, OpenAPI. AJEFER! : Crawling, St « FT—4iES1t-1ES5{LEA

reaming) o TANS—RFRII(PETS) T —45t+1
o TH(ENIEER. (RBIER. BERIER)ERICES 1584t

F—ARITF 1T R USRI EER L

U

o ITHUNERILACES3rd PartyV I hNJI 7Dt +1
YIhk D7 1UZDIEND
D17l o BEFEAISRERNRUYINIIT ., RREFERYIN
5] DITVREGTSAF1— I (Supply Chain Attac
k)YzFIRUIztF1)T1BR)

+ DevSecOpszFIAUFAFEN&RNER. B
El ey gl s Dotk Ly i £)Y kv

« tF173-71>%(Secure Coding). Y7
NII7TANDREAL

o DXREICF A BN R U IR EfEIRTE
J:9'+ . t:FJ_UT’fn G uﬁ’iﬂ&)(%zﬁt:FJUT{) l/_
1-5- . E%Eﬂﬁ% DEENIEM, TSHNT—ITL—AREC WESFRIZDDEIHEFIFDEA
{AmE LBEBIR-M1-23(ETAREII-330, o RRN -3 FANKUBEIS 2 T
RDP. VPNRRE) 17 R8s R N BERRE R FaUTEERERUERHE
8

(A REXREDEBMBERERVUMIGHE (B%  41JIL-1-KR—33)]
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04. FiR(C

SaEF2023FCHET B ThrAITF VT BRIEIEMICOVWTRBRUR. o7 WIBX T 72w
DX TWES ., ERTREDT IF)IULIFHAN-BRZEHEDILITR TV, I3T RPRIoTRE, 1> I50EMEN
BN 3L LD, WERTMMEX . WEORAINEHLRO TV, FHCAPIZFIFULESE DY I NI T 7EEED
IRFEIRIBMMENNT BCLICED, B {banfztF 1T (8BR (3, $RiDL SUI A A%REIBLITRB,

BIE(CR(LIBRESRARBEOR T, 1712 BT 3/HCE. ANV EF T RROIBENNET
D, ESRAMBREIRTE I DR, ERPECE(CF 1T BRICLZEFZERIENREZEEN TORUNERERL, €2
FABERNERINRBIFHRN L EREIRZE L. SEARERLANINTHSH%BIA (Business Impact
Analysis) IO THREE T DENDD.

IREDA > IFRIB(IHEHM TRIRNEEES 2RO TV\%. B benictF1)718% (3 EF1YT1DOBJR 4

PERAOMERMERET 2ENDD. BRIEROTFIIT(I1-23 ZHEUDHTI IR T, ROEZELD(L.
IRTEORMEETS O ZIBMRL, ROIZEA(L TER MO TF1ITR)S 2T I 2L THS.
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