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01. AR EE4ARY

TFIVTAEHEILE SATLAEBERICOLIBT —IDEERL THAN-BROTRICIEIZITT

S AT LREE5 1 (System Vulnerability)

[HERUNEE (Information Gathering)
WebBfz851%(Web Vulnerability)
AIE7ITA(Unauthorized access)
¥)J17(Malware)
EE&I(Anomaly Detection)
DoSIZZE (Denial of service attack)
BRI (Information Exposure)
202302 DI EFRRZREER LIS
R 2RO ESETHERLLERTH
0.97f8<CBVRA U 2RO
AUz,
ZDS5. AT LKESSMHEICRI T HINE(
FEALERTHI4004HEER L. TN
Command Injection(LinkSys E-

series Routers Vulnerability )24+
OB LDEDIEEERTER,

Fr. BRINEICBIT IR FSERALLE
RTHI2504<50ENNL, INiFWeb
Vulnerability Scanner(Zgrab)IZZ
HEUEINCLDEDIEFERTE.
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02. AIRKESSTHETOP10

2023F02H0ARAESSHETOP10% 2GR, ThinkPHP Remote Code Execution Vulnerability,
Method(Connect) WENFT(CTOP10(CEIZL . AR RIREMENRD UlcCENMEER TE e, — 75
MVPower DVR Shell Unauthenticated Command ExecutionI{Z4HEN'6004F<CH L MENNUECEDHE
RTE

HR(%) | k®

MVPower DVR Shell Unauthenticated Command

1 Execution 14.4% AS

2 Web Vulnerability Scanner(Zgrab) 10.1% -

3 phpMyAdminY> T R-S7ItR 8.5% A7

4 Command Injection(Netgear Routers Vulnerability) 6.2% vl

5 SQL Injection 5.1% -

6 SAT LITAINT I RHEHN 5.1% Al

7 GPON Router Vulnerability 4.7% v3

8 ThinkPHP Remote Code Execution Vulnerability 4.0% NEW
9 Method(Connect) 3.9% NEW
10 Command Execution 3.8% v2

Total Threats In SOC

Command Execution N 3.8%
Method(Connect) I 3.9%
ThinkPHP Remote Code Execution Vulnerability I 4.0%
GPON Router Vulnerability I 4.7%
AT LTIV RG] I 5.1%
SQL Injection NG 5.1%
Command Injection(Netgear Routers:--- I 6.2%
phpMyAdmint> I AR-S702 I 3.5%
Web Vulnerability Scanner(Zgrab) I 10.1%
MVPower DVR Shell Unauthenticated- - I 14.4%

0% 2% 4% 6% 8% 10% 12% 14% 16%
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03. ARI'SYIUAMPFZRLATOP 10
2023028\ TTOP102ERUIEHER ., 7XUNERE, /2R, O3 7 ATH DR LA EINL, —

FHREREDREBEOLLERGRA Uz, FHIKEEREE13.5%. #1000 CEWRAUEN R TE.

X FROFRESECUIFAIA— T F 1T N S OBMEHEELET
W P JysuRMP L B B ELH

1 112.47.34.246 CN  phpMyAdminB>TINR-ST7IE

5 152.89.196.211 GB ?gsglszohzt’lcp_)gla;%_:ar;ormaIize_path Directory Traversal

3 45.12.253.180 NL Command Injection(D-Link HNAP Vulnerability)

4 80.85.241.15 RU phpMyAdmintg > IAR-S7J1E2

5 51.161.197.46 AU phpMyAdminB>FILR—S7HEX

6 195.133.40.81 NL  ‘Alcatel-Lucent OmniPCX MasterCGI Command Execution
7 89.248.168.235 NL  phpMyAdminH>FILR_R—S7582R

8 173.201.19.193 US  phpMyAdminB> I AR—-T771E2

9 179.43.143.186 CH  Method(Connect)

10 147.185.239.98 US Method(Connect)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

A4 I 6.2%

0>7 I 7.0%

A>F I 8.2%

FE e 30.2%
A ——— 483 %

Rank Source IP Country Rank Source IP Country
1 112.47.34.246 CN 6 195.133.40.81 NL
2 152.89.196.211 GB 7 89.248.168.235 NL
3 45.12.253.180 NL 8 173.201.19.193 us
4 80.85.241.15 RU 9 179.43.143.186 CH
5 51.161.197.46 AU 10 147.185.239.98 us
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02B(CRLEUIASEM/ (5> D55, TOP10ZHULCE/ Y- sl iR e REL TVET .
FHHOMHEREZSE(CLT, AUKRE/Y—2ZRFU TV IBE [ HE S AT AOKESS 4 ZEa1H N3
TEEHERWLET .

L) 05—> SIS

MVPower DVR Shell HTTPUYIA M2AUE T ZRRIC T - —hE ol ADEOBEMEREN T IITHhNT. UE—H
Unauthenticated WEENWeb1>9—-TJ1—AD[¥'shell¥ | D74V 2FIFHITBCETIIIOSFESIOFNMER
Command Execution @ O3ZXFAIYYRIERITTERLIICRD.

Web Vulnerability  Web Vulnerability Scanner(Zgrab)(d. WebY—/\D&RTER—S5Fa] /53E. ZFalan TV

Scanner(Zgrab) WWebR— | SAEADRUR—MRE, MRS OF T2 Il I 3 dIcEREINS,
phpMyAdmin(EMySQLZWebH — /N TEIEI 2B HICTPHPTIERRENIZA—T>Y—-2Y—)L
phpMyAdmin THhd. MySQLY — )\ RICHEISHEZ R DI T—IN—ZDVERR/HIBR. T—TILOVERR/HIFR.
YOIWR-2 J14—=ILROARL/BIBR. SQLXDZEITRE. HERZFIFAUEIBMEEEITICLIEN aIEEL RS,
TR ZOMESFENMFIET BIBE. phpMyAdmindscript/setup.phpId7/IUIC * 2" SIE=(ERLT

EROREEZIEAL, AT L HZERITCES,

CommandInjection
(Netgear Routers
Vulnerability)

NetGear DGNJ—ZX DI —IRDIITH— )i —EZBOURLICKT U TEREEZE I, [setup.cgil
AT ROl syscmd J1#EE % ERL TIER DIV RMERITI BTENTE S,

SQL InjectionIXZE (I T R—IhBEE 5 Union, SelectREVIUTRERAEINZXXF5%I1)L
A SR FICATDESNIAEN I TVIERSN B ERELDD. BEEE(IDBICENHTVBTHY

> Fo TVBHERN TR 2 I TUEERL TRESNTIBEIROEUS. 1EIE. BIFBRRUS AT A
THERR ENAJEETHD.

SQL Injection

S5 LIFAIN Directory TraversalORE35 4R EEFIFEL. [/etc/passwd ol *.conf /.env]REDIBRKIE
VAL S WESOEBERIATL 71T IR %5t 3.

Dasan GPONZEADI—INSFE BN T ?images |OXF5 242z 7t XA
URLICASI T BETERIERI — R BT TH S,

LEZOMESE M EFIBL CGREESN CUORBVIREE N EEIAUE— NCIV R2EITL. DNSERTE
{BIEREDRRZ RIENAIRE THD.

CONEESMHEERERIL —ACTREEING.

GPON
Router Vulnerability

ThinkPHP ThinkPHPORMESE R XX ZFE IV TARERI> MO—SH S ACFEFE SN TJE—F-R
Remote Code ETWEHTEIMETETHD. ¥think ¥ *I522FGHUTHEIERAT D1 M NMUTIHE

Execution Vulnerability - FH(HMEREOPHPI-RRUS AT LIRS RIEITTES.

Connect MethodzFIFILTHTTP TLS(Transport Layer Security) NRUSJ THRERTY
Method(Connect) 2% T . INDzshlCConnect MethodZ{ERL. MESSENFE T DIEESIEDHOTHE
AL TERENZRIEEEN DS,

BWUREBEINMTON TORVMERZED A SIENOSIY> RO—EB, HEULLIFZOMOIY> RTHEBRES
NETEINZHBE. ERUBRVWIATAINY RIETEN, RIECHEBRIEEINTD, SRTLEME
NMNBERICESE R N(FIEEEN DD, —ARFIRIYRIADDINTA—FPIN) - LA ATIRE,
WEBANZERUIZATAIRY MERR T BSOS ALTKEAFIET I, COBE. SEBOA N
XEHHEFETER S, BUILUIE (Frv/ddd) 2URWKREENLEHIVY RYIEITH
BE(CRRB.

Command Execution
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SPIDER TMOARUS—(CT. 2023FE01 801N BRI THEINEYA N —BEIRIRIS — (3324 TH B,
018 1HA®DR. Xiaoqgiying/\wh—4JI)L—7, VM43 R(CVE-2022-31678, CVE-2021-39144),
Linux(CVE-2022-47942)REICH 3 2R 40MUS — hER sz,
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06073 Vmware Cloud Foundation, NSX Manager, CVE-2022-
31678, CVE-2021-39144, Attempted Administrator Privilege Gain";
flow:to_server,established; content:"/services/usermgmt/password/";
fast_pattern:only; http_uri; content:"java|2E|"; nocase; http_client_body;
pcre:"/<¥w+¥s+class¥s*?¥x3D¥s*?[¥x22¥x27]java¥x2e/Pi"; sid:106073;)

6,

060

24 RHE

32

01H

SAkhE

14

SRARMmE

A B4R

mware Cloud Foundation NSX Manager®CVE-
2022-31678, CVE-2021-39144E5514#BALLY
E— NIV REITER RN T RIS —

59

Vmware Cloud Foundation,
NSX Manager, CVE-2022-
31678, CVE-2021-39144

alert tcp any any -> $HOME_NET 445 (msg:"IGRSS.2.06075 Linux, ksmbd, CVE-
2022-47942, Attempted User Privilege Gain"; flow:to_server,established;
content:"|FE|SMB|40 00]|"; content:"|11 00|"; within:2; distance:6;
content:"|21 00 03 00|"; within:4; distance:50; byte_math:bytes 4, offset 0,
oper -, rvalue 8, result SetInfoSizeMinus8, relative, endian little; byte_test:4, >,
SetInfoSizeMinus8, 44, relative, little; sid:206075;)

Linux ksmbdDCVE-2022-47942/f835147% HEL
BOFIX R ZARA T BN —

Linux, ksmbd, CVE-2022-
47942

alert tcp any any -> [$HOME_NET,$HTTP_SERVERS] any (msg:"IGRSS.1.06090
ordPress, Oturia Smart Google Code Inserter, CVE-2018-3810, Attempted
Administrator Privilege Gain"; flow:established,to_server; content:"POST";
nocase; http_method; content:"/options-general.php?page=smartcode";
nocase; fast_pattern; http_uri; content:"sgcgoogleanalytic="; nocase; depth:35;
http_client_body; sid:106090;)

Xiaoqiying#/)L—JF®WordPress Oturia Smart
Google Code Inserter5%4>MCVE-2018-3810
He35 Mz BRI INEZARIN T ZRS —

Xiaoqiying, BX35E

alert tcp any any -> [$HOME_NET,$HTTP_SERVERS] any (msg:"IGRSS.1.06091
phpMyAdmin, Attempted Administrator Privilege Gain";
flow:established,to_server; content:"/scripts/setup.php"; nocase; fast_pattern;
http_uri; content:"action="; nocase; depth:7; http_client_body;
content:"configuration="; nocase; http_client_body; content:"PMA_Config";
nocase; http_client_body; content:"source"; nocase; http_client_body;
sid:106091;)

iaoqiying )Ll—F®phpMyAdmin®F J)L N&ET7
ANDTIERRHEARIN T ZRS —

Xiaoqiying, BRI E
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