(@) SECURITY REPORT 2@2@

2023503 H
I&é%ﬂ-n

-F-‘-d-- ‘-—'l- mh- T. w= : . 7 . o
i I y rr e

/(2‘) CyberfFortress

COLIR—ME HRREHET (N -TA— N 2D B OREE(CTUNEENT —HICE IS FRLTVET,



D) =iy aomEt RO - 20234038

WEMN RO REEZET

JBINEEBVET,
01. AR

KRS AN -TA—- X TRINEBERZINEL. DAL TVET,
DRSNS, BIRKERLAR, RSSIHIRE. T3y URRDTOP10ZHERL. BET —FE LR,

— L

TFIVTIBHEELE SATLAEBERCOLSIRT IR EERUTHAN-BROTAICIEIZITT

L H®(%) | E

S AT LREE5 1 (System Vulnerability)
Webhfz8514(Web Vulnerability)
[EHRUNEE (Information Gathering)
AIEF7ITR(Unauthorized access)

Y17 (Malware)

15¥RIRR (Information Exposure)
FEE1RAI(Anomaly Detection)

DoSI{ZE (Denial of service attack)

2023F03A DI EME ZHEBUITHE
R EAORESFTHERLLEARTH
0.82f8C5VRA L. EARQIEFEN
WA UTZ,

TDS5. AT LMEESIEICRI T AINEE(T
FERAARTHIA10HEFERD L. TNE
MVPower DVR Shell
Unauthenticated Command
ExecutionI{EHE DR LDEDIZE
R TS,

Fr. BRINEICBITRIREE(FSERALLE
RTHI480H4<CHLENNL, INIFWeb

Vulnerability Scanner(Zgrab)I&Z
HEUEINCLDEDIERERTE.

Copyright (© Cyberfortress, Inc. 2020. All rights reserved

33.3%
29.2% Al
27.8% v
6.9%
1.5%
0.6% A2
0.3%
0.3% v2

RIETIER, 6.9%

] JIWVI17, 1.5%
T BImEE, 0.6%

\ DoSIE, 0.3%

FEERA, 0.3%

4 CyberFortress



BRBZEY—-EAD#H RV - 2023403A

02. AIRKESSTHETOP10
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Unauthenticated Command ExecutionI{EAEIN3704<CSVBNNLIECENER TESR,
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MVPower DVR Shell Unauthenticated Command

1 Execution 11.3% )

2 Web Vulnerability Scanner(Zgrab) 9.9% -

3 Command Injection(Netgear Routers Vulnerability) 6.9% Al
4 phpMyAdminY> T R-S7ItR 6.1% vl
5 SQL Injection 5.7% -

6 SAT LITAINT I AHEH 5.7% -

7 Command Execution 4.3% A3
8 GPON Router Vulnerability 4.1% vl
9 Apache Log4j RCE(CVE-2021-44228) 4.0% NEW
10 Method(Connect) 4.0% vi

Total Threats In SOC

Method(Connect) I 4.0%
Apache Log4j RCE(CVE-2021-44228) I, 4.0%
GPON Router Vulnerability I 4.1%
Command Execution I 4.3%
SAFLTPANTIEZ&E] . 5.7 %
SQL Injection NN 5.7%
phpMyAdminB> T AR-STHCZE5] I 6.1%
Command Injection(Netgear Routers:- - I 6.9%
Web Vulnerability Scanner(Zgrab) I 9.9%
MVPower DVR Shell Unauthenticated: - I 11.3%
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% FRORESEICULITA A EF 1T IS NS OB EHEELET
W P JysuRMP L B KA

1 5.255.109.233 NL  ‘Apache Log4j RCE(CVE-2021-44228)
2 198.23.227.34 US  SQL Injection

3 5.255.109.219 NL  ‘Apache Log4j RCE(CVE-2021-44228)
4 34.171.198.211 US  Apache Log4j RCE(CVE-2021-44228)
5 95.181.161.66 NL  Network Scan

6 172.93.110.238 US  Apache Log4j RCE(CVE-2021-44228)
7 152.89.196.211 GB  ‘Application Vulnerability(PHPUnRit)

8 89.248.163.239 NL  Network Scan

9 209.141.36.87 US Command Execution

10 112.47.34.246 CN  phpMyAdminH>FIR-ST7HER

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

AERE NI 7.2%
0>7 I 7.5%
12K I 7.5%
FE N 27 .5%
A I 50.4%

Rank Source IP Country Rank Source IP Country
1 5.255.109.233 NL 6 172.93.110.238 us
2 198.23.227.34 us 7 152.89.196.211 GB
3 5.255.109.219 NL 8 89.248.163.239 NL
4 34.171.198.211 us 9 209.141.36.87 us
5 95.181.161.66 NL 10 112.47.34.246 CN
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TRIL<ERENTWSlava logging library®Apache Log4jzFIFL TR B (IEREER<.
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Connect Method%FIFSUTHTTP TLS(Transport Layer Security) bRUSITRER74H
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02H1NMHA®DME. WIinPWN, MS Exchange Server(CVE-2023-21706, CVE-2023-21529),
Fortinet Fortinac(CVE-2022-39952)RE(Cx 3 2HRENR)> — hEcthicn iz,
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alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25
(msg:"IGRSS.8.06111 Malware, WinPWN, A Network Trojan was detected”;
flow:to_server,established; file_data; content:"|28 24 5F 2D 62 58 6F 52 20
20 30 78 30 38 20 29 20 7D 29 20 2D 6A 4F 69 4E 20 27 27 7C 20 26 20
28 20 24 45 4E 56 3A 63 4F 4D 53 50 45 63 5B 34 2C 32 34 2C 32 35
5D|"; fast_pattern:only; sid:806111;)

45

02H

WIinPWN Malware®xy NI —5BEZ1RE03 2R
Ut/_

45

SAkhE

32

SRARMmE

A B TER

59

Malware, WinPWN

alert tcp any any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.2.06131
SERVER-WEBAPP, Microsoft, Exchange Server, CVE-2023-21706, Attempted
User Privilege Gain"; flow:to_server,established;
content:"System.Diagnostics"; fast_pattern; nocase; http_client_body;
content:"Process"; distance:0; nocase; http_client_body; content:"<BA
N=|22|SerializationData|22|>"; nocase; http_client_body;
base64_decode:bytes 1000, relative; base64_data;
content:"UnitySerializationHolder"; nocase; content:"/Powershell"; nocase;
http_uri; sid:206131;)

Microsoft Exchange Server®CVE-2023-
217060855142 BALLVE- M- FMETID
IR TR —

SERVER-WEBAPP,
Microsoft, Exchange
Server, CVE-2023-
21706

alert tcp any any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.2.06136
SERVER-WEBAPP, Microsoft, Exchange Server, CVE-2023-21529, Attempted
User Privilege Gain"; flow:to_server,established;
content:"System.Diagnostics"; fast_pattern; nocase; http_client_body;
content:"Process"; distance:0; nocase; http_client_body; content:"<BA
N=|22|SerializationData|22|>"; nocase; http_client_body;
base64_decode:bytes 1000, relative; base64_data;
content:"MultiValuedProperty"; nocase; content:"/Powershell"; nocase;
http_uri; sid:206136;)

Microsoft Exchange Serverd®CVE-2023-
21529055 142 BALLYE- M- FMETID
IR TR —

SERVER-WEBAPP,
Microsoft, Exchange
Server, CVE-2023-
21529

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.1.06137 SERVER-
OTHER, Fortinet, Fortinac, CVE-2022-39952, Attempted Administrator
Privilege Gain"; flow:to_server,established;
content:"/configWizard/keyUpload.jsp"; fast_pattern:only; http_uri;
content:"name=|22|key|22|"; nocase; http_client_body;
content:"filename="; nocase; http_client_body; sid:106137;)

Fortinet Fortinac®CVE-2022-39952Dffz55
HEBAULVE- M- ReRITIIRELRINT
BRI —

SERVER-OTHER,
Fortinet, Fortinac,
CVE-2022-39952
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