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A M ERBEMTHIENDIND. 2. IoTYILIITZDMozIFEITRITLUTED. EmotetDFFHERIRMR
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NVDIT7 DR NIV ZEM I RIcd0Y A NTIA Rt IIVDITEZFAIVTNCEEN
2. AN ENS B RIHDURLZIET . Fr < HAI>TLSCommand & Control 7—/{—&(d. ZOFEEH
e EICA®ERZER DIz, C&C. C2. RAMMBELMINZENHD. UNU. CNSORIEEICFTRELNELS
ZENHB. TZT. SMalEICommand & ControlB—/\ZFIBULERILII 7 DA [CEERZH T, CRCH—
NOEENS. BIFOER/BROKE. REREUCEIMETZRANTHD.

Copyright © Cyberfortress, Inc. 2020. All rights reserved 2- ,(z‘/ I:I__lberFDrtress



Analysis Report Command & Control—/\ZF|FHI 2R IEITRDI

02. Command & Control¥—/\&(d

1) Command & Controld—/{\OEE

YO RERUHITE, C2&Fz(d. CRCTIFENTHD. WEENVEMRACRKRINUIHERE OB Sz
K9 BLDIMEAT Y- RUEMOEELEN D, —ARI(CE S ERMOM R INEENFIHIZT
v NR—ABO—D U EOREERBEFv>RIL TSN BERUR(SH LTIV RS, BIEHE
RAO-ROFI>O- R, BEUET — 92 IEE(CXETBEIMERENS. MITRE ATT&CKIL—AT—
Ov12BH#ETE. 1680 _EfiiCommand & Control#fiie 2 3{ED T fizCommand & Control#%fiih'se
FHINTULS, SEIIFCommand & Controld—/\ZBELTC2H—/\EFREET B,

Command and Control

The adversary is trying to communicate with compromised systems to control them.

ID: TAOO11
Command and Control consists of techniques that adversaries may use to communicate with systems under their control Created: 17 October 2018
within a victim network. Adversaries commonly attempt to mimic normal, expected traffic to avoid detection. There are many Last Modified: 19 July 2019

ways an adversary can establish command and control with various levels of stealth depending on the victim's network

structure and defenses. Live Version

Techniques
Techniques: 16
ID Name Description
T1071 Application Layer Adversaries may communicate using application layer protocols to avoid detection/network filtering by blending in with existing traffic. Commands to the
Protocol remote system, and often the resulis of those commands, will be embedded within the protocol traffic between the client and server.
.001 Web Protocols Adversaries may communicate using application layer protocols associated with web traffic to avoid detection/network filtering by blending in with

existing traffic. Commands to the remote system, and often the results of those commands, will be embedded within the protocal traffic between the

client and server.

[A MITRE ATT&CK version 12.1056#2TE%Command and Control#fiiJA K]
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Control
information
Infection Zombie
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(A C2ZFIALTITON D IRED—RZAI )
(2% https://download.huawei.com/mdl/image/download?uuid=6a3009dbd6f64c4c9b0e469431442693)]
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(A PRERRFFEDEMEK
(Z% : https://www.usenix.org/legacy/event/hotbots07/tech/full_papers/wang/wang_html/figurel.png)]
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@ P2P
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BRACEITE 7129 3 Pastebin? RLZZIES LU TOWTIEESL L& (CPastebin(C 77 AL TTFA b

T EFI D,

(MNewLateBinding.

. “Down |

.hrGEgtKg rUTFRALY

disposing)

Mame
b o
@ UiF returned

(A

FITI71VABBIFIE I BEESIESNZC27 KL X]
RE R=DFFEUVBVWNEEEN ST —Fdbase64 TI > A— RENIT -2 FRESNDENMERTET

71— RUTHBEPERBEDEIT I IVITON,

Offset(h) 00 01 02 03 0% OC 0D QE OF Decoded text Offset(h) OO0 Ol 02 03 04 05 0& 07 08

00000000 54 56 71 51 41 4 4 5 41 41 41 41 ‘[j\’qommm 00000000 00 0 04 00
00000010 2F 2F 38 41 41 4C 4 41 41 41 41 //SRRLQRARDRRDAL 00000010 40

00000020 51 41 41 41 41 4 4 41 41 41 41 QAMADARARRAARRAR 00000020 oo

00000030 41 41 41 41 41 4 4 141 41 41 41 ARARARARARARARAARR 00000030 00 00
00000040 41 41 41 41 41 41 4 141 41 41 41 ARARARARARARARAARR 00000040 21 B8
00000050 €7 41 41 41 41 (3 1 74 41 6E 4E ghAAAR4fug4AtAnN 00000050 61 &
00000060 49 €2 67 42 54 4 0 63 79 42 77 IbgBTMOhVGhpcyBw 00000060 20 69
00000070 €3 €D 39 6E 63 4 €3 62 €D 35 76 cmSncmFtIGNhbm5Sv 00000070 24

00000080 €4 43 42 €3 SR 353 5 67 €1 57 34 &7 dCBiZSBydW4gaWig 00000080 20

00000080 52 45 39 54 49 47 31 76 SR 47 55 75 44 51 30 4B RESTIGlvZGUuDQOK 00000050 0B

000000R0 4A 41 41 41 41 41 41 41 41 41 42 51 52 51 41 41 JAARARADARBORQAR 000000R0 0o 7E 74 00
000000BO 54 41 45 44 41 43 43 7A 6A 31 €7 41 41 41 41 41 TAEDACCzjLlgAARRR 000000B0 00 00 20 00 00
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00000110 41 41 41 41 41 41 44 41 41 41 41 41 41 €7 41 41 AAAAAADAAAAAAQAR 00000110 do 00 00 00 00
00000120 41 41 41 41 41 41 49 41 51 49 55 41 41 42 41 41 AAAAAATAQTUAABAA 00000120 00 A0 00 0O dd 00 00 00 00 00 00 00

OA OB OC OD QE OF

Decoded text

FPL IR SIS A v}
is program canno

[ A PastebinlC7yJO—Ranizbase64I>1—RF—4%F 01— RUIFER]

BRI&ICEITEINBI7AIVEINIRATICHERTE T, F—0F V2SO UBIREINMEZBEIZBETE( 2 TARTA—

F—Tlz. 2IRC2(Fhxxp://ddrrtt[.]ddns[.]net: 1177(C1B#RZX(E T DL z2MER U,

[O11 Import{

)] [out] StringBuilder d,

[O11 Import(
[011 Importf

[O11 Import{ tLastError =

a,

[O11Importf

[O1 T Impart setlastErrar

(A njRATHSEAZNZF -0+ JBEHEDAPIUA K]
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5) GitHub CodespaceszZEFRULTC2EULTHIA

GitHub Codespacesld. 757 RR-ZOMRIRIE THD, BFRENIITISUYNSEET— REZ/ERK.
mEE. RATTEB LT TLVB, JavaScript. Python, Ruby 7O 1 NCHERETOY—)LMKTEF
BMENEENZID 7 - BRI (VM) ZERR T 5. UKD, FMFEE(E. O-hIL TIRIEEE(C
BRI BIDEZERTERTF(C. DITNBUT AL LTIEETZIENTES.

GitHub CodespacesDBEEEDTHI T, FFEDR—MIMEBICA—T>U T, Private/PubliclcHtB I 3L
WT&E3, PrivateDizs . fRFEX> I\ —DH N7 ZABIEETHY. CookieZERL TEREEY S, Publiclc

BMEITDHE. — M-I —ERERL TOBENIR— NP ERATES, COAENBAENSE. IE
BFRIVT MOV D17 ZIRE(EA T B HICRBICRMERD. C2ELTERT2IENTE S, 15(C.
GitHUbDIZ &, DI5T RS —EX(AWS, GCPRENERTZIL Dy h— RESDLOIBEZIANF
EOBRENETHDIH. WEENLDEECEBHATES.

202381 HI(CTrend Microh' R UIGitHub CodespacesDifEssE% AN, PoCzEERL TERR(C
ERYZ5EOVTARLLS,.

T mIGLOO

© HEEGItHUb(C - @ Jo0- B =

AT —RTEVER - > —

v » | o < @
) ® LFF—(RE

WEE Codespace IIITT

@ PublicTA=T>anfzi—Me
FIFAUTRAA AR

v HTTPS
}\ ®TIITTEIE
NEBICA=T> ONIWIITESS =
ENERAL> wEE

(A GitHub CodespaceszC2tUTERT 35 EDIREERKX]
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PoCTANIERI 2> TF—1 X—> (&, MicrosofthMER&LIzdevcontainers Docker{ X—<T. VS
Code RemoteZFFLTGitHub CodespaceszfE 931 A—>Thd. WEHE(L. devcontainers{
A=SEFERLTISTF—%2/ERKU. forwardPorts JO/\T1ZEHL T8000&ER— M IAD—FT 1> 3%
EU. 2. postStartCommandO/N\F(ZEAL T, I>F7F— DB IN S BN PythonX— XD
HTTPH—/\%3£179 21— R%EGitHubUR> MDHh(C[ .devcontainer/devcontainer.json | U TIRF
EED

Raw Blame

(A I>FF—1ERDIzHDdevcontainers.jsonJ7/ ILORNE]

‘_1 https://hub.docker.com/_/n

VS Code Remote / GitHub Codespaces Development

Container Images
By Microsoft

Development container images for use with VS Code Remote - Containers and GitHub Codespaces.

[ A Docker HubhsHEERTE2Microsofth' SR UTzdevcontainer]

EE(L. GitHub CLICZ7tEA M=% {ERUT. codespaceZzBetn I 31zc 7R3 3. LUATIC/E
B UTzdevcontainer.jsonzfE AL Tcodespace( VA AZ/ERH L. CCTERESNIZ8000F R— Mz
PubliclcA=T>LTIAT=FT1>J U HTTPE—N\ZA =T U THERDNSE 7 IR TERLIICT B, E12.

I E(LcodespaceNEBICAIET7AINEFRIFL. FERRENIZUJ(FPoCE AT 1002 RMRIFEN. &RK
30BMBFREFINS.

CODESPACE=S(gh-c

TORUN=5 (¢

echo-"[+]-C {ame : - $CODESPACE

echo- "$TORU gh-codespace-ssh--c- $SCODESPACE
echo: "[+]-Updating-port-visibility-to-public "

gh-codespace - ports -visibility-$2:public--c-$CODESPACE
f-[-$?--eq-0-]-;-then-echo re's:your-opendir
echo: "[+]-S] ae onds ' &&-sleep-100
echo-"[+]-Del all-codespaces..."” && gh-codespace-delete --all

S __SCC‘SESPACE-E__:_: eview.app.g ithub.de

(A fES5MEPOCI—RO—ER]
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SET. NIDI7HC2H—N\ZF AL TRBEBEN LA MIERTIECOVWTRARTH L, IWEENC2
Y- N\ZER/BET 3806, [EERY—ERZBRL TR ZZIRI I 37552 EARLTVSIENS. C25—
NOERRFIBERERZBNICLTVSIHRICEIRARLEE AN D, £, IBIREIIMNCE. XILIIT O
MOFRN THEHERIBOIEE R UY —NZEE THHESZE > THRAZ JDEELL TVS LI TH D,

—HEEYIC, AN\ MBIECRZAIITREEEZNTIN, 7O RBEICH I BERZ25IENHDL
STHhd. il WIIIT([CERRTDE C2HRBBCTIERT 212N\ RBIE TR BRERUZPCH'IHMED
DC2(SBIEIBUN-RIRI23> (PIONIYRERE) HZEWesh, 7O NI R I BEAR /3
HoEBILITIMENHDEEZE RSN,

79I\ RDNSE K% #HfEAIEP CEF T 2DNSH —/UCHIBRL T, DNShRUS T KEEZ B TENT
0. TOF22ERL TP MO RBIEZF VIS 375EEHD. TOFS2ERALTFIVvII35A(1E.
C2LEESLBIEZITORIREMEN B DI, SSL/TLS NS T4 B M F IV IR TE ST T DmEN W E THD,
DNST/ILAUS Y —E2ZFIFL T, BRUWBIFFTICERREN RA S O C2ERZERTI 2REDTTE
THIGHTERERDNS,
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1) https://www.varonis.com/blog/what-is-c2

2) https://themerkle.com/thousands-of-amazon-aws-instances-host-cc-servers-for-
pos-malware/

3) https://www.bleepingcomputer.com/news/security/russian-svr-hackers-use-
google-drive-dropbox-to-evade-detection/

4) https://unit42.paloaltonetworks.com/njrat-pastebin-command-and-control/

5)
https://krcert.or.kr/kr/bbs/view.do?searchCnd=1&bbsId=B0000127&searchWrd=%E
C%9D%80%EB%8B%89&menuNo=205021&pagelndex=1&categoryCode=&nttId=6
6905

6) https://www.trendmicro.com/en_us/research/23/a/abusing-github-codespaces-

for-malware-delivery.html
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