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L H®(%) | E

AT LHEES % (System Vulnerability) 34.3% -
EERUREE (Information Gathering) 34.1% Al
Webffzg514£(Web Vulnerability) 21.0% vl
AIEF7ItZ(Unauthorized access) 6.6% -
Y17 (Malware) 2.9% -

&R (Information Exposure) 0.6% -
DoSIZZ (Denial of service attack) 0.5% -
FEE®RAN(Anomaly Detection) 0.0% -
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02. AIRKESSTHETOP10

2023F04H DA XHEEEHTOP10ZMERLIFESE. Netlink GPON Router Remote Code Execution,
Directory Traversal IZENFAIZ(CTOP10(CEHZ L. AN RINEFEMENUICEN R TE. — 5
MVPower DVR Shell Unauthenticated Command ExecutionBZE44HEN' 1 50485 VENLIzCEN
R TEN,

HR’(%) | k®

MVPower DVR Shell Unauthenticated Command

. Execution 13.6% )

2 Web Vulnerability Scanner(Zgrab) 11.9% -

3 phpMyAdmint>IIAR-S75E2 8.3% Al

4 SAT LI7AINT I RIEAN 5.8% A2

5 Command Injection(Netgear Routers Vulnerability) 5.5% v2

6 SQL Injection 5.4% vl

7 GPON Router Vulnerability 4.8% Al

8 Netlink GPON Router Remote Code Execution 3.8% NEW
9 Directory Traversal 3.2% NEW
10 Apache Log4j RCE(CVE-2021-44228) 3.2% vi

Total Threats In SOC

Apache Log4j RCE(CVE-2021-44228) I 3.2%
Directory Traversal I 3.2%
Netlink GPON Router Remote Code Execution I 3.8%
GPON Router Vulnerability I 4.8%
SQL Injection I 5.4%
Command Injection(Netgear Routers:-- I 5.5%
SZATLIPAIVPIEZIRA I 5 .8%
phpMyAdminH> T AR-S7HE2 I 3 .3%
Web Vulnerability Scanner(Zgrab) I 11.9%
MVPower DVR Shell Unauthenticated: - I 13.6%

0% 2% 4% 6% 8% 10% 12% 14% 16%

Copyright (© Cyberfortress, Inc. 2020. All rights reserved -3- ,(E‘/ CngI'FDI'tI'ESS



BRBEY—-EAD#H RV - 20234044

03. AiRT 5YyIYANPF RLATOP 10
2023404822\ TTOP10ZHEBUIAER. 1> REATII DB LLEMENNL. —S5T7AUNEHRE, A58

EREORZBOLER(EMD UT. FF P AUDERE OB LEENEDE THIS2% SV TREDF I L2 5
HTVBIENETD TET.

% FRORESECULIPAIA- 10T (BN SOBITEEELET.
Wz © JwsuaMP 0 B KA

1 94.102.51.9 NL  Network Scanner(masscan)

2 152.89.196.54 GB  Application Vulnerability(PHPUnit)

3 5.255.102.98 NL  ‘Apache Log4j RCE(CVE-2021-44228)

4 13.233.112.105 IN Apache Log4j RCE(CVE-2021-44228)

5 45.145.248.50 BR  Drupalgeddon2 Remote Code Execution(CVE-2018-7600)
6 208.67.226.200 US  ‘Apache Log4j RCE(CVE-2021-44228)

7 194.55.224.203 us Directory Traversal

8 79.124.58.130 BG  SQL Injection

9 45.81.243.34 SK  :Command Injection(D-Link HNAP Vulnerability)

10 52.56.247.64 GB  Apache Log4j RCE(CVE-2021-44228)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

AERE I 6.1%
A5>45 I 7.3%
12K I 9.4%
FE . 27.8%
A 49,3 %

Rank Source IP Country Rank Source IP Country
1 94.102.51.9 NL 6 208.67.226.200 us
2 152.89.196.54 GB 7 194.55.224.203 us
3 5.255.102.98 NL 8 79.124.58.130 BG
4 13.233.112.105 IN 9 45.81.243.34 SK
5 45.145.248.50 BR 10 52.56.247.64 GB
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.06142 SERVER-WEBAPP, IBM, Aspera Faspex, CVE-2022-47986,
Attempted User Privilege Gain"; flow:to_server,established;
content:"/aspera/faspex/package_relay/relay_package"; fast_pattern:only;
http_uri; content:"|22|external_emails|22|"; nocase; http_client_body;
pcre:"/¥x22external_emails¥x22¥s*¥x3a¥s*¥x22((?!(?<!¥x5c)¥x22).)*?ruby¥x2
fobject¥x3aPrettyPrint/Pi"; sid:206142;)

IBM Aspera Faspex®CVE-2022-47986ff55514%
BAUEIYY RS 133V BRGNS ZRUS —

45

SRARMmE

A B TER

59

Malware, WinPWN

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any
(msg:"IGRSS.2.06151 FILE-OFFICE, MS, Outlook, CVE-2023-23397, Attempted
User Privilege Gain"; flow:to_client,established; flowbits:isset,file.ole; file_data;
content:"|1F 85 00 00]|"; content:"|1C 85 00 00|";
content:"_|00|_|00|s|00|u|00|b|00|s|00|t|00|g|00|1|00].|00|0|00|_|00|";
content:"I|00|P|00|M|00].|00]"; content:"|00 00 00 00 5C 00 5C 00|";
pcre:"/¥x00¥x00¥x00¥Xx00¥x5c¥x00¥x5c¥x00(¥d¥x00){1,3}¥x2e¥x00(¥d¥x00)
{1,3}¥x2e¥x00(¥d¥x00){1,3}¥x2e¥x00(¥d¥x00){1,3}/"; sid:206151;)

Microsoft Outlook ® CVE-2023-23397/55 4=
FAUTAER SR #IRMN I BRI —

SERVER-WEBAPP,
Microsoft, Exchange
Server, CVE-2023-
21706

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGRSS.2.06154
FILE-OFFICE, MS, Outlook, CVE-2023-23397, Attempted User Privilege Gain";
flow:to_server,established; flowbits:isset,file.tnef; file_data; content:"|1C 85 00
00 01 00 00 00|"; content:"|1F 85 00 00 01 00 00 00|"; fast_pattern;
content:"|5C 5C|"; within:2; distance:4;
pcre:"/¥x1f¥x85¥x00¥x00¥x01¥x00¥x00¥x00.{4} ¥x5c¥x5c¥d{1,3}¥x2e¥d{1,3}
¥x2e¥d{1,3}¥x2e¥d{1,3}/s"; sid:206154;)

Microsoft Outlook ® CVE-2023-23397h3514% &
FAUIAER SRR SRS —

SERVER-WEBAPP,
Microsoft, Exchange
Server, CVE-2023-
21529

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any
(msg:"IGRSS.2.06156 FILE-OFFICE, MS, Outlook, CVE-2023-23397, Attempted
User Privilege Gain"; flow:to_client,established; flowbits:isset,file.tnef; file_data;
content:"|1C 85 00 00 01 00 00 00]|"; content:"|1F 85 00 00 01 00 00 00[";
fast_pattern; content:"|5C 5C|"; within:2; distance:4;
pcre:"/¥x1f¥x85¥x00¥x00¥x01¥x00¥x00¥x00.{4} ¥x5c¥x5c¥d{1,3}¥x2e¥d{1,3}
¥x2e¥d{1,3}¥x2e¥d{1,3}/s"; sid:206156;)

Microsoft Outlook ® CVE-2023-23397/5514% &
FAUIEIR R IEARAN I BRUS —

SERVER-OTHER,
Fortinet, Fortinac,
CVE-2022-39952
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