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1BERINE (Information Gathering) 42.7% Al

S AT LREFS M (System Vulnerability) 26.6% vi
WebBfE55 1% (Web Vulnerability) 19.7% -
AIEF7ItZ(Unauthorized access) 8.7% -
Y17 (Malware) 2.1% -
&R (Information Exposure) 0.2% -
DoSIXZ (Denial of service attack) 0.0% -
FEE®RAN(Anomaly Detection) 0.0% -
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Web Vulnerability Scanner(Zgrab)
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02. AIRKESSTHETOP10

2023F05H 0 RESSHETOP10Z ERUIZFESR. SIP Vulnerability Scanner(Sipvicious), Network
Scanner(masscan), Command Injection(D-Link HNAP Vulnerability) IXE Q' #F/z(CTOP10(CEHU.
PERRREEMMENNUCENTEERTEN, $5IC. Web Vulnerability Scanner(Zgrab)IXE#F#50'1,0
00 BVENNUIcCENTRER T E T,

HR’(%) | k®
1 Web Vulnerability Scanner(Zgrab) 23.0% Al
5 MVPower DVR Shell Unauthenticated Command 9.2% vi

Execution

3 SAT LI7AINT I RIEAN 7.0% Al
4 SQL Injection 5.3% A2
5 SIP Vulnerability Scanner(Sipvicious) 5.2% NEW
6 Netlink GPON Router Remote Code Execution 4.7% A2
7 GPON Router Vulnerability 3.9% -
8 Network Scanner(masscan) 3.4% NEW
9 phpMyAdminY> FIAR-S7ItR 3.2% v6
10 Command Injection(D-Link HNAP Vulnerability) 2.8% NEW

Total Threats In SOC

Command Injection(D-Link HNAP Vulnerability) Il 2.8%
phpMyAdminB>T)LAR-ST7HC2 R 3.2%
Network Scanner(masscan) I 3.4%
GPON Router Vulnerability I 3.9%
Netlink GPON Router Remote Code Execution I 4.7%
SIP Vulnerability Scanner(Sipvicious) I 5.2%
SQL Injection N 5.3%
SATLTPANTILEAIRE] I 7 .0%
MVPower DVR Shell Unauthenticated:-- I 9.2%
Web Vulnerability Scanner(Zgrab) I 23.0%
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2023£F05R(ID\TTOP10ZHEBUIAER . TXUNEHE, ABREOKELEMEIU. —FH1>ReO

ST OWEDLEHRFFHA UL, F5 T A DEREDIRZELERNEDE THI48% BV THEDEEH <50 VE
EHTNBTENFEERTEN,

% FRORESECULIPAIA- 10T (BN SOBITEEELET.
Wz © JwsuaMP 0 B KA

1 152.89.196.54 NL  ‘Application Vulnerability(PHPUnit)

2 95.214.55.244 PL  Apache Log4j RCE(CVE-2021-44228)

3 109.237.97.180 GB  SRAFLIFANTIEA&EH]

4 109.237.98.226 GB  SAFTLIFANTIERRH]

5 79.124.59.170 BG Network Scanner(masscan)

6 51.159.93.171 FR  ‘SIP Vulnerability Scanner(Sipvicious)

7 80.66.77.239 TF g\\//ER_(E(;%lé?Ilggj;g) Recorder) Login Bypass (CVE-2018-9995,
8 192.142.226.5 TH etcpasswd Detect

9 152.89.196.222 NL  ThinkPHP Remote Code Execution Vulnerability

10 69.174.102.18 US  SIP Vulnerability Scanner(Sipvicious)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

0>7 I 6.2%
RiERE NI 7.1%
12K I 9.5%
FE N 20.9%
77 . 5 6., 3%

Rank Source IP Country Rank Source IP Country
1 152.89.196.54 NL 6 51.159.93.171 FR
2 95.214.55.244 PL 7 80.66.77.239 TF
3 109.237.97.180 GB 8 192.142.226.5 TH
4 109.237.98.226 GB 9 152.89.196.222 NL
5 79.124.59.170 BG 10 69.174.102.18 us
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Web Vulnerability Web Vulnerability Scanner(Zgrab)(d. Webt—/{DERER—SPFRI /53X, SFajan T
Scanner(Zgrab) BLUWebR—=, SAEADRIR—NRE, MESSI4ERD OFEZHIMTI Bz EREIN 3.

MVPower DVR Shell @ HTTPUJIRMNzILIEY BER(C1—H'— X ole ASHMEOBZIERBENFED(TITHNT UE—b
Unauthenticated WEENWebA>29—J1—ADI¥'shell¥’ 1 774 ) 2FIFAI 2 ETITIOXXFFOHHSEED
Command Execution | YZXFAIVYRHEITTETELICHS,

2T LT Directory TraversalDiESSIEREEFIFL. [/etc/passwd ol *.conf /.envIREDIERKIE
VAL Tan BEEOEERIATL 71T IER %513,

SQL Injectioni{Z (31T R—I M55 5 Union, SelectREVIUTHEREINZXFI%T¢
SOL Injection WA SHRFICANSNABNI TUEREIN B RELSD, BEREEDBICENS TN TN
] B> MR $o TWSHERRA T 4 B TURERAL TRIFS N2 BIROEVE, E1E., HIBRRUS 2
FATHERE ENFTRETH B,

SIPVicious(ESIP({ >4 -y ESE SO ML) BB OVOIPERY - THaN . WEBE(CIHLTE
SIP Vulnerability BHENTW3, 19—y NZEHSTUVBVO0IP, PBX(EEIIMEI AT L) #EUI44. Brute Force
Scanner(Sipvicious) WETT7HY> NEERURUER BRSO A\ BEES (BN TR EEE TS,
User-Agent method(CFriendly-Scannert®SIPVicious®XFFIMMERIN T, WEHRH

VoIP, PBXZ AT AT RZE, E(ICXT S 2BMNIEEAL, .

Netlink GPON Router . Netlink GPONIL =5 TSERSHURESIEEL T, 957 KL 2D
Remote Code /boaform/admin/formPingX 5% A HU TR FIE% @B 3l sEtEN 2. CO/ESS
Execution H2ERL. B25EEN TORVWREENHEARNSUE— NIV REET. BEOHD I\ 2TY
T0-KR92 BRENTIREICR B,

Dasan GPONZRERDIL—INSFEREINAESSE Tl ?images | OXF 5 i3z 7 1 A
GPON URLICA I B ETERAIZ R — R BBEF5 4 THB.
.re éluzo)ﬂfi%|§E*Uﬁﬁbfuuuﬂféﬂ‘(b\7&lﬂlﬂ %b‘%%ﬁ/\u% ht]?/h%%?i—b DNSu
Router Vulnerability IEEREDIE 4 B ETEE Tan .
COMESSHEERERI —FICTRREING.

Network Ry R —IEE T v IEN TEDmasscanTid. NMAPEELSIED DRI LUIZTCP/IP
Scanner(masscan) StackZzfERAUTGRENICHERN THD.

phpMyAdmin(#MySQLEWebt — )\ T&IRS 3B (L TPHPTHERRENEA—T>Y—2Y— )l

phpMyAdmin THhd. MySQLY— & RICHETTIEE B DU T—IR—ADOVER/BIBR. T—TILOVERS/EIBR.
Y IINR-2 J4—ILROARL/BIBR. SQLXDEATRE, HERZFI UL BIBEEEETIC LD IEN T HEL 12D,
T7HER TOMEIFENFIET BB E. phpMyAdmindscript/setup.phpI7IUC * 2" BIEEFERLT

EROBEEIEAL. AT LG BERITTED,

Command Injection @ D-Link& &%z i%E I IRICHEAENSHNAP(Home Network Administration Protocol)lc
(D-Link HNAP B 93RS NIIFIET 288 TR 2 E | U TH —ER Ik, NwIR7ZA A N=ILREDTY
Vulnerability) > ROZE {THEIRECRD,
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SPIDER TMOARUZ—(CT. 2023FE048DIN BB THEINIZHA N -BRUIRIINIS — (32844 TH 2.
04A 1N HODfE. Chinotto, Qakbot Malware&Sophos Firewall(CVE-2022-3236), PaperCut
MF(CVE-2023-27350)R&E(CHt 3 BARENR) S — HiBetnansc,
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alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"IGRSS.8.06158 Malware, CNC, Chinotto, A Network Trojan was
detected"; flow:to_server,established; content:"/js/20170805.hwp";
fast_pattern:only; http_uri; sid:806158;)
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]

6,149

24 RHE

28 28
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Chinotto Malware®=xy hJ—i@{E%
RN BRI —
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A B TER

59

Malware, CNC,
Chinotto

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.1.06159 SERVER-
WEBAPP, Sophos, Sophos Firewall, CVE-2022-3236, Attempted
Administrator Privilege Gain"; flow:to_server,established;
content:"/controller"; fast_pattern:only; http_uri; content:"_discriminator";
http_client_body;
pcre:"/(¥x22|%(25)?22)_discriminator(¥x22|%(25)?22)[¥s+]*:[¥s+]*(¥x7
b|%(25)?7b)((?!(?<!¥x5c)¥x7d).)*?[¥x60¥x3b¥x7c¥x23]/Pim";
sid:106159;)

Sophos FirewallDCVE-2022-3236#55 4%
BAUZYE- M- RETRER RTINS —

SERVER-WEBAPP,
Sophos, Sophos
Firewall, CVE-2022-
3236

alert tcp $EXTERNAL_NET any -> $HOME_NET [$HTTP_PORTS,9191,9192]
(msg:"IGRSS.10.06175 SERVER-WEBAPP, PaperCut, MF, CVE-2023-27350,
Web Application Attack"; flow:to_server,established; content:"service=";
nocase; content:"configEditor"; distance:0; nocase;
content:"quickFindForm"; within:18; nocase; content:"|24|TextField=";
nocase; content:"print"; distance:0; nocase; content:"script"; within:11;
nocase; content:"sandboxed"; within:14; nocase;

pere:"/(N | [&¥r¥n])¥x24TextField=["&]*?print(¥x2e|%(25)?2e)script(¥x2e|
%(25)?2e)sandboxed/i"; sid:1006175;)

PaperCut MFORESS 14 Tér3CVE-2023-27350
EBAUYY MRy S ER A RIS ZRIS —

SERVER-WEBAPP,
PaperCut, MF, CVE-
2023-27350

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25
(msg:"IGRSS.8.06177 Malware, Dropper, Qakbot, A Network Trojan was
detected"; flow:to_server,established; flowbits:isset,file.onenote.embedded;
file_data; content:"CreateObject|28 22|Wscript.Shell|22 29]|"; fast_pattern;
nocase; content:"RegWrite"; distance:0; nocase; sid:806177;)

Qakbot OxyhI—JiEBE%
AN ZHS—

Malware, Dropper,
Qakbot
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