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2315RER&R(Role & Responsibilities)&3%89 3¢ THhd.
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02. 759 RIVE1I-F12JDEF1VT1 ERESR

1) CSAEBDISIRIVE1I-F1oIEF1IVT1 BRER
CSANSREERUIIZIRIDE1-T1> T DERER(Top Threats to Cloud Computing: Egregious
Eleven)20195£2022FDYR M H3E079 RIRIBOTF 171 BREIE KECEIRIRER s L BAlThY
BERR THEETES, CSANSFEERUIL20195FE2022FE0I50 ReF 1T BRIZHERL THDE, J0F
([CEBENFFRIBOZAE R U IZ4F - O THED LS BRERIEBRDOARICLD IV RRIBOTF1)71B
BOIENUT. BB EA B ORIBEROZLIC IO THAN-IRIBEOIRE /91 L EZ (15,

20194 20224

Misconfiguration and inadequate change control (#2)

Misconfiguration and inadequate change control (#3)
Accidental Cloud Data Disclosure / Disclosure (#8)

Misconfiguration & Exploitation of Serverless & Container
Workloads (#9)

Insufficient identity, credential, access and key management (#1)
Insufficient identity, credential, access and key management (#4) i i i
Insider threat (#6) i i i

Weak control plane (#8)

Limited cloud usage visibility (#10)

Abuse and nefarious use of cloud services (#11) Insecure interfaces and APIs (#2)

Data Breaches (#1) Insecure software development (#5)

Lack of cloud security architecture and strategy (#3) Unsecure Third Party resourses (#6)

Account hijacking (#5) System Vulnerabilities (#7)

P e e e

Insecure interfaces and APIs (#7) Organized Crime / Hackers / APT (#10)

e e ——

Metastructure and applistructure failures (#9) Cloud Storage Data Exfiltration (#11)

B eeonen () mosan @ s senem HIBDROBT S ERIRAT R
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P e e e e e

(MO 739RtF1VT4BRES (5% : CSA, Top Threats to Cloud Computing: Egregious Eleven—EBE#5k)]

(HOIN5 32U EBN R+ 1UT( BRIEEMN B EF 1T B CTIREN I AOZLNMERETE
3. BIEMNRBRTRI77 MRRICRELENIZD REF 1T BIRERROAREEL 1 -V IT-(C8D
RIRENEIIO TS, 2019F(C(FAERBEL(Inside Threat)h+1)F41 >3 7> Mt I BRZole N
2022F(CIFHEPB RS D EIR MO RIE S IABRR DR TE R U7 JERFIMHIC L 21> 37 M EENEL
IO TVRIEN MR TED, MM BB COEBEDZELIFEIIO TV, 73U RO TMEINL TS
RICERE{LENz(Cloud Driven)VIRIT7MENIU. APIOB TS5/ F1—>h53 AT LRSS 4P APTI
B(CL2EENBEF1)T BRMENUE,

(HOINMSEEROGEIRNRBREIMNBRBR(CREE R EITI5V REF1)T 7 —FFI0Fv RU

HBEAE(Lack of Cloud Security Architecture and Strategy) 1 T& 3. EIRHIRBREINSEI5Y
REFa1)747 —F 70 F v RUBEEARTE(C LD TF 1UT  BRINEIRECIRD N, $MiHRE R T (E BRI
BRIOSZE(LLZ)77 ROERE (AttackSurface) MENNL. 259 ROSNEBEREBOEF1UT1 B R(C
R EERIFLTVS,
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hEHINSH B IETTE

I3 MRIEOTFIUTABRIN UM LTI EZ T I BIdICCSANS2022F (CRRUILIFV REFI1YT(
BRI EZEET[ROIDLSIC4DDIEBEZEI I -TLL TEBRZ#AI LI,

NERID. BHEEEER. 7UtX
RUF-BIR TN (1) | popn im0 2818 | POCMERRG | o e |13aS, Paas,
Insufficient ID, Credential, 319 BEBATE SR SPEELY) fiHz= Saas
Access and Key Mgt, - =
Privileged Accounts
B ESY 19540
ANENREEFIE (3) BRZANURIES I | EZAUIRY T Iaas, Paas,
R Misconfiguration and HRRE wlTotigs | B R SaaS
1 W%&J!ﬁ Inadequate Change Control
BEEAE 0 o 7T psoktraur ke s ol
R (4) S Sty | BEERY /| e |I@aS, Paas,
) ROV —F570FvD [EEBFRUETV—F+7 fiHzg
Lack of Cloud Security p N HF v BRERs £ SaaS
Architecture and Strategy HexE
RIE-IABRK & H—/\LADAESEE
& 1>7F-7-70-RF (9) p oo = | DIURANFOR
Misconfiguration & Exploitation ;{(_};_‘It/;ggé%j{% RUt+a)7+ BB | HBEE| [aaS, PaasS
of Serverless & Container - = Bl Jouzma
Workloads
BETEBVAII—II-AKUAPL| _, _ [ Ya—3a>)tvF
) o DD | RUAPINSTv | fiiny  |m/csp| 122, Paas,
Insecure Interfaces and APIs = Fﬂ E-AUDH
KA SH RS RS AN SR =
p59kz— BRBITINT T [ B 8)) szt P7PNEILTOL - |1aas, Paas,
2 I Accidental Cloud Data S AR R HERU =SiEN | HBEEMA Shas
B . Disclosure / Disclosure Yi—33 iEA
s I, D3I RORIE AR = —
D3I RIEINTET — YRR (11) < N 39 REFIUT1 o -, |IaaS, Paas,
Cloud Storage Data Exfiltration &077’%{'& >3 EFIERET i) | SRR SaasS
TETIR>RBRVYINITITRIF (5) [2aS. PaasS
Insecure Software F-T2V 255t i | ®EEEF Sla as !
£5T5 DI Development
ABOYIh H—RN=F/UY -2 F1)FT1#RBR 1T BE
3 & (6) = =~ prgame | ESIUSTRURR| =, |IaaS, PaaS,
'917;]&7515 Unsecure Third Party YIS FI—HEssE Mo—Sa55 2 iy | ®HEEF Shas
Resources
ST LESSIE (7) N o — - |TaaS, Paas,
System Vulnerabilities 07 -HessiE Bl | R SaaS
o_gns= JBTEMRM / /\Wh— / APT (10) | . oo sir A -~ _
4 *J‘fiémiﬂsﬁ Organized Crime / Hackers / )\;\:;Féﬁﬁo U%}F\‘iﬂ::c;—ig 1wt HE Iaag,aanaS,
APT = )

(KRG CSADIFVRIVEI-FA2IOEREFIVFABRERUMIGSE—EPEEEK (2% 1)) -1-KRL—23V)]

(ROIDLS(IFT R EFIIFTABRIETAESADDIER(CHIATES, [TFIUTIIRRRVEBREEIED
Ml (759 MERICES T IITAHRRPEBE O NE RV EIR S EONMECLS2E THD. 7—F77
Froi&get. TF1VFTYV1—-23> T-ADRN., PILARRBE) SV MR (CRBLSNctF1UT 44
NF2ARVT—FTIFvINRBNGE . TFIUT11> 2T MBI SRR DS, [75T0RT—FIEIR
R FEER MBI RRIE TSV RCRIFEINTVST —IN AN 3B TH D FFHIITIRICR

FENTWBILT>2v)LAPIPHERIEIRNRRINIIZ S,
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(1> ISDILRRVYI NII7 OHBEENM I3V MRIBEOYI NI 7 54 TH1 I e R LR\ E+1UT(
BRIEVZD. I3V RATEREINTVSYI NIV (3AYTUZREBUEN DT EEII DL D BRE
ROBREBENVELN, YINITTRF/NGH A LAEABFE O TAPIP/ W —SiEY — R){—F1(3rd

Party EFMENEN B CECELOTISIRRIR(CEOREZ REFT IR D, YA\ IETRBIN I BRIDSE
PREZDBATIEEMENEMRD REEDY-FYMBEILEINTVBIEZEIRT B,

2) 539 REF1VF1EH : © EF1UT FRR VR SRR R

3 REF VT BRNFEET D1 HEODERZ4DDIIN—TCHIT—DIIDRRTHLI. FITF1V
FAARR R VIR EENME TRAEIDITFIVTABRICFADNHD. [NELRID, BAREA. 77X
RU+—E18, $HERSE (Insufficient ID, Credential, Access and Key Mgt, Privileged
Accounts) |(E77 &R S8, 1-H-DORERICL O TRAEIIMBATHD. VITAFIEICFE
KR(FIID, EI&EEA. F—EE, 7H70> MEBORERUMBIC L DT —FRBNFEL I D8N SHD.,
1R E R TP IEANHIRENIT AT I AT DIEN TED LI BD.

D3 ROTF I ZAHE LT BIDIC(EI5TRDOVY =RICTIERTBEXCITT RS —EZEREELANILCBL)
OREBERETIVZERML. [K@]DLS5RProvisioningtDeprovisioningi@f2 TV —2DHERE 7 2 &
FEEERL. IFRNREZIITNURETH S,

< Home » Devices
H . .
A Home {8 Devices | Windows 365 - X
Ell Dashboard
= All services [ 2 search (e | «
* . Cverview  All cloud PCs | Provisioning policies| Device images
bl @ Overview
B Al devices + Create policy | (O Refresh - Export
&& Apps H Monitor £ Search @ o Add filter
Endpoint i
% Dopoint secunty By platform Name TJ Image TJ On-premises net... TJ Assigned TJ
Reports
@ Windows test 3 Windows 10 Enterpris... WestUS 2 Yes
... Users
B ios/iPados
&2 Groups
5 macOs
;?‘ Tenant administration
B Android
#< Troubleshooting + support
Device enrollment
B Enroll devices
Provisioning

(K@ Microsoft 365MProvisioningiBfEHRUS —%EEHE (Z% : Microsoft) ]

[ &S TR S UANE L) R Z E HfH(Misconfiguration and Inadequate Change Control) J(&

T AR CRLE YO T — Rk T EISEIRIR AR UARIE VI ANF el EN2/E TH D, 11V
T1%28{6I2HICE [ @IDLICCSPMYY1—23> & ERAL TREGINRZE B HIHZ I TORENHD.
BRI 50 FERET 57 RV —F 77 F v DIRV IREZ R UM FVE DIE T (CLHOTRAELIDRIRETH
Bizsh. 130 RS —ERZAL(CTT 2EZAU ) EH —ERABRMORIZICAR I —23> T ANREEERBUAR
YRR EZHETD T D2HNENDD.
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AWS Cloud
" Amazons3 |
8 Trigger [~ ]
V7 - | ‘
— Q 0
Security Remediation AssesmentResultsS3Bucket NewEdge
Management Lambda J =
Account fucntion L
| il
© 1 = 1 ]
— c(i? Q View Security I I MNetskope
Amazon GetNetskopeCSPMResults Ve || 1 CSPM
Amazon CloudWatch Lambda - L I
Cloudwatch scheduled function ! !
logs event rules 1 !
Lo e e e e J
= : 2
Ty .
@ @7 Cross-account
Remediation role
target SSM
account ¥ Automation v
‘ [ Netskope CSPM |
— scan
Amazon v
CloudWatch Violation
logs subject
resource

(K® AWSDCSPM AutoRemediation (Z% : Github, CSPM-AWS-AutoRemediation — CSPM security
violation findings Auto-Remediation framework for AWS]

(D39 RF1UT17 —FF70F v RUEBE A E (Lack of Cloud Security Architecture and
Strategy) & EhE IR &Y —/\L AR5 7F—T—-0— R(Misconfiguration &
Exploitation of Serverless & Container Workloads) /(37359 Rz 171 Bk EREEIBRTEDIREL
NEETHD, 220TFIVT1BREREIFV ROETTH RN R EZREITH. I5TRY-ERL
A2 IFFETRHCHNF ARV A TFAT D AREBERBBEROEZERBNIUE THD. 77V REFIUT(T7—F
FOFvDEETRUBRET)> ) TOCRECSANSIERI D EF 1T 11> IS8 2 SE TES,

State of security maturity in the cloud environment

Average time to identify and contain a data breach
by cloud security maturity level

Mot started

Early stage (we have
begun applying a few
security practices)

301

Midstage (we apply
MMy Security
practices)

277

Mature stage

{wie apply security
practices consistenthy
across all domains)

237

4] 50 100 150 200 250 300 350 400

m Mean time to identify = Mean time to contain

(M@ 73VRRIBOTFIVTARRRE(K). 757 REF1UTABREL NI IICT —FimBERRI R UM (CFrEEn s
FERE(R) (2% @ IBM, 202267 —7RBERLR-N)]
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739 REF VT RRRE (LSO TT — IR R UGB (CFTESN 2R RNESH, (B @](FIBMT 4w
LIR=bDI3IREF1VF AR BAE (BT ZRNE THD. TF1UT(RRENBVSES. FI176 BN FIE
2NN VTR MRS E T 244B N FRESN D, /. TF1VT RRERT —TREA>
7> NeiRILU TGS 3DICFEI68 B ZIRA T DINRNBBT. 757 ROTF1ITALAILDEE s
ANBERLBERD.

2) 939 REF1IVT18BEL : @ V53U RT—FIEHRIFR

[ZE2 TRV >H—J1—-2RUAPI(Insecure Interfaces and APIs) J(FAPI{ERZEDIENNE B HR
%, Akamai 2021L7R—MZ&BE300IKEI EDAPIVIIZ MIFEEL TWTCOBUBIFRIFFLLENRT
53%IENILIEUBIZEFR UL, APHERZEMIENNEI Z2 TRV 2571 AR UAPI(Insecure
Interfaces and APIs) |OTF1UT1BRUICEENDUNMRWV, 12571 —ZAPLAPLIIHERERRME M tEE
TFIVTA BRI T DENRLVD. VI NI IV ZFFER, T+171-F7 1> OBEARUSAST,
DASTREZEFEUED K ®1DESICWAAPYI1-a(GERANMNETH D,

Good and bad traffic
from Internet

_® ®. a
Web apps & APIs hosted
on Google Cloud
© o e
0 a
Intelligent API defense n
° ° Cloud Armor
D o Pag Web apps & APIs hosted
| DDoS and web attack ((J om athien cloyels
defense on global edge
° ° reCAPTCHA Enterprise
agd i3]
Advanced bot &
fraud detection Web apps & APIs hosted
° ° on-premises
o =

[M® Google Cloud WAAPYJ1—-23>7—F79Fv (% : Google Cloud, Better protect your web apps
and APIs against threats and fraud with Google Cloud)]

[BARZ7 R —40iwER /2 B (Accidental Cloud Data Disclosure / Disclosure) (37357 RRiE
OEREOATEET —FEEBAMRB(CLOTHEET D, VILFITRPL/\ ATV RIS RTHEREN TLSY-E
ADZETFY REOEF1UTBIREME T U TRy M-+ YT AMe R U L& IR TE (LT — DR
BNBIEIEIN S, 0T, U39 R —EER D (C(FHBMABR B (LU 70 ReF 1T BE RUVERE
BRL. TR L AMEZRAMEL TR ®10&572Cloud DLPRETT —ADFRNZIHIL. KR
BROWEZIVETHD,
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Organization @ Company

O

E DeptY ‘ E Dept Z
|
l L

§ Dev Prod Analytics | Test
Srojces Project ’ Project ‘ E Project ' ‘ E Project

Folders E DeptX

| |

! !
BigQuery ( . ‘ ( "
Data @ Low @ @High ‘ @ @ Moderate

\

Automatic DLP across your entire BigQuery footprint to understand your sensitive data risk

[K® Cloud DLP{EFRIZEAI (2% : Google Cloud, Cloud Data Loss Prevention)]

(7357 MRIFHT —5RH8(Cloud Storage Data Exfiltration) |(PRIEMEEEE E I RICIT B[ Ty >

(Phishing) 1ot F 1T 7 —FF7 0 F v EIRICT B[ U T3/ F1— 2 IREE (Supply Chain Attack) IH5%
9%, V5V REFIVTAT —FFTIFvRANF D RZBIUIE L TET =B > T O NIV D TERE

I 3RREMEN DD 5Y MR (CRE{ LN T —FRRBRAR UM ST NI IGEH B2 S 2 E

b,

F—RRICLZITIEER

$4.50 $4.35
$4.30
$4.10
$3.90
$3.70
§3.50 53.62
$3.30
$3.10
$2.90
$2.70
$2.50

2016 2017 2018 2019 2020 2021 2022

(M@ F-9mRICLZFEHEREN (2% : IBM, 202267 —RBERLR-H)]

(H@]DIBMOLR— ML DE20205F 05202 1F (T —FImRERN 38675 RILN5B424 75 RILIIEANL.
20224 (C(343575 RIVICEENUT . 26 MFIE RN 2. 7%ENFT2ETHHN, 0T OFZETUE-b
D= Ih K CE TEBRNMER UM INE(CLDT —IRBEF VT2 T > MREEUIZD THS, 18D
THENUE- N -IET —FRBREOEEBBEBENHDENT TED. BICEERERHECEERMBEF
WHBERTTED . BANICIOFTUINTET SHIHENFEEL TISD R TIMIIRIEEN 5L TT - Y15
RIMRICSL DRTREL2022F LU (CHF Rty (BN T L FPIRIBE T AT S,
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2) J539REFIVT1EBRL : @ 1YISDIEARKRVYIMNIIT D4tEIEm

[ZE2 TRV INII7EFE(Insecure Software Development) &l S AT L/ESS 4 (System
Vulnerabilities) J(SDLCEESEL TWD, VI RI1Y EICRA T 355 (Weakness)ERESS 14
(Vulnerabilities) 2 EI2URVEEHN BT+ 1T BRESISETT, 0T YINIIPHTSAFI—>
OREAEDIHC YT NI TTEF 1T A8 RUEF1UT1 7Y T T — FNOBERZVEZ BN DD

[Y—RIC—F4)Y -2+ 1UF1f2BR (Unsecure Third Party Resources)(F2TOYINITTHS54
FI-—INFEERIFT A—T>Y—-AVINIITROAPL, A1>H-J1—R. IL—LD-IRETYINIITHIE
KR REENDZFF DI, BESTENRAETREHFTRIMED NG —-EUTEBATES. TDI2s. YIRII 7Y
TAFI—>0tF1)7158{EDIzHCSBOM(Software Bill of Materia)RETYI NI 7R EZRDIE
BAEDHERNNE T D,

CVSS Severity Distribution Over Time

This visualization is a simple graph which shows the distribution of vulnerabilities by severity over time. The choice of LOW, MEDIUM and
HIGH is based upon the CVSS V2 Base score. For more information on how this data was constructed please see the NVD CVSS page .

20,000/
Low
£ ||
2
=

(M® tTF+1UT/MEssIHEEMHET (2% © NIST, CVSS Severity Distribution Over Time)]

(& ®)(E7XUANIST(National Institute of Standards and Technology)h5FEUILEF1U7T1
eSS 4R 2 BRIBULERN THd. VINII7EUEMENNTDIETYIMIT7HESEIEEEML TVSIEN
MR TED. VTIRNDEITTA > IZDA -T2V - ZERMENL TS, H—EXZEBRL TS —EBY T~
DI7ISERENTVEA-TOY-R(F0S. T—9R—A, WEB/WAS. JL—AT—IRESHRRFARICHEKR
FRETA-T Y- LB FIVTABREEEBIL TS,

VYINII7EF 1T AR EDTDICEYT M TV BEFRIAM O TOCARUY —Ib. A RBRERBEZH;

I BENSIEFES. SSDLC(Secure Software Development Life Cycle)zEIRI 3/z6(C(EY T
D17DEKREIA, DT, 55T EROBRHINTEFERIDIREEETA M ETH D,
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Cybercrime Expected To
Skyrocket in the Coming Years

Estimated cost of cybercrime worldwide
(in trillion U.S. dollars) 23.82

20.74
17.65
14.57
5 — 11.50
2.95 I I I
086 116

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027

e}

As of November 2022. Data shown is using current exchange rates.

Sources: Statista Technology Market Outlook,
National Cyber Security Organizations, FBI, IMF

(KO H4AN\-IEFREINREE (&% : statista, Cybercrime Expected To Skyrocket in Coming Years)]

(H@]D&LS(CStatistan SFERULERICL B EFBMOEITHFAR R R UVERBER LD TN -IRED

EESRMEMEIN TV, BIFBAERDLZECICLDUE— NI —IDILENFVPN, RDPREVE— NI RIRIE
DIBMNTABBS AT ACPIEATE B REL TEBRAINAIRE NS, Flo. ERZIREY A
N=INENMENNT DL TILEARE. O3 7 REGAN-EDEBNIENNTI ST RO EARENKED, T18
gE#B% / /\wh— / APT(Organized Crime / Hackers / APT (L2950 ReF1 )T BRIEZEEN
Ehnanr.

N TERELIN AN -E(ISHIE T Bed(IARN BT IV T AREZENL T DENET
%o FHRBRY\> 71> (Threat Hunting) To3J RA> IO AR ZFEIRL. OSINT
IntelligenceR DL TR T 1UT AR R OIBENNE TH S,

SETCSARBEDISIRIE 1—-T42J DF 1T BRUEEARDY—RER DU RIFITTROT
FAVT4A>3FT O MEILITIRCF IVTA BRI ST B35 ECDVWTARTHLS,
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03. BRBHIDITNSH#575Y MF1UT HEIFOE BRI

1) 759 MeF1UF1 R RV BB ERRMEEZRITT SHOEEBIA

959 RBROEF1UT11> 37 NERINSEH U4 DO EF1UT BRI~ TI5Y RERO 1Y
FAEBEEZRANTHED. 59 MEF1UT( S BIBAREEARAE MBI, —EBEAIENZLS(CH
ABNVERICHTY REF 1T AR R USRS SRR RORIRAEY 59 NEENSE I FEAEL TV,

2022F7B7YV>OS3)\y bOFRERENTIOE PENI —ZEBAN PR S TSR T 2T -5
3TBHMEBICRRSN. MESHIBE O EERUHSRESSIBRREDIEE A#IBIREZFINT
Wz, RU2022810ANXA70YIMEIFIRAN —ZEERIENTAZUre BlobZ M —2) Uy MR
ENTERSTEDEECEIT 3T —InimEeEns.

FANS, WORKERS, OTHER WEBSITES COMPROVISED (o) [ )
SERVICE hod v -
All potentially exposed to ransomware and phishing r— r—
h rope’s Amazon -

because of a major breach in Sega Europ [ [ ] L
cloud
' A SEGA EUROPE EMPLOYEES
v4 .
" —
——
- —
EC2 SERVER
: : INSTANCES
. IS
]
w ]
COMPROMISED CDN’S
AND WEBSITES CLOUDFRONT
DISTRIBUTIONS
= B
. . MOTIVATI ACKER
= *k: > WITH SE ROPE'S
* PUBLICLY AVAILABLE
COMPROMISED AMAZON CLOUD

MAILCHIMP AP — CREDENTIALS S$3 BUCKETS

(K@ SEGA EuropeZ379RtE+1)7/HE551 (% : VPNoverview.com, SEGA Europe Thoroughly
Scrutinizes its Cloud Security)]

SEGADT37 RF 1T 1BFIDINSI57 FeF1UTRR RV EBEE EIE AL oRIER, 2L TE
F1)F DD DEBEIACOVWTFBICTANTHELD SEGATZTREFIIFT11>2S T2 MIARBIIC
TOEATEBAWS S3/)\y MCREHE > THEE D7 A IV MRIFSN T 3EN 7 I LA TEB ROz, 254D
Ny NET =77 ARMEIEENTESRA BRF—EEIREANZ TN TV TENMN B EZ FELIR
BRI TEBNHRENFELELRD LD, TFIVTA123T > MIRTOCADRESFIEENZ D,

(O] DIES FUAZ R DLEHE3E T Ty MARFEN TV F—EEI&ERAT 77 AN BRI sE R RiREN S
3. )\ry ME#RZF)FHLTCDN(Content Delivery Network)EEE I 2EXIII 7RI Y ADIT DR
N EIREICRD, Ffo. RSN EISSEAZ{EA I 2LEMRY 35— bR MailChimpigEZFIAL
JZAPIIRZEN'EIRE(CR .

AWS S30/\7y MBRKZAICE D EFIUTAA 2T MIFEERTI TREL TWS, O TERITREHR.
BIREDOIAPMIEfAB TRIEN 5| S IEN B7zsh/ Uy M TE R (SIE AR ERTIREL TRTFEN
T —ACdo T RARBEZEREI 2 EDBERNME THD. . 1227 Y MHISRUBHTORDHICIN
oy bOF VT RETIEROEFEEPOU LT IEAOEZS TN ETHD.
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fDTTEELTES3/ Y MRIFENTT — 92 iESEITBIETHD. AWS SIEEFSLHEEERT IAIL M
(CIHEERDCBOTVBIes, RIFENT —H(CL o THESILEROE BN E THD. BSILET —55RFHU
HMNCER(E - ZEMOIESEF TERIDREN DD, FKRIMTATYIZERL TRy NI —IRUI RRA
> RDIX(E - ZEOTF1)T1ZHE T 2NENHD.

2) 959 K7 - EHIRRLOLHDERBEIR

959 RF ~FIERMRICL D> ST MBAIFAPIREE O+ U7 5/ AR GBI RIS 5B RE
RENBIEEN TV TT —FIBIRMRICIENS. BIMEF 1T 1 EE THBCloudSEKDFERICLS3E3,207
BO7TIOHRT230ENRIEBHEIL 7> S v 4 DEREARLTNT, Y199~ 7HIY MOBRNTES
RIRBIC OB B IIREMEN B DLRRUIZ. TNIFYA Y5 —APINRREN BTN 7 TUNBRAENMIE TH
B3I, APTEIRRECBEANRAEIDHE. T YBERERICENBE RN DI ARNBBHILLNZ
3.

API Vulnerability Paths

Key:

Q 6 Unsecured AP Keys
o E Cloud Services in repositories and storage
Hard-coded API Keys
Website/Single in Applications

Page Application

o
2] g o

Mobile App ————

© AP Logic Flaws

Q@ snified API Calls

(K@ APIMESSIERRES (2% : Gartner)]

GartnerNSFERUZKD] DLIICAPITHA I eSS POWEBENII—-(FZARTHDILD. WIS EEHE
FRRCERRBRDEBNIVETHSD. Gartner(FAPIAESS 4/ (A HICIEEDAPIEIRMETSE
2025F FTHBEHOIEAYI—EUTEBRAINZEES U, oo APIIREZITIGT DI (FAPIRE
BEREN' RNV 23> OB AR VT F IV IO E M ZFEIz,

Elasticsearcht— D EZRCLZRBETIERURWVT —IDTRE I OBREEZEEL TS,
Elasticsearch®{EFHZEMENNT B E TRIE> TSNS — NOEENT —FIRBICEN B ENFEEE
([CRRD. 75T REF VT HNF DA VIO E SR8 U,

TAUHOKXFERIFHRS 1L THhdCapital OneDBHIIAEIEEICL DT —FREOEMRMEZEOTULD. IR

BEUTB B NSSRF(Server Side Request Forgery)DRfEss 4= EAUTAWSHY - N\ZIREL. 19145
ZOURESES I8 COIRITO R ERNERINT,

Copyright (© Cyberfortress, Inc. 2020. All rights reserved 13- ,(z} CngI'FDI'tI'ESS



Analysis Report J3UNRIBEOEF1)T14>2 7> MEFINSHDIFIETTE

SSRFIEE(S—AZEYICHMEBN S ERIC P 7 E AN TERVIRIATIIRE ThHeSS 2 Y —/NICH —){RERDY) —
A FRVIIA M HE AL TUITOIE THD. SSRFMESSIEFIRTERR R RIEENITTNEITL TV S
OFFFAICE RBBELELTBIL TV, 75T RTEB—/UY - (CF 277 AHERZHIBRL Tz+1Y
TAZBRIETBDICEARRTITENMFIET DN V5T RREOY —EXFHEVRY NI - I TENOTVSIH
SSRFIREE(CETHMETS THh D,

(M@](EMIT Sloanh53rUIzCapital OneDIXERNEITHD. FIWEE(FEZILDIHICTorry
ND—DH—-E2% AL TR IR %K H 5. BEfFCapital OneldSSRFIZEZBHTZHICWAF(Web
Application Firwal)E31)74RUS —ZEZTEURN ., RIESIEHBRkERTE CIREN AT BN o, EE
AWS EC2A YAV AAIT AT 2 BBEZME AL TOFERSINTYNTT —IDTIEANTEN,

Private
infrastructure

EC2
Metadata
service

169.254.169.254
(1) Hide access

(2)
Q SSRF Query EC2 with

<% TOR " L P full access
VPN service l 1AM Role

Misconfigured
ModSecurity WAF

(4) http://169.254.169.254 /iam/security-credencials
{
AccessKeyld: “<access key>",
SecretAccessKey: “<secret key>",
}

(5) “Is” command to list existing buckets

(3) Trick WAF to relay commands to Metadata service

AWS S3
Buckets

(6) “sync” d to copy confidential data from buckets I

[K® Capital OnedERNK (&% : Cybersecurity at MIT Sloan, A Case Study of the Capital One
Data Breach)]

Capital Oneq >35> NEAIIEIERE DBEL TE> THERENTEWAFICER (>S5 RT3, LU
SSRFAESBIEIFS D57 REFRICE SHSIENL T BRI THB. BB HBE THS. ]
23 HiCapital One%5RICSSRFE N TETER ($Capital OneDAWS(AEESHA > 2T ANTF—4
AT E THBIMDSY 1EERL TWB 8 T, IMDSV1(EX97—FURLICIHLTGETUSIA N, X
7 —HDIERHENEET. CNEFAL CEBEREWE AN TED, Mo THIETEZELLT
IMDSV2%EAUEAHERV., [HB]0LS5(CIMDSV2EGETUS I M3 3R1ICPUTUS I N Token%
F47U T, Token&FIAL TGETUIIA MEXIT —IDURLTEIST B1z8h, SSRFLE(CIHIS TES.,
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Application Instance

Metadata Service

running on EC2

HTTP verb: PUT

Request Header: X-aws-ec2-metadata-token-ttl-seconds
—
>

Respanse Containing Session Token (STOKEN)

a
Ty

HTTP verb: GET/HEAD
Request Header: X-aws-ec2-metadata-token: STOKEN

\ 4

Subsequent Metadata Request

(M® IMDSc2ty>ariiin (% : medium.com, AWS Enhances Metadata Service Security with IMDSv2)]

Flz. ATHEICHT I BAIRFEZRUE(CEHBL . HEPNBIXRIESNBVIIA M2 TIAINI ) S BEE—D DRI
T3EC12 % URLICHUTIEFFIVAMEERTEL . W EIRURLOHFF RIS 27575095, BINCI-Y-HA
HURURLZAREEL . BRRURLTHSNMETRL CRHESTZURLZAEIELIED1—Y - A D UIZURLZ ik
Y—) S TR E(OXET DT R R ITL2HER T3,

3) 127FHERRVGYI M7 18R Db DEEEIR
J0FCEBIEMERUVVE— M) —JIRIBOVLEIE R ZEDT D RBITRET SR ILR{EEN TY I b
D17 DEHEERFEBRICIIRICENTZ. CNOBHINLogdjA—T>Y—2¢ESolarWindsOY T 5AF1—>
WETHD. — DDOBHNFAKRERIREICIROTSBOMEMIN DY I MNIT 7 DIER B R (CRE T X IEHRNE
BHeN32LD, Y7514 F1— 2 BEBELENSSCM(Supply Chain Management)Dt+1UF1DE

BMNERCRT,
 ATka
Malware dll files ononon-
:‘- ----------------- -,“ C2 IS Connected
: DLLI : T
: ffmpeg.dll =
: :
’ > : l Encrypted data (C&C server)
3CX MSI  3CXDesktopApp.exe : T

installer . -
: ' : {0011
e — W,—O
« d3dcompiler_47.dll = ﬁ
. . Shellcode Downloaded ico file

: from Github

‘ssssEEEEEEEEEEEEEE A4

(@ 3CXBTF1F1—>WindowsERIBEKERNX]
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RIF(CEIZIREBEDIP PBXS AT AZRM I 2HMEIZT1ZI —323>Y)1-323> Thd3CXHIT T34
FI—2WEEZ I, (K@]DOWindowsIRIEDOIE RN ZH#DEMSITPA )L CEET ()21 > A M=)
UTz#&. [3CXDesktopApp.exel J7/ I &ZE1T7LU CREDLLI 7/ IILZ0— K93, [ffmpeg.dil (&
[d3dcompiler_47.dII1T7 LD >D— RENTT —H %z 5 HEVSHEREZ ERITI . 11— KT —H%
FA-RI3L. ST I—RMFTEL. XBUICTFTEI BN DI 7EETEIE . HEZOTIIIT(EHI> 05—
BgEZ EHEL TGithubh\Sicod7/ IV &AI>0—RF 3 icoT7AIUCFEBRC/RCH - ND7 RLANA >
J-RENTHFEI 3.

LD ORERTTEEL CIRIE3CXEB (ST REEAE ZRITI 2F TICARDY I MIT 7 THDHPWA
PIVT =23 A DDIER S 285 ICH AU, IBANICAESS 1 CwF I EIZHY, 3CX Hosted/StartUP
HZFBIROIMIGEES L RAT AT Y- R ERERUA S TV ARBOME &35/ - a7y
T-MWMETHS. £z, [RIB])DLS(CGoogle Chromehs(EVIRIT7EF1UFT(SEBAEZEINICLT
3CX MSIA Y ZR=)LIPA IV NS> 0— RTERVESICH G,

o 3cXCallFlowDesig....exe is dangerous,

o 3CXCallFlowDesig....exe is dangerous,
so Chrome has blocked it.

Discard A~ Discard

so Chrome has blocked it.

(K® Chrome®3CX MSIAYAM=ITOJ5L0ERT (2% : 3CX, Chrome blocks latest 3CX MSI installer)]

SolarWindsRU3CXDEIBHYT A F1 -V IREN ZEERELRVESICERFRAIREF1UT38bR
FZIBEIBUENKETHD. HIEOEE AN HIONBEL TERERIBIEH— 2D RICIED. FIe.
AREEKERNENCYY>0—- RENTERIEAEREINZY I M1 7 RS -ER 3T+ 17/ (CHESSIRRR
(CRDEIREIEN DD, COLIICITIREN U KRB RFEEEBVBR THD, A-T>Y-ARUY T4
FI->OTF1UTAHRSSIED AR B ICHEREN D,
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4) YA N\-JEFEBI DT DEEFEIR
B U IBTRE) W+ > EUADIEE R A5 | SHFABNL TV TRE DI 51 F - DS TBRREBRRRN. &
. ZRAILORSOABEERVSV Y LAVITREGER THN, L EI5I R - E22BALT
(RABBEOVA 2T RU T3 VI BERESHRIEFEEF> TERRUEEL BRI TS,

80

70

60

50

40
30
20 I
10
ans 2fE m B

2021%12H 2022%F1AH 2022%2H 202243H

o

B HAN-HENRRPY-RE sxyhNI-IRE e F-SIRREFI\YES)

(K@ 2021F128UEOO>7H4//)\-EE8) (&% . Microsoft, An overview of Russia's cyberattack
activity in Ukraine)]

(K®](E0754 7037 DEFEEOH AN —TEBN I IAN MR IEDTHD. 0> 7#F(E2022
F2R(IEFH>TURIOS 7OBA N -IRENE: 4 EITEIN T2 BICRRIBEX LN R TE S, AEEN
e AN -IREEME(IC L DL AN -IRE R UY—ILETE (Tooling and Reconnaissance) | Tr/t
AZHERU CBERMREBATTZLT GEINMICRY NI =079 XTI 2y ND—JIREE (Actions on
Network) 1Z4T0\. TS, ERNICEEEBMRESHOBEN T-IRmBRT) v )
(Data Exfil/Destruction) |OEENFEELUI,

Pipelines Profile
[Elfeel-
Sharara-Mellitah +
Wafa - Mellitah).pdf

A NP = X
PDF - “WWW
Receives encoded loader and
Drops and | ROKRAT payload
onens OneDrive
1
- g ——" - g
- I -
ZI p N K Comrilnicates
projects in Libya.zip Pipelines Profile powershell.exe 230130.bat powershell.exe
iEIfeeI
a-Mellitah + L

wala Mellllah] Ink A
Www

CAC - pCloud
and Yandex
Cloud

(K@ LNKI74ZFIFAUIZROKRATYILIIY (&% : TheHackerNews, North Korea's ScarCruft Deploys
RokRAT Malware via LNK File Infection Chains)]
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LB (L (K@ ] DLSICLNKT 74 )L TROKRAT R IV T 7% BEMU TLWBERNISN TLVS. LNKI7A )L
PDF74 >0 E3ICHAEEL TOWTEM/ D —> 1)L (powershel ) 1YY RIYEEN T3, e (FIE 5 PDF
TPANTI-H-2ZEFNU. RIVTRIPAITRIEITRZERY 3. R/ D->DUA>T-Ranfz
F=A%AI>0—-RU. HEZOT -2 TOCR(A > 17330 U1, IREUIZIEHR=ZI 5T RS —E2%F
UTEEDY-NIOXET S, COLIRFHRIIBAPT(Advanced Persistent Threat)IRZE(FH5TR
B-CREEEREITH. I-H-DFENMVETHD.

ZDEI)\WE T EREAPTIREE (XIS BIedIC(E. AT ADTF 1T 7y T— Ne TEERRIICZEREL .
fESs I BB ARUEMN (TITOINEN DD, Y AT ATF 1TSS IENMFFA(CIEINL TOWT) W) EiRE

APTIREE(IZDLIBRZFIALTHREIB LD THD. T, s8R/ AD— RRUTPIEAHH TS AT A
ZIREITBDLOLEE Chd. INZF AT IEMET —I2IFERENSRETES,

Catfishing Pretexting Phishing, Vishing,
Spear Phishing

Qe

(' scareware ) Tailgating, Water Holing Quid Pro Quo
Piggybacking

@

[M® V-3IvII>SZ7IIF0iESE (5% : seon.io, What Are Social Engineering Attacks?
Techniques & Protection)])
APTIREE (L [KB® ] DLICEARRTTEDY -y IS =7 I #ita RIS 2 LIS (LTSI S
CENEETHD. WIS I DR EEOTF IV HENREEE THEOTF1UT(RHEEH TR
A=)OIITR-SDICERIDLINCT D, £z, ZERBEREE (Multi-factor Authentication, MFA)%Z{&EH
LTREBOT7 N NERNSOBRZRS T EN TED. TDMICHIRZ BFTE>H DN, APTIRE(
F1UF1FRHZEIE T D ENROAE THZ.

) W EUROBEE (FE THIFITON o)., (RS ARINETEEFIFAL TREERSLEU.
SIGURIFNERS RV, 1T EBEZ FHRIAREIL. 7T T —hNIBILEEBE TINORDICREEE
TFIVFHEHBERRI — 23> FAMREDEF VT AT ATV MRS HEZHRVEL TSI EN
Hd. FERADTF1ITBEACEL CRITOMSS I IREY -V 2R Te+a1UT4V) 123> % F A
U, BURBARFEE R Z T DEN'EE TH D,
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04. :i&IC

SETIIVRCFIVFA2ST O MBIV RRIBOTF IUTA BRRET ST ECOVWTHRRTHIZ, I37
RADIATHARIEILENTIZI REF VT 11227 > NI 2R E BT USRI ST BN AR DTz,
AN -IRE(FFNRENCREL. ) \WF I Y- E AR TEEBRMIICRO TS, fEOT. i
RT3 RIRIBAS(EE TOI - -2 ERUBVRIBIEBRZFIRICI [ O AN —F7IFv
(Zero Trust Architecture) IE7 LA EN DD,

A=T2Y=REBTFAF 12U TERRRT —T 1 T7 NIT I 2B EMENNL TV SR TEARIIRII IS
TIEQERLEEEBI B ARNER THD. V57 MNRIRIIRBNIRY N —JERIRE)Y — AR T BT
BRUCSAENPIV. BIfFOFRY N —1ER/ PR 00F1)71 5T MRIRICETERIERTHILD. BE
BN 2P AN -IRZE (I ET DI (FIENNBIREBE NN E THSD . CDLIICCSADISTROBERLETF1
VT4 227 BRI TIIIRRROTF 1T BRZRMESE RN ER THD.

05. Z2E&H

1) https://cloudsecurityalliance.org/press-releases/2022/06/07/cloud-security-alliance-
s-top-threats-to-cloud-computing-pandemic-11-report-finds-traditional-cloud-security-
issues-becoming-less-concerning/

2) https://www.ibm.com/kr-ko/reports/data-breach

3) https://nvd.nist.gov/general/visualizations/vulnerability-visualizations/cvss-severity-
distribution-over-time

4) https://www.statista.com/chart/28878/expected-cost-of-cybercrime-until-2027/

5) https://vpnoverview.com/news/sega-europe-security-report/

6) https://web.mit.edu/smadnick/www/wp/2020-16.pdf

7) https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-
metadata-service.html

8) https://asec.ahnlab.com/ko/50965/

9) https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4Vwwd

10) https://thehackernews.com/2023/05/north-koreas-scarcruft-deploys-rokrat.html

11) https://www.imperva.com/learn/application-security/social-engineering-attack/
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