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1BERINE (Information Gathering) 43.0% -
27 LHfEEE M (System Vulnerability) 25.7% -
WebBfE55 1% (Web Vulnerability) 19.7% -
RIE7HtZA(Unauthorized access) 9.4% -
Y17 (Malware) 1.8% -

&R (Information Exposure) 0.4% -
DoSIXZE (Denial of service attack) 0.1% -
EERR4N(Anomaly Detection) 0.0% -
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02. AIRKESSTHETOP10

2023F06HDARAESSHETOP10ZMERUIZFESER. Command Injection, Application Vulnerability
(PHPUNIt)IENFRTZICTOP10(CEZL . AR RIEMEMMBENNUIZCEN R TET, 1F(C. Netlink
GPON Router Remote Code ExecutionIXEH#H 40045V BNILIZCEN SR TET,

HR’(%) | k®
1 Web Vulnerability Scanner(Zgrab) 16.1% -
2 MVPower DVR Shell Unauthenticated Command Execution 9.0% -
3 Netlink GPON Router Remote Code Execution 7.8% A3
4 SIP Vulnerability Scanner(Sipvicious) 7.8% Al
5 S AT LITAIINT I RHEH 7.1% v2
6 phpMyAdminY>IIAR-S79ER 6.5% A3
7 SQL Injection 3.9% v3
8 Command Injection 2.9% NEW
9 Application Vulnerability(PHPUnit) 2.9% NEW
10 Network Scanner(masscan) 2.9% v2

Total Threats In SOC

Network Scanner(masscan) I 2.9%
Application Vulnerability(PHPUnNit) I 2 9%
Command Injection I 2 9%
SQL Injection N 3.9%
phpMyAdminB>TIA-S7C2 I 6 .5%
SAFLTPAINTICZ &S] I 7 1%
SIP Vulnerability Scanner(Sipvicious) NN 7.8%
Netlink GPON Router Remote Code Execution NN 7.8%
MVPower DVR Shell Unauthenticated: - I 0.0%
Web Vulnerability Scanner(Zgrab) I 16.1%
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2023F06BICDVWTTOP10ZFERUILHER , 7 AUNEA VR AFUX RAYOKZEERMENNL, —F5 R E

DOIMBDLER(ERMAD ULz, F5(CT7 ANEREDIRZLERNEDETHIA47 5% BV THEDREH <50 VE
EHTNBTENFEERTEN,

X FEROFREZSE(CUILITAIA=-)I0TF 1T 2N D OB ZHER L F T,
Wz © JwsuaMP 0 B KA
74.84.150.2 US  SIP Vulnerability Scanner(Sipvicious)

1

2 109.237.98.226 GB  2AFLITAINTIERHEAN

3 211.43.13.222 KR  Apache Log4j RCE(CVE-2021-44228)
4 109.237.97.180 GB  SATLIFANTIERIEAN

5 152.89.196.144 RU  Application Vulnerability(PHPUniIt)

6 45.155.91.59 PL  SIP Vulnerability Scanner(Sipvicious)
7 74.84.150.62 US  SIP Vulnerability Scanner(Sipvicious)
8 45.134.144.6 US  SIP Vulnerability Scanner(Sipvicious)
9 83.97.73.89 RU  Mobilelron RCE(CVE-2020-15505)
10 185.224.128.29 NL  SIP Vulnerability Scanner(Sipvicious)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

R4y I 6.3%
AFUZ I 6.4%

1>F I 10.6%

FE I 19.1%
A 57 .6%

Rank Source IP Country Rank Source IP Country
1 152.89.196.54 NL 6 51.159.93.171 FR
2 95.214.55.244 PL 7 80.66.77.239 TF
3 109.237.97.180 GB 8 192.142.226.5 TH
4 109.237.98.226 GB 9 152.89.196.222 NL
5 79.124.59.170 BG 10 69.174.102.18 us
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Web Vulnerability Web Vulnerability Scanner(Zgrab)(d. Webt—/{DERER—SPFRI /53X, SFajan T
Scanner(Zgrab) BLUWebR—=, SAEADRIR—NRE, MESSI4ERD OFEZHIMTI Bz EREIN 3.

MVPower DVR Shell @ HTTPUJIXMLIEG ZRR(CI—H—hXole ADEOBRNERENFTTDIITHNT UE—F
Unauthenticated WEENWebA>29—J1—ADI¥'shell¥’ 1 774 ) 2FIFAI 2 ETITIOXXFFOHHSEED

Command Execution | YZXFAIVYRHEITTETELICHS,

Netlink GPON Router Netlink GPONJL—4ATHRRENAEFHELL T, 9-5v R RUADE(C
Remote Code /boaform/admin/formPingXX=5% A JIU TR FEZE:E I B 8EENSH 5. CORESS
MEBERAL. SRAEN TURVIREENIRERNSUE—NTIVY REEIT. BEOHD I7AIVETY

Execution FO—R93 BRENTIRECH S,

SIPVicious(ESIP(A >4 —%y MESE SO ML) EEDOVOIPEEERY - THIH. WBE(CILTE
SIP Vulnerability HENTW3, 12492y NIEENDTUBVOIP, PBX(EBEEIIRIATL)EIRUIE#. Brute Force
Scanner(SIpVICIOUS) & _CTjJ'j/ I\EHX&U.B %uﬁé’?bjb\)jb%uﬁéﬁ(h %nﬁ%b\cjtnﬁﬁ%unﬁa_é EE(L_
User-Agent methodICFriendly-Scannert>SIPViciousOXFHIMERIN T, WEWHRH

VOIP, PBXS XFATEFRVEE . IRE(CWH I 2B, .

SATLITTAI Directory TraversalDiESSEREEFIRL. [/etc/passwd ¥l *.conf /.env REDERIE
TIEAEE WESOEBRIATL I71UT IR %513,
phpMyAdmin(ZMySQLZWebt —/\TEIEI ZEI(CTPHP TR SNIeA—T Y —RY -
phpMyAdmin THhd. MySQLY =\ Z M RICHETTHEZ R DI T—IN—ZDVERR/HIBR. T—TILOVER/HIFR.
YO IWR-2 14—V ROER/BIFR. SQLXORITRE, 1EMREFIAUILERMAERITICLDIEN PIREL B,
A ZOMESFMENMFIES BIBE. phpMyAdmindscript/setup.phpI7/IUIC *?" 5IEE(ERLT

EROBEBERAL, AT LG HERITTES,

SQL InjectionIXZE(ED1 I R—THB5E 5 2Union, SelectiREVIVUTHERINZXFEH %I«
SQL Injection WA SRS LCANENIABEN TUERENZHBEFKELDD. REEFIDBICENOTVSTH
] > MY FO TVSIERRAI THR 2 B IUEBRAL TREFINLIBIROEUS. 1E1E. HIBRKRUS R
FTLTIERTR ENEIEETHD.
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Command Injection : U3%. CORMESSHENFIET BIHE . MEENIATAICEIZEIN MEETESD. J7(OFE
A920-R, EATRETBIEENRET D8N DD,

PHPUNIitlZ 1=y ;A NIL—AD—5T/phpunit/src/Util/PHP/eval-stdin.php 71 JUTFIES

Application N
- . BHEEEEEFIRUTIE-NERDI—RIEITTED. WEE(I<?phpDXXFFINSIAEBHTTP
Vulnerability(PHPUNIt) POSTF — 4 TEREDPHPI— RARITTE S,
Network RYRNI =BG A S O IEN TEBmasscan Tindo. NMAPEZLSIEN N RS LUIETCP/IP
Scanner(masscan) StackZzfERAUTGRENICHERMN THD.
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alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"IGRSS.8.06186 Malware, Ransomware, CryptoLocker, A Network
Trojan was detected"; flow:to_server,established; urilen:5,norm;
content:"/home"; depth:5; nocase; http_uri; content:"|F4 BO BO 08 D1 8B BE
1F 03 FB EC 16 CE BO 08 70 B4 61 CA 8D 50 37|"; fast_pattern:only;
http_client_body; sid:806186;)

10

05H 28

SRARMmE

A B TER

CryptoLocker MalwareDxy NJ—2i@8{E%1&509
ZRS—

59

Malware, Ransomware,
CryptoLocker

alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"IGRSS.10.06187
SERVER-WEBAPP, Zoho, ManageEngine, CVE-2021-43319, Web Application
Attack"; flow:to_server,established;
content:"/client/api/json/ncmsettings/pingCheck"; fast_pattern:only; nocase;
content:"IPADDRESS"; nocase; content:"Content-Disposition"; nocase;
pcre:"/name¥s* =¥s*[¥x22¥x27]?IPADDRESS((?!N--).)*?[¥r¥n]{2,}((?!--
). )*?([¥x60¥x3b¥x7c¥x26¥x23] | [¥x3c¥x3e¥x24]¥x28)/sim"; sid:1006187;)

Zoho ManageEngine®AfEs5 14 T&H3CVE-2021-
433192FBRAUIN YR O TIS a3 BB ZIRAT
Y U2

SERVER-WEBAPP, Zoho,
ManageEngine, CVE-
2021-43319

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any
(msg:"IGRSS.8.06194 Malware, Downloader, Agent, A Network Trojan was
detected"; flow:to_client,established; file_data; content:"powershell";
depth:10; nocase; content:"$update=|27|windows|27|"; nocase;
content:"$command=|27|run|27|"; nocase;
content:"$url=$scheme+$command+|27|.mocky.io/|27|"; fast_pattern:only;
sid:806194;)

PowershellZ{#f93Downloader Agentd=xyhk
D-DBERRANT RIS —

Malware, Downloader,
Agent

alert tcp $EXTERNAL_NET any -> $HOME_NET
[1099,6099,7001,$HTTP_PORTS] (msg:"IGRSS.2.06195 SERVER-OTHER,
JAVA, CommonsCollection, CVE-2018-15381, Attempted User Privilege Gain";
flow:to_server,established; content:"|AC ED 00 05|"; content:"getRuntime";
distance:0; content:"java.lang.Class"; within:50; content:"invoke";
distance:90; sid:206195;)

JAVA CommonsCollection54J3UDMEESE THD
CVE-2018-15381%#BAULT — ¥ BEFI{LINEE
HRENT RS —

SERVER-OTHER, JAVA,
CommonsCollection,
CVE-2018-15381
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