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1BERINE (Information Gathering) 41.7% -
27 LHfEEE M (System Vulnerability) 25.4% -
WebBfE55 1% (Web Vulnerability) 20.8% -
AIEF7ItZ(Unauthorized access) 10.0% -
Y17 (Malware) 1.5% -

&R (Information Exposure) 0.3% -
DoSIXZE (Denial of service attack) 0.1% -
EERR4N(Anomaly Detection) 0.0% -

2023F07 A D BMAE B UK
R EARORESFTHERLLEARTH
1.15fFCE0ENL. 2AROKEFEN
Ehurz.

D55, EHRINECRAT2IREFEA
FERTHI4504FFEE ML CniEWeb
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Fle. WebHEs5 4 (CBE T 2IREE (LT AL R 0.3%
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ThinkPHP Remote Code Execution
Vulnerability REMH4#IENNC LD EDIE
LHEERTES,
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02. AIRKESSTHETOP10

2023%F07HOR RIS IETOP10Z EERLILHER . Apache Log4j RCE(CVE-2021-44228),
Network Scanner(Nmap), ThinkPHP Remote Code Execution Vulnerability, Wordpresst> 7L
R=TTPICRAENFRIZICTOPLOCEIGZ L, AR BRIEAEMENUIENRESRTE, FF . Web
Vulnerability Scanner(Zgrab)IE4#h2 104CHVEINUILCEN IR TSN,

HR’(%) | k®
1 Web Vulnerability Scanner(Zgrab) 16.0% -
2 SATLITAINT 2 AHEH 8.3% A3
3 SIP Vulnerability Scanner(Sipvicious) 8.2% Al
4 Netlink GPON Router Remote Code Execution 6.2% vl
5 phpMyAdminY> FIR-S7IER 5.7% Al
6 MVPower DVR Shell Unauthenticated Command Execution 5.6% v4
7 Apache Log4j RCE(CVE-2021-44228) 4.4% NEW
8 Network Scanner(Nmap) 3.4% NEW
9 ThinkPHP Remote Code Execution Vulnerability 3.0% NEW
10 Wordpresst>FIAR—-ST7ItR 2.8% NEW

Total Threats In SOC

WordpressH>TIAR—-STH40Z I 2.8%
ThinkPHP Remote Code Execution Vulnerability I 3.0%
Network Scanner(Nmap) I 3.4%
Apache Log4j RCE(CVE-2021-44228) I 4.4%
MVPower DVR Shell Unauthenticated:-- I 5.6%
phpMyAdminB> T AR-ST7HCZ I 5.7%
Netlink GPON Router Remote Code Execution NN 6.2%
SIP Vulnerability Scanner(Sipvicious) N 8.2%
SAFLT7ANT A& R 8.3 %
Web Vulnerability Scanner(Zgrab) I 16.0%
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03. BRI 5YVUAMPF RLATOP 10
2023F07RIOVTTOP10ZFERUIAER R YEARTERREOIRELLEMENL, —F5 7 AIDERE.

Y ROWBOLER(IFA UL, F5HTT A DEREDIRELERNENETHI46.1% SV TIREDFFF 535
WEESHTWBTENETRTER,

X FEEORZSZEICULITAIA—NATF 1T HEERN S OERTZ IR L F T,
Wz © JwsuaMP 0 B KA
45.134.144.57 US  SIP Vulnerability Scanner(Sipvicious)

1

2 83.97.73.89 DE %r;gc_:g%%n)'\bra Collaboration Suite autodiscover XXE(CVE-
3 109.237.97.180 GB  SATLITANTIZARA]

4 95.214.27.51 NL  SRFLI7AIIVTIEREAN

5 193.35.18.177 NL  Application Vulnerability(PHPUniIt)

6 192.227.196.131 US  SIP Vulnerability Scanner(Sipvicious)

7 109.237.98.226 GB  SATLITANTIZRIEH

8 195.90.116.158 FR  Command Injection

9 45.134.144.113 US  SIP Vulnerability Scanner(Sipvicious)

10 45.155.91.84 PL  SIP Vulnerability Scanner(Sipvicious)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

12K N 8.2%
AFERE I 8.4%
Ry N 8.7%
FE I 18.9%
77— 55 9%

Rank Source IP Country Rank Source IP Country
1 45.134.144.57 us 6 192.227.196.131 us
2 83.97.73.89 DE 7 109.237.98.226 GB
3 109.237.97.180 GB 8 195.90.116.158 FR
4 95.214.27.51 NL 9 45.134.144.113 us
5 193.35.18.177 NL 10 45.155.91.84 PL
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TEEHERVLET,
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Web Vulnerability Web Vulnerability Scanner(Zgrab)(d. Webt—/{DERER—SPFRI /53X, SFajan T
Scanner(Zgrab) BLUWebR—=, SAEADRIR—NRE, MESSI4ERD OFEZHIMTI Bz EREIN 3.

AT LI Directory TraversalDiEsSIHEREEFIFL. [/etc/passwd ¥l *.conf /.envIREDIERRIE
VAL T} BESOFEBERIATL TPAIITIEA%ZET 3.

SIPVicious(&SIP(4 >4 —3w NBFETORIIL) B DVOIPERY -V THaN . WEH(CLOTE
SIP Vulnerability ﬁﬁéﬁ’t(b\éo 25— *WL‘(L%{:D‘DTM%VOIP PBX (ARSI AT 1) 2R UI#&. Brute Force
Scanner(Sipvicious) WETINYY MR VEREEES I I ABEES(CEEAMNI TREEFET 2, FIC
User-Agent method(CFriendly-Scannerf®SIPViciousOX ZFIMEREIN T, WETHRH

VoIP, PBXS AT ATIHRBE. EICX T 2BIIEERL, .

Netlink GPON Router Netlink GPONJL—9TFRR2NTEISIEEL T, 9—5yb7 RLADE(C

Remote Code /boaform/admin/formPingX =52 A DU CEREEFIEZIE:R T 2 I 5EMEN®DD. CDRESS
Execution 42 BAL. BREEEN TOVRVWIREENRERNMSUE - NTCIVY REEIT. BEOHD I7AINVETY
TO-R93 BRENTIRECLRD.
phpMyAdmin(ZMySQLEWebt—/ I TEIES SEICTPHP TSN A —T >V — 2=l
phpMyAdmin THhd. MySQLY —/\Z X RICHETTHEZ R DI T—IN—ZDVERR/HIBR. T—TILOVER/HIBR.
Yo INR-2

J4—=IVROAERL/HEIBR. SQLXDZEITRE. HERZFIFAUEIRHE %ﬁ(uﬁélﬂ ENEIEEL D,
7R ZOMESFMENMFIES BIBE. phpMyAdmindscript/setup.phpId7/IUIC *?° BIEE(ERLT
EEOREEIBAL, SATLAGDEERITTES,

MVPower DVR Shell @ HTTPUJIZ MRS ZBRICTI—H—hEole ADEOBRNERENFTEDICITHhNS . UE—b
Unauthenticated WEENMWeb/>A-J1—-AD¥'shell¥’ | D71 ) 2FIFH I BETIIIOXFHNOHHNSEED
Command Execution @ JXFAINYRHIEITTERLICRS,

Apache Log4j

TEIL<EREN TLW3Java logging library®Apache Log4izFIFL TIREE (IR, -/
RCE(CVE-2021-44228)

[CHUTUE— M- REITHTES,

Network REMLNetwork ScanV—JLT. IP Scan&Port ScanDELEEN D, Y NT—JRESS 42Ty —
Scanner(Nmap) WELTERZNANREENSBRAIN TIREY-IILELTERENS.

ThinkPHP Remote Code ThinkPHPORESS R SXFE I TARBEY) A MNO—SHISACFNEEINT)E-—RI-R =
TN TEIMITIETHD. ¥ think ¥ *I522FEVHUTHESERATS 1 MN U TIRE E(ME
Execution Vulnerability BOPHPI— RRUS A7 LIV RIRITTES.

Wordpress 3> FILR—2 ‘Wordpress®O4 1 >_R—STHdI wp-login.php, wp-admin.php, wp-config.php {8 >
VAP

IR=SCPTERFT AN MCER-SOBEZHER I DLDDTIEATH D,
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06 1A DR, VeeamBackup&#ZiEBAZER AT M. MS SharePoint(CVE-2023-29357).
MOVEit Transfer(CVE-2023-34362)RE(C3 9 340> —hicfaan iz,
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alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any
(msg:"IGRSS.28.06202 Veeam Backup, Misc activity";
flow:to_client,established; file_data; content:"Veeam Backup and Replication";
fast_pattern:only; content:".SqglServerName"; nocase; content:"SELECT";
nocase; content:"FROM"; nocase; content:".[dbo].[Credentials]"; nocase;
sid:2806202;)
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Veeam Backup Server&1&:EBRZEARIVT MY
>0-RAHERINT RIS —

59

Veeam Backup

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06205 SERVER-WEBAPP, Microsoft, SharePoint, CVE-2023-
29357, Attempted Administrator Privilege Gain"; flow:to_server,established;
content:"Authorization|3A|"; nocase; http_header; content:"Bearer";
within:500; http_header; base64_decode:bytes 100,0ffset 1,relative;
base64_data; content:"|22|alg|22]|"; nocase; content:"|22|none|22]|";
within:50; nocase; content:"/_vti_bin/"; fast_pattern:only; http_uri;
sid:106205;)

Microsoft SharePoint®AfES5 4 TérSCVE-2023-
29357%EAUIOAUthFREBE R # & 1R51 9 2R

33—

SERVER-WEBAPP,
Microsoft, SharePoint,
CVE-2023-29357

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.10.06206 SERVER-
WEBAPP, MOVEit, Transfer, CVE-2023-34362, Web Application Attack";
flow:to_server,established; content:"moveitisapi.dll"; fast_pattern:only;
http_uri; content:"action=m2"; nocase; http_uri; content:"x-silock-
transaction"; nocase; http_header; content:"X-siLock-Transaction";
distance:0; nocase; http_header; content:"folder_add_by_path"; nocase;
http_header; content:"session_setvars"; nocase; http_header; sid:1006206;)

MOVEit Transfer®if5514# Tdr3CVE-2023-
34362%BALLY—/VRAIOUIIZMIDT F LA E
AN ZRY~

SERVER-WEBAPP,
MOVEit, Transfer, CVE-
2023-34362

alert tcp any $HTTP_PORTS -> any any (msg:"IGRSS.8.06221 Malware,
Backdoor, MovelTShell, A Network Trojan was detected";
flow:to_client,established; content:"X-siLock-Comment"; fast_pattern:only;
http_header; sid:806221;)

MovelTShellDxy hD—BERREN T HRUS —

Malware, Backdoor,
MovelTShell
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