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1BFRUNE (Information Gathering) 14.6% v2
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2023 08H DA XRAESSHTOP10ZHERUIAESR. A PUT method Detection, GPON Router
Vulnerability, Method(Connect), LB/BL Router Command Injection(CVE-2023-26801)IXEH
FTICTOP10ICEIBL . 2ARRIRIREMAEMEIUICENHESR TS, $(C. PUT method DetectionIE
#7810, 0004 BVBEINLIZCENTEER T ET,
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1 PUT method Detection 49.8% NEW
2 MVPower DVR Shell Unauthenticated Command Execution 8.8% A4
3 GPON Router Vulnerability 7.7% NEW
4 Web Vulnerability Scanner(Zgrab) 6.0% v3
5 SIP Vulnerability Scanner(Sipvicious) 3.1% A2
6 ThinkPHP Remote Code Execution Vulnerability 2.8% A3
7 Netlink GPON Router Remote Code Execution 2.6% v3
8 Method(Connect) 1.5% NEW
9 Network Scanner(Nmap) 1.5% vi
10 LB/BL Router Command Injection(CVE-2023-26801) 1.2% NEW

Total Threats In SOC

LB/BL Router Command Injection(CVE-2023----0 1.2%
Network Scanner(Nmap) B 1.5%
Method(Connect) B 1.5%
Netlink GPON Router Remote Code Execution M 2.6%
ThinkPHP Remote Code Execution Vulnerability Il 2.8%
SIP Vulnerability Scanner(Sipvicious) Il 3.1%
Web Vulnerability Scanner(Zgrab) Il 6.0%
GPON Router Vulnerability Il 7.7%
MVPower DVR Shell Unauthenticated:-- Il 8.8%
PUT method Detection I 49.8%
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Wz © JwsuaMP 0 B KA
137.74.19.132 NL  SIP Vulnerability Scanner(Sipvicious)

1

2 45.93.16.217 US  SIP Vulnerability Scanner(Sipvicious)

3 45.134.144.113 US  SIP Vulnerability Scanner(Sipvicious)

4 84.54.51.12 NL  Method(Connect)

5 137.74.19.133 NL  SIP Vulnerability Scanner(Sipvicious)

6 213.109.202.66 RU (Sé/\r;gfg(r)125r119b6r;30():ollaboratlon Suite autodiscover XXE
7 45.155.91.249 PL  SIP Vulnerability Scanner(Sipvicious)

8 45.128.232.176 NL  Method(Connect)

9 195.90.116.158 FR  Command Injection

10 109.206.242.25 US  PHP-CGI Vulnerability (CVE-2012-1823)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

Ry I 5.4%

12K NN 5.7%

FE I 14.4%
AU 33.5%
ISTh . 41.0%

Rank Source IP Country Rank Source IP Country
1 137.74.19.132 NL 6 213.109.202.66 RU
2 45.93.16.217 us 7 45.155.91.249 PL
3 45.134.144.113 us 8 45.128.232.176 NL
4 84.54.51.12 NL 9 195.90.116.158 FR
5 137.74.19.133 NL 10 109.206.242.25 us
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alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGRSS.2.06225
Apple, Safari, CVE-2022-22620, Attempted User Privilege Gain";
flow:to_server,established; file_data; content:"history.pushState";
fast_pattern; content:"location"; within:50; content:"|23|"; within:50;
content:"|2E|focus"; distance:0; content:"|2E|onblur"; distance:0;
content:"history.replaceState"; within:100; content:"setTimeout"; distance:0;
content:"history.back"; within:100; sid:206225;)
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SafariJ SUHOCVE-2022-22620/35 142 BFAL
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59

Apple, Safari, CVE-2022-
22620

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06228 SERVER-WEBAPP, Zoho, ManageEngine, CVE-2022-
28219, Web Application Attack"; flow:to_server,established;
content:"/cewolf"; fast_pattern:only; http_uri; content:"img"; nocase;
http_client_body; content:"Content-Disposition"; nocase; http_client_body;
pcre:"/name¥s* =¥s*[¥x22¥x27]2img((?!"--).) *?¥x2e¥x2e[ ¥x2f¥x5c]/Pims";
sid:1006228;)

Zoho ManageEngineDifas514 T3 CVE-2022-
28219%BAULUE— M- REITEEARA T DR
:/_

SERVER-WEBAPP, Zoho,
ManageEngine, CVE-
2022-28219

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06236 MS, Exchange, CVE-2021-26858, Web Application
Attack"; flow:to_server,established; content:"/mapi/emsmdb";
fast_pattern:only; http_uri; content:"X-RequestType: Execute"; nocase;
http_header; content:"|00 00 04 00|"; depth:4; offset:8; http_client_body;
content:"|2D|"; within:1; distance:6; http_client_body; content:"JScript";
distance:0; nocase; http_client_body; content:"eval(Request["; distance:0;
nocase; http_client_body; sid:1006236;)

MS Exchange®CVE-2021-26858k&5514% &
URRUE—N1— REFTIRERARA T DR —

MS, Exchange, CVE-
2021-26858

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.06238 SERVER-WEBAPP, SolarView, CVE-2022-29303,
Attempted User Privilege Gain"; flow:to_server,established;
content:"/conf_mail.php"; fast_pattern:only; http_uri; content:"address";
nocase; http_cookie;

pcre:"/mail(¥x5f| %(25)?5f)address=[ " ¥x3b¥r¥n]*?([¥x60¥x7c¥x23]|%(25)?(
60|3b|7c|23|26]0a)|([¥x3c¥x3e¥x24]|%(25)?(3c|3e|24))(¥x28|%(25)?28))/
Ci"; sid:206238;)

SolarView®DCVE-2022-29303&55 4= BALLY
E- M- RETREZRINT DRI~

SERVER-WEBAPP,
SolarView, CVE-2022-
29303

Copyright (© Cyberfortress, Inc. 2020. All rights reserved 6-

4C CyberFortress



	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6

