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1BERINE (Information Gathering) 41.2% A2
WebBfEg514(Web Vulnerability) 26.6% vl
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AIE7JtA(Unauthorized access) 4.4% -
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EERAI(Anomaly Detection) 0.2% Al
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(%)
1 Web Vulnerability Scanner(Zgrab) 14.2%
2 SIP Vulnerability Scanner(Sipvicious) 8.1%
3 MVPower DVR Shell Unauthenticated Command Execution 7.1%
4 ThinkPHP Remote Code Execution Vulnerability 6.3%
5 Method(Connect) 4.7%
6 Netlink GPON Router Remote Code Execution 4.5%
7 GPON Router Vulnerability 4.3%
8 Network Scanner(Nmap) 4.1%
9 Mirai Botnet 3.4%
10 phpMyAdminB>FIR-STHt R 3.4%
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Total Threats In SOC

phpMyAdmint>IIAR-S7€2 I 3.4%
Mirai Botnet NN 3.4%
Network Scanner(Nmap) I 4.1%
GPON Router Vulnerability I 4.3%
Netlink GPON Router Remote Code Execution NI 4.5%
Method(Connect) I 4.7%
ThinkPHP Remote Code Execution Vulnerability NN 6.3%
MVPower DVR Shell Unauthenticated--- NN 7.1%
SIP Vulnerability Scanner(Sipvicious) N 8.1%

Web Vulnerability Scanner(Zgrab) I————— 14.2%
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Application Vulnerability(PHPUnit)

Method(Connect)

SIP Vulnerability Scanner(Sipvicious)
SIP Vulnerability Scanner(Sipvicious)
SIP Vulnerability Scanner(Sipvicious)
SIP Vulnerability Scanner(Sipvicious)
Web Vulnerability Scanner(Zgrab)
SIP Vulnerability Scanner(Sipvicious)
SIP Vulnerability Scanner(Sipvicious)

Netlink GPON Router Remote Code Execution

Total Countries

SAKZEIP, ERIBOFFHTOP10ORKRULEER

I>J I 6.8%

Ry I 7.4%
AEEEE I 3.3%

FE e 20.3%

X 7 . 1%

Rank Source IP Country Rank Source IP Country
1 137.74.19.132 NL 6 213.109.202.66 RU
2 45.93.16.217 us 7 45.155.91.249 PL
3 45.134.144.113 us 8 45.128.232.176 NL
4 84.54.51.12 NL 9 195.90.116.158 FR
5 137.74.19.133 NL 10 109.206.242.25 us
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Connect Method%zFIFIUTHTTP TLS(Transport Layer Security) b>R®RU> I (ERERCTH
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06255 SERVER-WEBAPP, MOVEit, Transfer, CVE-2023-
34362, Web Application Attack"; flow:to_server,established;
content:"/MOVEItISAPL.dII"; fast_pattern:only; http_uri; content:"action=m2";
nocase; http_uri; content:"X-siLock-SessVar"; nocase; http_header;
pcre:"/~X-siLock-
SessVar[M¥r¥n]*?([¥x27¥x22¥x3b¥x23¥x28]|%(25)?(27]22|3b|23|28) | (¥x2f
|%(25)?2f)(¥x2a|%(25)?2a) | (¥x2d|%(25)?2d){2})/Him"; sid:1006255;)

6,228
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MOVEit Transfer®ifg§514 TadCVE-2023-
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33—
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SERVER-WEBAPP,
MOVEit, Transfer, CVE-
2023-34362

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"IGRSS.8.06257 Malware, CNC, QuiteRAT, A Network Trojan was
detected"; flow:to_server,established; content:"/resource/main/rawmail.php";
fast_pattern:only; http_uri; content:"mailid"; nocase; http_uri;
content:"action"; nocase; http_uri; content:"param"; nocase; http_uri;
content:"session"; nocase; http_uri; sid:806257;)

QuiteRATZAEMalwaredry N —JBEZREN TS
RUS—

Malware, CNC, QuiteRAT

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"IGRSS.8.06260 Malware, CNC, Lazarus, A Network Trojan was
detected"; flow:to_server,established; content:"/boards/boardindex.php";
fast_pattern:only; http_uri; content:"plan="; nocase; http_uri;
content:"page="; nocase; http_uri; sid:806260;)

LazarusZf@EMalwareD®y NJ—iBE&IRAN T R
13—

Malware, CNC, Lazarus

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGRSS.2.06264
FILE-OTHER, htmlunit, CVE-2023-26119, Attempted User Privilege Gain";
flow:to_server,established; file_data; content:"<xsl:stylesheet";
fast_pattern:only; content:"java.lang.Runtime"; nocase; content:":exec(";
nocase; content:":getRuntime()"; nocase; content:"<xsl:value-of"; nocase;
sid:206264;)

htmlunitAfEs§14T<&2CVE-2023-26119%FB AL
l21-Y—1ER LR R IR —

FILE-OTHER, htmlunit,
CVE-2023-26119
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