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Analysis
Re p O rt . Bi—bMF—(Gartner)®20234

FIUFERINT - 1IN
01. i—h—DONAT - YL IWIONT

HRARIY —FHRETHZ - — (Gartner) "BEFRKIZ/\1T- 5144l (Hype Cycle) EF)
ZEAULR= N, ITDEFCIERL TOBRTOAN R (O TEEINEHRTHD, MO, B
N>~ (Vendor) PEEOBRLFZHEVTRBIREZITINETIIRV. BHOVII-332PY-EX
D7 Xy MRBE(CFEDCEIFEELL BAIFTREETER, 2O, BELERBEIFEDONR S —PY
Ya1—2aY(Cfm5d . HIIRIRIIIZNB XY N T Ay N iBIE T eI PI T REOENZSE
([CFRIBENDD.

PEGBMOBBRECAZIIDIO-/LIDYI T2 EZELLTE ARNCTOA b (Deloitte) .
IvF>—-T7OR-H2IZ— (McKinsey & Company) . RANIHYILT1>45)—T (Boston
Consulting Group) RENHD. CNBOEZEFIIATTEMEI DIV T T REDY —E2Z L TLBH,
ITHEFTRAFTH — M — DT Eme ZHRREM(C TDREFRIORIE L TERAL TV,

A= =M 2RENRSERICE. )\ AT Y1) (Hype Cycle) . ¥YSv4-J7R5> K (Magic
Quadrant) . Fiti0—RYwr (Emerging Technology Roadmap, ETR) RENHD. TDHT,
AT - BADIUF1995F(CH — " —DRANTBAUBEET, FfCERZ S T AR Cnd. Nl
MIZOEREOZLZFENICRTY -V THY. BELLLEL TRAOE/CRLZE FRIUL. IRIECHL
TEEINESEMZEIREZFER I DD,

B— M —h1RETIRRNB3IDD5ER

MNT-BLI) - IR EIS I 2 ST EHACRE Y 2% CHFRIIC IO TSERRS(COII T BRI LICL B HATS
(Hype Cycle)  fEZ/\AT-BAOIWESINI->TORIRUIL S LR

ISV IFRSYE - THi5(Market)[CEAEADRESERT. BHHCHUTEORY I N3V 1—3a> > THIBOED
(Magic Quadrant) {IBICH3NERETURDLEL—F BRI DER

FET0— Ry’

(Emerging - PECERZEDEIA AR CLLCHD2D075EHm AT - D140 ID9T - JT7 R N & TRIR
Technology B (R ATREIR AR N S TR NG BB SIEAZRE S DRCER I 2575
Roadmap)

(AKRD fH—-M-MREIIREKRORIDOSGER (5% 1 1JI-T-1RL—33V)]
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H=hF=D)\ AT - BAINET N EEIRT L. FHAMOBIBEEN 2RI IIRMFEB DA ITEREE, X
T4V OEIR, ZUTAROBREIBEFFIEHEDED. FldnSEiFe KE LE2LBMZ RN SN
—HEBITHBD. TDE KERCIOTAT AP ERROERNRHA L. —EDTIBI AR SN DEBUHEBRA

BE, MBI (CEOEIMNTHIBICE R T 2BIEZRIET I THD.

AT HAILDTI\AT (Hype) JRIEERITEXRITTENUIEVOREKRT, /AT - HAIILETEERE
HICBLVDERTY, )\ (T AV OEZROPT, 1#dl (Time) (IRAMTORFEZRS 85 12 BIRU.

fitdh (Expectations) (FritEh'efiicxdL CHakl BARHE 123K T,

TUT. )\ AT - BA ) OERERIIF AT (T T B TIZORAFE MM AR FAL TOGBIEERL. H— M —(EC
NZESDOEEPECX LTS BRFSFTIAMMNENU _ENDERRE (32BAHA. Innovation Trigger) . IR

(CHTBMTICX I 2RISR FERI (CARU TTERI(CET 2E:ME  (R1THA. Peak of Inflated

Expectations) . Z0&(CHFAMICKT I 2EIRNTERZIELE . REROEIRNKAN T DERRE (S1mER.
Trough of Disillusionment) | &=&5& ol —EBOEAMTIIIHRRFAEFEICAD ([El{EHA. Slope of
Enlightenment) . &#&M(CEIEHAZEBX TA SR ARR(CE R I 2ERRE (ZEHA. Plateau

of Productivity) %#%3&H—MF—hHEREEL TS,

Peak of Inflated
Expectations

Expectations

Plateau of
Productivity

Innovation Trough of
Trigger Disillusionment
Time
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N IY1 )L (Hype Cycle) D5DDERHS

ZREAEA
(Innovation Trigger)

%ﬁﬁ’aﬁb‘?h‘vlb‘?oﬁﬂl’é
—ESPEEREARA (Innovation Trigger) (&, ZEERVESHTSEE SN BIFHAT, #IHAOIEL
AR TORESNAHT 1 7 DBE Ve 5 KERPEZHE 9 . COERPE Tl FITERbEniEmE
TR, EARMEHEESERASN TL VR MRRE TS, SULHERNIE FHih 71k
TIMHFRAEZZ 3 JEENN. ARRNELREIS DEPE T, THSOIHS LEECHEDN. =BRIC
(FFEmRH—EREL CHIFRTRERER DS Tl

RiTHA
(Peak of Inflated
Expectations)

o9 RECIIEFEICRRL THERISE T e
o ESPEOAMTER (Peak of Inflated Expectations) 1Tl #IHADAT(T7ERE(CLD. BTN
%ﬁﬂt%(@iﬁf(%{’iﬂb\iﬁéﬂ REROEFNIER ToE AR IE S .. COEPE T —
(ST SRS ZE HIDANISE A2, ORI GEI DL TR S
1’7"]73“1%'2\ ZADIPEE(PIR 2 EEBCRSTARHACA S, COERPETIE. ASRDEREHHSIRD
BERIDEBEIESA TS IEN—HHI T, SERRIREARRIIEGI RSN TL V5,

b2
(Through of
Disillusionment)

O T R TEREBEU R, FRSROERDVRCIRBEEHS
o ZESPE0STHER (Trough of Disillusionment) 1T, Z<XDEEREIRILASERL. BiF
(TFEZBNRMATICLDEIROYESR SN Zi5EIA1E T, COERRS T, B bastafzE
RIRERRBEUZI TN KT DN, E&Fkolc AN HEE e E DIz CR
GROE)_ RIS ETEREIC DR FHEMNFIN 2.

El1EHA
(Slope of
Enlightenment)

HETR O ERDISHTDHRFAERSI OEA I BERE
+  [UESPEEHERR (Slope of Enlightenment) (CHULYT, ?%:ﬁib‘fr?%([t‘b)&:ﬁ(l%']%ﬁ%ﬁtB@“
INEOWTOEMAIRBSFINLND, TR EEARNNERE S . CORPE Tl 2-3tH RN
DJ—ZEN., ZADEZENEHINEIZ—FC. ﬁ#ﬂﬁ@mﬁ(iﬁ@*&bﬂﬁimﬂizx’i
HEFL TS,

ZEH
(Plateau of
Productivity)

[EHERAEER TSI BTh AR HER SN SEPE
« DFEPEOZER] (Plateau of Productivity) Tld. SAfiOSREROFIRNSEESN. HH0E
BB, TORANEEN I SIEMOENTUES B, Fo. BEREDEFOIRETET
i S SIDDEAENFET SN, FAMOIRL S ER I BREM D B 5D,

[AK@ )\1TH1U)L(Hype Cycle)D5DDERS (5% : Gartner, B : 1JIL—1—-RL—>3>)]

H=hF =)\ A T FEAROFEREFEZ DL ENSHTHIS TORMFERPECLZERICEIET S
FTOBIEEZRIETINTHD. COET IV, RO BN TIROBAMHER IR 2 58T SRICRTI O,
B EFOFEAMN) A THA VWA TEMIE(CECEBEN, BEHICEIET 3EFTOPNERHEINRENS
ZET. INBOFAMOIRA IS EEBEZIRAFL . FTEIT DDA,

Plateau willbereached: O <2yrs. O 2-5yrs. @ 5-10yrs. A >10yrs, 0 Obsolete before plateau

(ANQ ZERAEMEICRIZET 2 TAREEN 265/ (Plateau will be reached) (Z% : Gartner)]
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02. 2023FF1VFTERNTY1 I

CDIIRIATHAIINETIEZRICUTZ, H——(Z7H208(12023FF1)7 &R/ \ A 9101
(Hype Cycle for Security Operations, 2023) 1ZF&RU. ZOHICE24DB A N—-tF1UT1 D EF
DORAMHNEFENTLS,

Hype Cycle for Security Operations, 2023

Digital Forensics and
Incident Response
il Nk vt s / > Breach and Attack Simulation
Identity Threat Detection and Response () XDR
Penetration Testing as a Service
2
CAASM
(=]
= CPS Security ¢
<C|  Automated Penetration Testing SEM V“'“"ab"“YA\“e“f“e"‘
5 and Red Teaming Technology () Digital Risk Protection Services —___
w Endpoint Detection
al and Response,
tnl () Managed SEM Services
Exposure Management
Automated Security
Contiol Assasament - Vulnerability Prioritization
Technology
NOR
|_ Threat Intelligence
8 Products and Services
. OT Security
Generative Cybersecurity Al MDR Services i
SOAR
Cybersecur ity
Mesh Architecture
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger E D Enlfightenment Productivity
TIME
Plateau willbereached: O <2yrs. O 2-5yrs. @ 5-10yrs. A >10yrs.  ® Obsolete before plateau

Gartner.

{AX® Hype Cycle for Security Operations, 2023 (&% : Gartner)]

A== 332U ER) A THAIIR— N T—&SE(CtF 1UT R UEREIR(Security and Risk
Management, SRM)U—=5—-HZ{t 3 2 F 1T/ IRIB(CTIIET DD\ A THALIIUCSFNTLS 1L
itz B(CESRABIRICE Mz BV CEBR(O0— RV OBRNIUELLEX . ROADDEZRZSFEIN
EEEEALz,

SRMU—Y—FRIAZOBIROEEEHR

FFH RN EE TR (Continuous Threat Exposure Management, CTEM) S DSEERNWE

1

2 ESRABEI S I 5 U RAIS USSR B aehE
3 o YRR RO WDFFHEOIDEEN LA L

4 TEFRIERIAE) R UNSHimR L AR AN\~ AV B

(ARG SRMU-F-HBERINEOHIENEEES (&5 : Gartner. B : /I —1-KRL—33>]
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02-1. 2023FEFIVFIERI\ATYALIIICEFNTVS

ZUT A—bMr—(32023Ft+1)5 18R/ A THA)USRESN G (TF1UTERRMTRUY -
EX) MENIUEEREICHS BRSSO (A5, IT/OTS AT A 739RI-I0-R 7TV
T—23> BLUZDMOBEZ AN -INENSRE TS ILZARAL AR, TF1UT(URIER

(SRM) OY—4—(HBBFENEAMEERLTEF1UTER (SecOps) DOHEEZRILL. 1RIFETES
JEAER U,

O ZRBAH(Innovation Trigger)EEB&ICEEN TV SH%4T(101E)

=5 RE
HAN—tF 1T A 17 -F579Fv (CSMA) (&, sRtTF1U74
Cybersecurity ORI % 6] SE3T=sbDEUL 7 O—F T, A8k EIRER a1l
Mesh FElHEERE T BT REIEL TS, CO7JO0—F 3. HBaRaIRE T L
Architecture TeEFaUTHEZA . TR, BLUGTEHIRSEA IR, thoige
(CSMA) RIS FUS T RETIF > A%, FEEDIDE/ I Uwh%sE AU
LRI RN B EHR A RIRE CI 2B T,
HERELHA)(—t2E1U7AL (Generative Cybersecurity AL) (3 /Sy
Generative DFASTFAR-NREATA A ITI RS —EZTIRHURD, T2 E18(
ST SA-IT-AHREUIED, SWI—S1 NAREL Tt o sRe 52 EL
Al TN 2N TED, EMELHAIN—tF 1T AEERT 2L T BEHFED
-0 %L, RO TR 1T AR OSROKEE T — AN
T\ BN T8I S BN RIRE Tovd.
BEENLrF1UEiEEME (ASCA) JOERBLUTH/05—(E, vy
Automated (D (1 : T KA NG, F9RT—I TP (792 -, D, S~ b
S itv Control 154, TFITAIBEREIUANI NEEE) DERolSEFEDDFHLY
S esocrmant (EIFCEEAR LT, DT T REEENET S,
Sngsc 2 ASCA, I TURFATY—IL Tod N TrA 7oA~ IDEEBARAIIIIE,
FYNT=TH1UT RIS —EIR, J5TRA S ISOEISEIRRE. ot
F T EROHEH R CVBIBEEHD.
EHEIE (EM) (& AESUSEAIN DO —BURIRIT RS HEL. $E#D
E TIRNEEEDT RIS R TEBLI(CT Blen—ED IO
xposure REFH O~ HED,
Ma“?g;')“e"t EMid. S3(CHiA T BUCET TS 2R ONEE I TR+
DIFERICHUVT, BROBLZUZ NI, BFIBATE DT, FEETD
RERBU TR AE =R,
H—Nr—3 BN RN 23> 7 ANSLUYRF— LAOWERENY. #Ef%
Automated MDEEE#AL T, B ERE ARG I AN (BRI =R g L
Penetration ZREERAL TL VB,
Testing and Red ZADREE. RS T R RIc S BN RS CDHINEDTANE
Teaming SHHL TL VR,
Technology BaEMEMENNT 2L, SHEFEEOS SH DRI THN. MBS
HYEHESN. B IR SRR DS ERA M T ENATRE D,
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CPS Security
(Cyber-Physical
Systems)

HANHBEES 2T (CPS) H1UT4(3, YRR REAREERL.

R, L Sl Ry NT—F2 0 BIUDHTETREES DTS-

N AT LTS,

CPSIC(S, EEERE>RT LA (ICS) /EERFMHE LUFT —HUNE
(SCADA) . ERa#HitT (OT) « A>A—Rybh-AT-3>HZ (IoT) RE

naIns.

CPStA1 7413, FIFIIENNT BBRUERU. CPSHEZENDRTEL T

B0 W AETTH TS 2SI ARIET S BBV Tovd.

Cyber Asset
Attack Surface
Management
(CAASM)

AN -EEIREREEIE (CAASM) (& TF1UTF—LNEEDT]
R RO R TERLIN R E T B,

CAASMIZ, TR B—— BIURMMOEEZSOEREDIL T
SAVHATOREC. EEDRIT ST D,

TNSEDUVT, TF U5 F — MFIRTOTIHIERENSZF1 Sl
OE. TFIUFRAN Y — BLUEEDELREARL. tF1U71
IRARECAE TEBIERED.

Penetration
Testing as a
Service
(PTaaS)

PB—ERBIRRN —2a>F AN (PTaaS) Y-t 1 )/7Aessi4%z
FRU ABIESBIDOY TR TE ATV ERWNRAN —3 327 A
PTaaSI3ESSIHARIE T MW —2 A7+ 1 71T ANEA#TEL, TANER
OIANEAbLGEEm) b SIURESTIEDIREIRE 2RI 5. TNICL
D, #B TR My — DR A EESRER TES.

Identity Threat
Detection and
Response
(ITDR)

IDA>IFRETBLIIFEICEETHD. 7TV MUEEIND, 18
PRABROGRIESNID, IDA>TShYEEEINSE. IREEENS AT Lahilil
TEBRIREN D,

BreBRIRAIBLUIL (ITDR) (& IDA>ISEMEIRENARET D
Y= )WAZNTFTFARBEEETTEF Trd. NICKD, BEVSERESIS
IR, EIREDRREEDL. SFESFOIBADKEE WL, BT
UUEENERZLHESE 2L alEE 13D,

External Attack
Surface
Management
(EASM)

SHEPEEREEIE (EASM) (& A>A—FRyNIEHN TV ERDE
FEES AT BELUENIBHET SFEHETEHSURCERT DIl s
NZIOER, i, BIUERY L%,

EASMIE, A>A—RyNTHERISN TVWVSEREZ#R I DT T, FERE
NIAESSIEEENICREET SBRIESTIRIZERE S DDA, B
795 —(CEREUTOS A R DT 9 BRESSURIES 2fEfRIFEHR
(SIS

[AX®@ ZRIBEERPECEFNTVSEA (BF -~ — BigAk 1 17 -0-RL—33>)]

O #4THA(Peak of Inflated Expectations)(cEFN TL3HkL4T(31E)

X5

Digital Forensics
and Incident
Response
(DFIR)

RE

TINTA VIR 7 NI (DFIR) (3, BERHYETERVRE
FAFAREIIHLTERLIC, ZAENICH—EREIREET S,
DFIRY—ER(Z. ARHIEREESNEiE. SEVER. FREh. T7 KR
Bb. BEFROREUREOERNS, B> 7> NGEE e FiHH
HOBEITHN R L RIS E T, DFIR(E. fBf#D1> 27>
Nfhs (Inddent Response, IR) FHEICEIFIEEHFaIF LT
WY,

Extended
Detection and
Response
(XDR)

HBRSNVARKIR U (XDR) (& FrESnce+as1225>
HESUBEBH SN UIIEHEEETRAL T8,

XDRI(&. PIBPEAMONEIERNSL, #R N 1—> 3 BRI BIhlC
WNERAPYIOETZHIRTE, B —DOFRREEPEIDTIES SIS AT
I&BU T, TH1UTIERCRE Y SR AR HI S DDA LD,

Breach and
Attack
Simulation
(BAS)

ERNMUEES L33 (BAS) $%itva{EmL T, Ml HAmmSE°
T—SmRREDBRNI I~ S BRI T ANz BB EL. T+
TAREBOHES RV TR CED.

BASOZHICLD. #EfIABRLRICL D TFL ST AREEDE VRARIEL. &
[EESHSN TV S a1 T N\DIRE RSB B il CE 501735,

(ARG TATHERMECSIN TV (BE  Hi—h—, Bigk : /7 —-3-KL—23>)]
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O LiAMA(Trough of Disillusionment)EEFSICEFN TL3 1T (61E)

x5

Digital Risk
Protection
Services
(DRPS)

AE

TIH)fEPRREET LA (DRPS) (375> MREE. SE3EEPREHMER U
BFBRINFER TESIICU GHBISNIZBRI T I 2Rdti A ita et
I EDRGFEEY—EX

D&M~ AANIREITI (Web), 5~ (Dark Web), 71—
17 (Deep Web). SNSBRA S SRIRITE ML (ERLEECHY
SRENRBEEHRRIL. BEYTAE. RV ERYeE I S
VIO IR B R SER

Managed SIEM
Services

BRI BR UM AR NETE(Managed SIEM)HS—ER (3454
7> NESIEM 21— 3 D UE— NEIE R U= TG R R it
KR RAERNSSIEMAE AL TLVBHY, ChashERIICERY 2E(CRD
TUWBEEN DS

Managed SIEMISAREIT 7 Y/Lil— NOVER R USEEE . X7 A 2
)7 RIRE O I BRI LS C R AT S iRta B Rt

Vulnerability
Prioritization
Technology
(VPT)

eSS BETERII(VPT 31> TSR —A PHRMREL
ZAEFRL CEARHESS I FE— MUY Y — 2 B — (TS (RS LU (B
IMEIE/AEFDESN C— BRSNS 2757E I SRR EESN T
USSR HERSSIRSERA (R

T2 T NRUSER BN B ko T DB THFIEY
INESSI IR S e SRS B VPT 1~ #54RA

MDR Services
(Managed
Detection and
Response)

(FEALDRERH S B2 ERT S —(SOC)HEREEIBEEL. =
1TIBIDDIY A FEIAIATRIE

COL SRR DN CEFREURKA U HIS(MDR)S—E (41718
RRtZ>5—(SOCHRER Fe— TR

TN THE S BRSO CHUERIARAT, D7, SEEL. BEENEIIC
HEETRE

SOAR
(Security
Orchestration,
Automation and

H—N—FeF 1T BRI BE V) 1—3(SOAR) EA > F7 >~
e, A—TAN =S RUBEENE. BRA>TIS T A(T) EIRHLEE
BE—I 1S AGEEUN1—2A  TES

SOARY—JUIZZER CE2ARR 1 UT(ERT 5 —(SOC) U LEFFR
F1' 5B (SecOps YEAZEAISEA TE, SOARTEAUA> ST

e EEELIHSNICRIEL (LB
SRR OT) IS PR, 7. TR A NEEEE=S
S — AR 2 EARATS BHWRUSWHESENS
e OTEES IR \— BRI 11— S T Bt oo T—
N Rasa BSER Ry NI R DY — AT — B0 1 (T

MERAEEZ AR DTS b
KA~ M —FOTEF M CPS DT I CEFN TSR

(ARG LBARFECSINTVSRAM (BE : i—hF—, Bk : 1JI—-I-RL—23>)]
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O [El{ERA(Slope of Enlightenment) EBEICEFN TL\33%405 (318 )

x5

Threat
Intelligence
Products and

Services

AE

BRACTIZIVA (TI) BRSIVY—-ERL, D01 —BREE
BiATAREETOTA )L, BEOTIZINEE. Fa1L -0, BAL. &
TERURINER L T TR CEBIITHIR— NI BY— )&l d 3.

TII, #EEDBRERIRI O I BrIRITaMES L. BRDTER R2Z SR
B, F, RSB TEDLD. B TIERE CRITRIRENRER  atBEi TE
SFRERITS.

Network
Detection and
Response
(NDR)

RYNT=RENUSIIE (NDR) Wa—Sa 43, RyNI—I 5049912
SUTUTEIDITEERL,. BRERIATLAOEE R 95, NDROFXE
R ET )V IUZ LG, oSN 2 ETEE DS DR b
D= NI IR EFERBLNFE T DDA D,

NDR(Z. /\—=RI17, VINII7, Fel3SaaSEIEI Y )| iRt cE 42
TIINDRZERL T AT P S E DRBE DG EEN R DR
EfetRtiU. BT BTN TES,

Endpoint
Detection and
Response
(EDR)

IR MEFIR USRS (EDR) Wa—3a3, SZAFA JOER. &
LI ——-iESE L TR T BRI 2,

EDRABE(L. T RRA > MRFET Sy IA—L (Endpoint Protection
Platform, EPP) (CHEAAFN THROEEREY)SH RR-Z2DtF1U745)
MBLUEIRVI NIV GR35 5665,

EDR(Z., BEXIONILITT (Malware) ©5>HAJT7 (Ransomware)
AR I BIAT TN, FADBEEFERL. 3T 20N T5FT,

(AR EHERERFECESINTVSEA (BE : i—h—, Bk : /JI—-3-RL—23>)]

O REHA(Plateau of Productivity)EXBElCEFh T3l (21E)

x5

Security

Information and

Event
Management
(SIEM)

AE
TFIVTAIBRRVAASNER (SIEM) (&, AVTLZR (On-
Premise) H&UIFIRRIENSTFIITAARI N —FZUIEL, DT
BT AT LTS,

SIEM(EHE L DIREZETRL . ARFNETEIRE BT/ T2shDT
FREYIN-NET . ZARBIRIBNST —FZINEEL. FRoREEEL TR
MaEEDBCUE IR S ADEEREZR THd.
SIEMISZHF2UTHANR NeaBlU. B5EIRra 31T, BB, FIMESEL
WBEDTFITAANY N ISR SR I SRR E D7R— N
T3,

Vulnerability
Assessment
(VA)

FESSMHEEHE (VA) W—IUE AVTL=R (On-Premise) . 759K, H&
MRIBERIB CBEL. T— RS AT DI TS, I T AT ASRES.
HIEDL—LD—. fEpeEHiln. E5UIBAHI T, e EaER—Na 2,
VAL, AES9I4ETE (Vulnerability Management, VM) JOTZDEA
HYMERRESR T, 1> TFANTIFvssdt, a1 AR EIE, =
BIFBARYIREBRRALE ., AR S LRSS YR — N, T34
WEELENICERET 2315 DRSS AR S LUT [T Bl DE:
AT THZ.

(AR® TEMERMBCEFNTVSEA (BF  i—h—. Bigsk : 1) -0-RL—33>)]
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02-2. TF2VFTHERNT YA INDZE(E(20224F —> 20234F)

O tF1UFERI\ATYA VI DEAZEAL
2023F 0T+ 1T ER)\ AT/ 25

PRI B R EAMOBINNERINET . S, F1U71

BRI\ AT ERRBIATY A )\—tF+1)71 (Generative Cybersecurity Al) 18&UTtEF1l)
F4HIEEHMEEENE (Automated Security Control Assessment, ASCA) 102 DDFihFfTz(C
BilENTz, FTH. [ERBAISAN-tF1)71 IOLIREKRBAINTA N —F 1UT1 D EFTEAZN,
BEMbEncD—J0-0ERE. TF1VT D EF TRENRRIEEEZ R TV HiltrEn.. t+1U7«

ER\ATHA IR E B U,

Hype Cycle for Security Operations, 2023

Digital Forensics and
Incident Response

External Attack Surface Management

Identity Threat Detection and Response ()
Penetration Testing as a Service
CAASM
€PS Security 4

Automated Penetration Testing
and Red Teaming Technology

XDR

EXPECTATIONS

]

Mesh Architecture

/> > Breach and Attack Simulation

Digital Risk Protection Services

¢) Managed SEM Services

. Vulnerability Prioritization;

' Technology

Endpoint Detection

Y —
andwe/‘

-

5/NOR
| Threat intelligence

. O Products and Services
MDR Services m“’"’

SOAR —

Vulnerability Assessment
SEM A

Peak of Inflated
Expectations

Innovation
Trigger

Trough of
Disillusionment

Slope of
Enlightenment

Plateau of
Productivity

Hype Cycle for Security Operations, 2022

XDR

Digital Risk Protection Services

©
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TUC. EFEOCF VT EBERNATHAINICEENTWE T =AT1 AN - R U EE (Data
Discovery and Management) 18&UTI3IR7IEIAt+1UF74J0-51— (Cloud Access
Security Broker, CASBs) |D2D0#:ffild. SEQOHAIILHSHIBRENTZCENTERTE S, 4FIC
CASBs(CDWT. i—hF—(EICASBs(&tt+1UF1U1J 45 —hJ1A (Secure Web Gateway, SWG)
BLULORSAMRY NI D7 —FF9F v (Zero Trust Network Architecture, ZTNA) EHR&ESNT
tF1)74H—-EXIvS (Security Service Edge, SSE) DHLEELL TiRMEEN 38, SEITF1UT(
ER/\ATHA I BBRINEN 1 EERBALTZ.

O R&£H(Innovation Trigger)EXBE Mg

2023F0F1UTHER/ A THAILEES —DRER/EIENIFE U, ZNUE. FAERR (Innovation
Trigger) EBECEFENTVRIRMOEMBENILILIETHD . FERRERBSCEFN 23L& EZEFEOSEH
SSEFL0MBISIBER . COBNGE, TIZOERSHZI TNERE (Attack Surface) DOEMMZTAR
LLSET2EIEZRLTULD,

BHAM(C., RAREIHE (Exposure Management, EM) | M EPIRERMEEIE (External Attack
Surface Management, EASM) . Y—EXBIRX KM —>3>F XK (Penetration Testing as a
Service, PTaaS) . BEMERRX M =23 T ARSLULYRF— L8R (Automated Penetration
Testing and Red Teaming Technology) . B&iMttt1)7+HIfEEEM (Automated Security
Control Assessment, ASCA) . BxBRERAMB LU S (Identity Threat Detection and
Response, ITDR) REDFAMIN, TN EREDARNSINEREODEL ZHRFHEM(CFERL. HEL. &
FRECITHEROIMERADEH ZRMA SR DD(CIEII DL AN,

4/ (Innovation Trigger) BB D i 150

20224 (8{E) 2023 (10/@)
Cybersecurity Mesh Architecture(CSMA) Cybersecurity Mesh Architecture(CSMA)
Exposure Management Generative Cybersecurity Al
Automated Penetration Test and Red Automated Security Control Assessment
Teaming Tool (ASCA)

CAASM Exposure Management

External Attack Surface Management Automated Penetration Testing and Red

CPS Security Teaming Technology

ITDR CPS Security

PTaaS CAASM
Penetration Testing as a Service(PTaaS)
Identty = Threat  Detecion  and
Response(ITDR)
External Attack Surface
Management(EASM)
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O SEHAN-tF1VFTRHFT—E XA TN S5l

A—bF=@ BAN-F VT DEFOZARBEMOP T, SEEEENTVIEDLL TNHER KUK E
>Z1L—3>3> (Breach and Attack Simulation, BAS) |©®[F7J4)fEM%R{REY—-EX (Digital
Risk Protection Services, DRPS) I1REEZIFTNS, CNSOIAfIE. REPSLUEBNBDIFHE
R BRI B R R Z IR T2 EZBMELTVD, &5, [TERARA R UG (Extended
Detection and Response, XDR) IW[F AN ITAL>SvIRUA>ST > htis (Digital
Forensic and Incident Response, DFIR) |h'2023F0t+1UFBA/\ATHA VI OFITHA
(Peak of Inflated Expectations) EZPE(CEZFENTUL\D. H—bF—(dNz . BREARI R USTIG(C
WIBHIZOBEMENMLTVWDILZRIBOEL TERALTWD, Flos BT AN\-tF1UF7 /Al
(Generative Cybersecurity Al) htd1UFER/\ATHA S TEIZBUIZC LR, TENS
ZDFEBZEHTVBLZEIKRT D, - M —(C&NE FRELAEDEREY AN\ —EF1UT(AINT
AN (5EBR) HEEELUTIRMENTVBRLRATWVS N, —BBOHEEE (BRIRI R UG, BEA>T)
S1AREEIERE) (FBIHCTAMMMETUTWVWBEDIREN DD ZUT. CO&IRFAMiZRIRLLIE
9BSRMI—4— (Security and Risk Management Leaders) (3. fEfRTcNSOEEEZEDL
SITHEU. HBEIZMNODOVTEREL. ANZXLTERAXZER I 2MNENDDERAL TS,

Hype Cycle for Security Operations, 2023

Digital Forensics and

____________ Digital Forensics and
Incident Response

o

XOR

External Attack Surface Management
Identity Threat Detection and Response @ XDR |
Penetration Testing as a Service

Breach and Attack Simulation

CAASM

CPS Security ¢
Automated Penetration Testing
and Red Teaming Technology

() Digital Risk Protection Service!

EXPECTATIONS

{ Digital Risk Protection Services

/
Di
X Managed SIEM Services
Exposure Management
Automated Security

Control Assessment’ Vulnerability Prioritization|

( Technology
(S'NOR
/L Threat Intelligence
| Products and Services
7 . OT Sec
Generative Cybersecurity Al MDR Services ity
SOAR

(A Cybersecurity

Mesh Architecture As of July 2023
Innovation Peak of Inflated Trough of Slope of Plateau of

Trigger E D ent Enlightenment Productivity

TIME

Plateau willbereached: O <2yrs. O 2-5yrs. @ 5-10yrs. A >10yrs.  ® Obsolete before plateau

Gartner

(ARG SESN-tF1UT( DB T—EIBINZXAM (BF - — BB : 1) -1-R—23)]
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02- 3. 2023ft+1VFTERN T YA IINDEFKIRRIN NUYI R

A—bF—3 ESRRBTRRTEARATREN DREEILDIXMIZIFE I DIHDEENERINY My IX

(Priority Matrix) ZIBMHEUL TV, COYNIYVIR (T, FfTORAN TS TCERICRIFTICLERRFR
ZRIREBAE . IR T 2R D1y MR S itz A A EDE TV HEE TS, B ERIRAETIC
DOBEFEINDINTED, A2FFXR,. A2~55F. A5~108F. A10FEYU EOHFIVCHFEEIN TV,
HEER IIMONRT 1y NETRU. ABRHE, AR AR, AMEOATIVEONMNTVET , COEBFNARIY ~
IWIRZAERIBIET, MM EEETFIUTAERY —EXPHEECIRE I DRIC. LORFFICERES
TRANREN ENBLVDFEZEIDES TINENHINZREHE(CHBITES, 12U, - —([F@#ALTVS
W, EF 17 ERSEU R Y — E DRI B2 CENF ORI Z B I CEFFEALRVEWS R
B 2ENDD. CNSZEZIRMISER T 2O FHRRCE I TOTCADBENAR B R THhdLIgHHU

TLS,
Benefit  Years to Mainstream Adoption
Less Than 2 Years 2 - 5 Years
Transfor
mational
High
Moderate
5-10 Years More Than 10 Years
Transfor
mational
High
»  Automated Penetration Testing and Red
Teaming Technology
Moderate +  Automated Security Control
Assessment(ASCA)
+ CAASM
* Penetration Testing as a Service(PTaaS)

(ARD 2023FF+1)7ER/ A THAVINOBFIEGIN MIYIZ (B« i—hF— Bk : 17 —-1-K—23>)]
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03. =8I

SEINEEETIE. i—~F— (Gartner) O/\ATH4J)L (Hype Cycle) EFILEN2023FF1)71:E
)\ 1Y7H942)L (Hype Cycle for Security Operations, 2023) ([CEFN3FMMICOVWTIHABLR.
Hi—b+—(&. ZREAEA (Innovation Trigger) E&FE(CSFEFNZMMEIILTWDEZREAL. CNIE
H4ENI3ERm (Attack Surface) (ST 2HOTIBEEMENMULIEEZRRLTHD. I8

H—=hF—(F BT AWERA(CTNTBHC, TF1UT BLVURIEI’R (Security and Risk
Management, SRM) OU—-4—-HTS5IITAL>SvIBELU1> 3T > it (Digital Forensics and
Incident Response, DFIR) . #h3RENTARINE LUNIIEG (Extended Detection and Response,
XDR) | ERBLUKESZ1L—23> (Breach and Attack Simulation, BAS) . TJ4)UZVIRE
H—EX (Digital Risk Protection Services, DRPS) REDFMICEREH T, tF1UTHEH
(SecOps) HEREZEKERM (BRI INEILERTAL TVD, 2L, INSOIMIEERR(C(FEF 17 1ER
I THAIINOIERTHZIEAFOBEIRE—S (Peak of Inflated Expectations) I([CfI&ELTWATE
WEEREN Tz, E5(C. ZLOERBLUVEFF B AN —tF1)TAA A - NS EOIRERED SRS
ZERADEF 1T EREO—DLAIE DT, MR IEHNNE THDERAL TS,
53k, H—N—0tF1)7 18R/ A THA I TE, I TORIERE(CXT LT BIzbD IEHER
WW1—-23aoNENTHINERFTE S DEFELL, 2L, INERL T, BRI ORI RIEMN s 2%
RESTUTEZTOCRZBE I BI2HC. EODEFCENRIIDOFEZIEEITINDOVWTRAEEZFZEN
TE3155,
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