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1BERINE (Information Gathering) 42.5% -

WebBfEg514¥(Web Vulnerability) 29.6% -

22T LHfEEg 4 (System Vulnerability) 20.3% -

AIEF7ItZ(Unauthorized access) 4.7% -

Y17 (Malware) 1.5% -

&R (Information Exposure) 1.1% -
DoSIXZE (Denial of service attack) 0.1% Al
EERR4N(Anomaly Detection) 0.1% vi
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Network Scanner(Nmap ) Z2{44% RETHEZ. 4.7%

OIENICEBEOR R THTz, o—
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1. WebRIS RIS A1 5E R ¢ g,

EERTHIA704ECBUVENNL, T 11% 77
phpMyAdmlnb‘/j)l//\—*/T”]tZI& DoSIZE, 0.1%
BEHIENNCLREDIEEHERTER,

EEIRA, 0.1%
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02. AIRKESSTHETOP10

202351080 RAESSHETOP10Z ERUIZFESR. Network Scan, Zyxel Router zhttpd RCE_A, Co
mmand Injection, SQL InjectionIIENFTZ(CTOP10(CEIHZL . DA REMAEIMMENUCENHER
T&Jz, UM, Web Vulnerability Scanner(Zgrab)EMA4#135E 8 ELEATHI2004<C5 VAN LIz e
R TEL,

HR’(%) | k®
1 Web Vulnerability Scanner(Zgrab) 11.4% -
2 SIP Vulnerability Scanner(Sipvicious) 7.1% -
3 Network Scan 7.0% NEW
4 MVPower DVR Shell Unauthenticated Command Execution 6.8% v
5 phpMyAdminY> FIR-S7IER 6.3% A5
6 Zyxel Router zhttpd RCE_A 5.4% NEW
7 Network Scanner(Nmap) 52% Al
8 Mirai Botnet 52% Al
9 Command Injection 5.0% NEW
10 SQL Injection 3.1% NEW

Total Threats In SOC

SQL Injection NN 3.1%
Command Injection NN 5.0%
Mirai Botnet I 5.2%
Network Scanner(Nmap) I 5.2%
Zyxel Router zhttpd RCE_A I 5.4%
PhpMyAdminH> FIAR-ST7I4R I 3%
MVPower DVR Shell Unauthenticated--- NN 6.8%
Network Scan NN 7.0%
SIP Vulnerability Scanner(Sipvicious) I 7.1%
Web Vulnerability Scanner(Zgrab) I 11.4%
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03. ARI'5YJUANPF7 RLATOP 10
20235 10R(COWVWTTOP10ZREFRUIFESR . REERE. 037, R YIRELEEMEIML. —757XUhEH

EOIRZEDLER(FFA ULz, R AIDOBBELERNEDETHIS0%BWEBR LN IR TS,

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

Wz P TYSURMP et
1 80.76.51.163 NL  Command Injection
2 92.63.196.30 RU  Network Scan
3 45.134.144.113 HK  SIP Vulnerability Scanner(Sipvicious)
4 61.77.39.173 KR  Zyxel Router zhttpd RCE_A
5 92.63.196.28 RU  Network Scan
6 83.97.73.87 RU (Sé/\r;gfg(r)125r119b6r;30():ollaboratlon Suite autodiscover XXE
7 45.93.16.86 US  SIP Vulnerability Scanner(Sipvicious)
8 92.63.196.29 RU  Network Scan
9 92.63.196.92 RU  Network Scan
10 103.127.78.55 IN Command Injection

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

Ry I 8.0%
0>7 I 8.4%
FE N 14.4%
RiERE NI 18.9%
A I 50.2%

Rank Source IP Country Rank Source IP Country
1 80.76.51.163 NL 6 83.97.73.87 RU
2 92.63.196.30 RU 7 45.93.16.86 us
3 45.134.144.113 HK 8 92.63.196.29 RU
4 61.77.39.173 KR 9 92.63.196.92 RU
5 92.63.196.28 RU 10 103.127.78.55 IN
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108 (CSFAEURMRSSIE/(F—>D55, TOP10ZHINIIRE /S — Vel DfiaRZREL TLEFET,
FHHOMHERESEICL T BURE/F-JZARHNL TWSIHEFHZI AT LAO/MES HEER] (0N d
TEEHERVLET,

%) (5 SEEIER

Web Vulnerability : Web Vulnerability Scanner(Zgrab)(d. Webt—/{DERER—SPFRI /53X, SFajanTuR
Scanner(Zgrab) WWebR—2, S/ ADRIR—NRE, MESSI4ERD OFEZHIMTI 3z fEREIN 3.

SIPVicious(dSIP(/ >4 -y MEEE IO NIV ) B OVOIPEEEY -l THhsh. WEE(CLHOTE
F2NTW3, 19—y NCEENDTUBVOIP, PBX(EFERMES XT L)L, Brute
ForcelRET7 7> MERIRUVERREFH SO I7 \EEESCEFE NI TGREEFET
%. FElcUser-Agent method(Friendly-Scannert>SIPVicious®XFFIMERIN T, WE
HHRMVOIP, PBXS AT ATIRBRVMES . IREE(H I 2B, .

SIP Vulnerability
Scanner(Sipvicious)

Y RND—JEES R v VIR (LR ELDZ DI AT ATTHUTI AT LAZDEDDINY  #RE LD
Network Scan RIRERARE)\WE I BIEER I AT LD TF 1T/ Z AN B e DIREE T, —T/HAZE(CIThN
BRETHD,

MVPower DVR Shell : HTTPUJIZ MzLIE T ZBR(CI—H—hXoe ANDEOBRERBENFE D (CITHhNT . VE—RKX
Unauthenticated EENMWeb,>H-J1—-AD[¥'shell¥ | T71 I 2FIFE T BETHIUDXXFHDHMATRDS X
Command Execution ' FAIXYYRNEITTERLIICRS.

phpMyAdmin(ZMySQLEWebt —/\TEIEIZBEM(CTPHP TR ENEA—T>Y—-RY -l
THhd. MySQLY —/\ &I RICHESEZ B DV T —IX—-ZADVER/EIBR. T—TILOVERL/HIBR.
J14—=IVROAERL/BIBR. SQLXDZEITRE. HERZFIALEEMEEEITICLIEN T EEL 1D,
ZO/ETHENFIET 2IBE . phpMyAdmin®dscript/setup.phpI7AILIC 2" BIEEERLT
FEEOREEIBAL. SATLADDEEITTES,

phpMyAdmin 5>
R= 7JER

Zvxel Router zhttpd Zyel RouterlCREC(Remote Code Execution)ifES814E0F1EY 5. HEZOMEST 14T
Y RCE A P /bin/zhttpd//CRCI—HF-D AN EORNEYI R BN EORREE CRET S, UE—NRESE(L
— BENTREINIVIIAMNSEELTRETES, RERDIE., B0 RIEITTES,

Network RZEMZENetwork Scan¥—JLT. IP Scan&Port ScanDHEEEN S 5. v NI —JRfEse 42 ]
Scanner(Nmap) Y=)LELUTERINZNREENSBRASNTHEY-ILELTERENS.

Mirai botnetldE/ D1 >F—3yh(IoT)#esz Y D E(LSETRY NI —IH5 ) \Wwh—h B RISRE

Mirai Botnet TE5E3109 Bty My N(Botnet) 0— D T3,

327 LI RIEENTUB A DENMEY RIS Ot @S RVNEE . ADSNEIYY RHIE
Command Injection  {TU5%. COBESEENFIET 35S . WEBENIATACEREIVY RXETEZ6. TP ILORE
&, 4900 R RITRETEINEENIFEE I BuEEEN DS,

SQL InjectionZE (31T - h5B5EEUnion, SelectREVIUTHERETNZXF5%ET()L
B SICANENIAEN) TUCAEREN B EARAELSS. BEESEEDBICENTNETATY
MO TVSHERRAITHR 2 R TV ZAERL TRFENIBIROEIS. EIE. HIBRRUS AT LTY
TARENETEETHD.

SQL Injection
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SPIDER TMOARYUS—(CT. 20235098 D1NARITHEINLYA N\ —BBAREIRIS —(E194 TH 2.
098 1N HODfE. Adobe ColdFusion(CVE-2023-26359, CVE-2023-26360), Ivanti MobileIron
Sentry(CVE-2023-38035), PhoenixMiner MalwareREICx1 9 &AM — R faNfz.
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alert tcp $EXTERNAL_NET any -> $HOME_NET [$HTTP_PORTS,8500]
(msg:"IGRSS.2.06266 SERVER-WEBAPP, Adobe, ColdFusion, CVE-2023-
26359, Attempted User Privilege Gain"; flow:to_server,established;
content:".cfc"; fast_pattern:only; http_uri; content:"_variables"; nocase;
http_client_body; content:"_metadata"; nocase; http_client_body;
content:"classname"; nocase; http_client_body;
pcre:"/(~|&)_variables=["&]*?(¥x22|%(25)?22)_metadata(¥x22|%(25)?22)
¥5*?2(:|%(25)?3A)¥s*?(¥x7B|%(25)?7B)¥s*?(¥x22|%(25)?22)classname(¥x2
2|%(25)?22)/Pi"; sid:206266;)

19

09H 12

SRARMmE

A B TER

Adobe ColdFusion®CVE-2023-263595514%
BAURI- RRITREZ RN RS —

57

SERVER-WEBAPP,
Adobe, ColdFusion, CVE-
2023-26359

alert tcp $EXTERNAL_NET any -> $HOME_NET [$HTTP_PORTS,8500]
(msg:"IGRSS.2.06267 SERVER-WEBAPP, Adobe, ColdFusion, CVE-2023-
26360, Attempted User Privilege Gain"; flow:to_server,established;
content:".cfc"; fast_pattern:only; http_uri; content:"Content-Disposition";
nocase; http_client_body; content:"|22|_metadata|22|"; nocase;
http_client_body; content:"|22|classname|22|"; nocase; http_client_body;
pcre:"/name¥s* =¥s*[¥x22¥x27]?(_variables|argumentCollection)((?!~--
)V PL¥R¥N]{2, 1 (71N --
).)*?¥x22_metadata¥x22¥s*?:¥s*?¥x7B¥s*?¥x22classname¥x22/Pims";
sid:206267;)

Adobe ColdFusion®CVE-2023-2636HE5514+% %
AURI-REATRR RN TR —

SERVER-WEBAPP,
Adobe, ColdFusion, CVE-
2023-26360

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06280 SERVER-WEBAPP, Ivanti, Sentry, CVE-2023-38035,
Attempted Administrator Privilege Gain"; flow:to_server,established;
content:"/mics/services/MICSLogService"; fast_pattern:only; http_uri;
content:"uploadFileUsingFileInput"; nocase; http_client_body;
content:"command"; nocase; http_client_body; sid:106280;)

Ivanti MobileIron Sentry2| CVE-2023-38035
MEs5 R BAURLIVY REATHEEZIRAI S RS —

SERVER-WEBAPP, Ivanti,
Sentry, CVE-2023-38035

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"IGRSS.8.06281 Malware, Dropper, PhoenixMiner, A Network Trojan
was detected"; flow:to_server,established;
content:"/?smd_process_download=1&download_id=90"; fast_pattern:only;
http_uri; sid:806281;)

PhoenixMiner Malware®=®y hJ—i@B{E2A&A0T
2R —

Malware, Dropper,
PhoenixMiner
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