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1BERINE (Information Gathering) 34.2% -
WebBfEg514¥(Web Vulnerability) 33.6% -
22T LHfEEg 4 (System Vulnerability) 22.6% -
RIE7HtZA(Unauthorized access) 7.0% -
Y17 (Malware) 1.6% -

&R (Information Exposure) 0.7% -
DoSIXZ (Denial of service attack) 0.2% -
EERR4N(Anomaly Detection) 0.1% -
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2023411 A0B RIS HTOP10&RERU#EE, Apache Logdj RCE(CVE-2021-44228), GPON
Router VulnerabilityIZZEH$1ZICTOP10(CEIZL . SARMRIREMFENRA UTeENHESRTEI, $FIC
Web Vulnerability Scanner(Zgrab)BE4#5(35 8 L EERTHIZ00 4SSV U CEN SR TET,

HR’(%) | k®
1 Web Vulnerability Scanner(Zgrab) 9.5% -
2 MVPower DVR Shell Unauthenticated Command Execution 6.4% A2
3 SQL Injection 6.3% A7
4 SIP Vulnerability Scanner(Sipvicious) 5.4% v2
5 Apache Log4j RCE(CVE-2021-44228) 5.4% NEW
6 Zyxel Router zhttpd RCE_A 5.1% -
7 phpMyAdminY>IIAR-S79ER 5.1% v?2
8 Network Scan 4.5% v5
9 GPON Router Vulnerability 4.1% NEW
10 Command Injection 3.8% vl

Total Threats In SOC

Command Injection NN 3.8%
GPON Router Vulnerability I 4.1%
Network Scan NN 4.5%
PhpMyAdminH> TIAR-STPIE2 I S . 1%
Zyxel Router zhttpd RCE_A I 5.1%
Apache Log4j RCE(CVE-2021-44228) II——— 5 4%
SIP Vulnerability Scanner(Sipvicious) NN 5.4%
SQL Injection I 6.3%
MVPower DVR Shell Unauthenticated: - I 6.4%
Web Vulnerability Scanner(Zgrab) I 9.5%

0% 1% 2% 3% 4% 5% 6% 7% 8% 9% 10%

Copyright (© Cyberfortress, Inc. 2020. All rights reserved -3- ,(:} CngI'FDI'tI'ESS



BRBZEY—-EAD#H RV - 20234114

03. ARI'5YJUANPF7 RLATOP 10
2023F11R(CDOVWTTOP10ZFEFRUIAESR 7 AU, FRE. A FURKZRLERMEINL, —HRBRELR

1YDIRBEDLLR(FRA UTz. FHIT A DDIRZBLERNED R THIS0%BUVVEB R B ENHEIR TER,

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

JYPURMP BEAR
1 193.35.18.187 DE Method(Connect)
2 72.251.232.180 US  SIP Vulnerability Scanner(Sipvicious)
3 45.95.147.236 NL  Application Vulnerability(PHPUnit)
4 45.155.91.237 PL  SIP Vulnerability Scanner(Sipvicious)
5 120.63.180.123 IN  TP-Link Router Remote Code Execution(CVE-2023-1389)
6 83.97.73.87 RU (Sé/\r;gfg(r)125r119b6r;30():ollaboratlon Suite autodiscover XXE
7 80.76.51.191 NL  Command Injection
8 67.215.234.42 US  SIP Vulnerability Scanner(Sipvicious)
9 23.226.138.26 US  SIP Vulnerability Scanner(Sipvicious)
10 185.91.127.166 NL  Command Injection

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

/FJX I 7.5%
Ry I 8.0%
AERE IS 14.7%
FE N 17.8%
77— 51.,9%

Rank Source IP Country Rank Source IP Country
1 193.35.18.187 DE 6 83.97.73.87 RU
2 72.251.232.180 us 7 80.76.51.191 NL
3 45.95.147.236 NL 8 67.215.234.42 us
4 45.155.91.237 PL 9 23.226.138.26 us
5 120.63.180.123 IN 10 185.91.127.166 NL
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10H 1»1ADfE. Microsoft SharePoint (CVE-2023-29357), MOVEit (CVE-2023-36934), Ivanti
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alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.1.06287 SERVER-WEBAPP, Microsoft,
SharePoint, CVE-2023-29357, Attempted Administrator Privilege Gain";
flow:to_server,established; content:"access_token="; nocase; http_client_body; Microsoft SharePoint®AfE3514 T&H3CVE-2023-29357
base64_decode:bytes 100, relative; base64_data; content:"|22]alg|22|"; nocase; HEBAUZOAUthZBEE/N\ 1/ (A EAREN T RS —
content:"|22|none|22|"; within:50; nocase; content:"/_layouts/15/"; fast_pattern:only;
http_uri; sid:106287;)
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SERVER-WEBAPP,
Microsoft, SharePoint,
CVE-2023-29357

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.10.06302
SERVER-WEBAPP, MOVEit, CVE-2023-36934, Web Application Attack";
flow:to_server,established; content:"/human.aspx"; fast_pattern:only; http_uri; MOVEitDfEs5 14 TéhrdCVE-2023-36934%BALIZSQL
content:"username"; nocase; http_client_body; content:"Content-Disposition"; nocase; InjectionBUEREARANT RS —

http_client_body; pcre:"/name¥s* =¥s*[¥x22¥x27]?username((?!"--).)*?[¥r¥n]{2,}((?! -
-).)*2([¥x27¥x22¥x3b¥x23¥x28] | ¥x2f¥x2a| (<!~ )¥x2d{2})/Psim"; sid:1006302;)

SERVER-WEBAPP, MOVEit,
CVE-2023-36934

alert tcp $EXTERNAL_NET any -> $HOME_NET [$HTTP_PORTS,1900]
(msg:"IGRSS.10.06298 SERVER-WEBAPP, Ivanti, Avalanche, CVE-2023-32563, Web
Application Attack"; flow:to_server,established; content:"/Servlet/Skins"; fast_pattern:only; Ivanti Avalanche®ffE5514 T3 CVE-2023-32563%F
content:"guid"; nocase; content:"Content-Disposition"; nocase; FAUTzDirectory TraversallRE %R RS —
pcre:"/name¥s*=¥s*[¥x22¥x27]?guid((?!--).) *?¥x2e¥x2e[ ¥x2f¥x5c]/sim";
sid:1006298;)

SERVER-WEBAPP, Ivanti,
Avalanche, CVE-2023-
32563

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.2.06295 SERVER-WEBAPP, Atlassian,
Confluence, CVE-2023-22515, Attempted User Privilege Gain"; flow:to_server,established;
content:"bootstrapStatusProvider"; fast_pattern; nocase; http_client_body; Atlassian ConfluenceDAfEs514 TsrdCVE-2023-22515
content:"applicationConfig"; within:22; nocase; http_client_body; ZRAURYE- NI REITIHERZARKN I ZRS —
content:"setupComplete"; within:18; nocase; http_client_body; content:"false"; distance:0;
nocase; http_client_body; sid:206295;)

SERVER-WEBAPP,
Atlassian, Confluence,
CVE-2023-22515
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