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[E¥RUREE (Information Gathering)
WebBfEg514(Web Vulnerability)
22T LHfEEg 4 (System Vulnerability)
AIE7JtA(Unauthorized access)
~¥J)J17(Malware)
&#RRA (Information Exposure)
DoSIZZE (Denial of service attack)
FEERA1(Anomaly Detection)
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02. AIRKESSTHETOP10

2023F12H0OARAESSHETOP102MERUIZFER. Network Scanner(Nmap), XML-RPC(Brute
Force Attack)IXENFAIZICTOP10(CEIZL . 2AMIRINEAEMENUIZCENTEER TSN, FFICWeb
Vulnerability Scanner(Zgrab)IE 45355 B ELERTHIS00 4 SVEIIUIZCEN SR TET,

HR(%) | k®
1 Web Vulnerability Scanner(Zgrab) 13.4% -
2 MVPower DVR Shell Unauthenticated Command Execution 8.5% -
3 GPON Router Vulnerability 6.9% A6
4 phpMyAdminY> FIR-S7IER 6.7% A3
5 Network Scan 6.6% A3
6 SIP Vulnerability Scanner(Sipvicious) 5.0% v2
7 Zyxel Router zhttpd RCE_A 4.9% vi
8 SQL Injection 3.6% v5
9 Network Scanner(Nmap) 3.4% NEW
10 XML-RPC(Brute Force Attack) 2.8% NEW

Total Threats In SOC

XML-RPC(Brute Force Attack) I 2.8%
Network Scanner(Nmap) I 3.4%
SQL Injection NN 3.6%
Zyxel Router zhttpd RCE_A I 4.9%
SIP Vulnerability Scanner(Sipvicious) I 5.0%
Network Scan NN 6.6%
phpMyAdmint> T AR-S77€2 I 6.7 %
GPON Router Vulnerability I 6.9%
MVPower DVR Shell Unauthenticated: - I 3.5%
Web Vulnerability Scanner(Zgrab) I 13.4%
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2023F 128DV TTOP10ZFERUIAER . 7XUH, IZTh REBRE. RAYOKZELLRMEINL, —7

AT DD LR (G UTz. FFICT XD OB LR NS0 %IAL LR TWS IENTER TET.,

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

Wz 0 JYSURMP e
1 193.35.18.187 DE Method(Connect)
2 72.251.232.180 us SIP Vulnerability Scanner(Sipvicious)
3 45.155.91.237 PL SIP Vulnerability Scanner(Sipvicious)
4 187.33.53.204 BR SIP Vulnerability Scanner(Sipvicious)
5 83.97.73.87 RU Stealth Commanding
6 84.54.51.105 NL Command Injection
7 96.44.142.14 us SIP Vulnerability Scanner(Sipvicious)
8 141.98.11.107 LT  phpinfo)R—SEH
9 120.63.180.123 IN Command Injection
10 24.63.60.15 us Zyxel Router zhttpd RCE_A

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

A5>4 - 5.5%
Ry I 0.5%
AERE NI 16.8%
ISTh I 19.6%
A 48.6%

Rank Source IP Country Rank Source IP Country
1 193.35.18.187 DE 6 84.54.51.105 NL
2 72.251.232.180 us 7 96.44.142.14 us
3 45.155.91.237 PL 8 141.98.11.107 LT
4 187.33.53.204 BR 9 120.63.180.123 IN
5 83.97.73.87 RU 10 24.63.60.15 us
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12B(SFRAEURMRSSIE/(F—> D55, TOP10ZHINIIRE /Y- S eF il DfiaRZ2REL TVEFET,
FHHOMHEREZSE(CLT, AUKRE/Y—2ZRFU TV IBE [ HE S AT AOKESS 4 ZEa1H N3
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%) (5 SEEIER

Web Vulnerability  Web Vulnerability Scanner(Zgrab)(&. Webb—/{DFRER—S0FRI /53X, SFajanTuR
Scanner(Zgrab) WWebR—2, S/ ADRIR—NRE, MESSI4ERD OFEZHIMTI 3z fEREIN 3.

MVPower DVR Shell  HTTPUZIZ MUY PRI - -k ADEOEIERENFTHTITHhNT UE—RK
Unauthenticated EEHWebA>9—-TJ1-AD ¥'shell¥' 1771 2FIFTBZETHIVDOXFFNDOFHNSAEREDT X
Command Execution | TAIYYRHIEITTERLIICRS,

GPON Router Dasan GPONZKEEF DI —INSFERENIAETE 4TI ?images IO F 5z 28 7 72 AFURL
Vulnerability [CATITBETREAEZ R — R DBEST4ETHD.

phpMyAdmin(¥MySQLZEWebt —/\TEIEF SEMICTPHPTIERRENEA-T>Y -2Vl
hoMvAdmin §o7), | CB%e MySQLY—/ VeI SKICHESS 1 01 7SN —2OAER/ IR, 7—TILOAER/BIBR,
PRPTYS DR 14—V ROAER/BIBS. SQLXDE(TRE, HEMREFIFL EIBMEERTICL BN T8 135,
Z ZOMEESENFIES 35 E. phpMyAdmindscript/setup.phpI74/IUC 2" BIEEERLT
EBOBSEEAL. SATLAGREEITTES.

Ty R —JRESS R B (FIXEEDZHDI AT AU TS ZATLAZDEODONY | 1Ak LD
Network Scan RIRERRE \YF I BIRER S AT AOTF 1UT M55 12 ANBIHDIEE T, —BSRIE(TITON
BWETHD.

SIPVicious(dSIP(4f >4 —%y MNEEETO NI ) EEBOVOIPEEY - Thdh. WEEICLOTE
BENTV3. 19—y NN DTS VOIP, PBX(ESERIRI AT L) ELIZ. Brute
ForceBEET7HU> NMERRUVEREFEES O IV ABEES(CEBEANI TRE%FET
%, ElCUser-Agent method(CFriendly-Scannerf®SIPViciousOXFHIMEASN T,
STERMVOIP, PBXSATATIERWGE . WE(CW I 2BRIMEER . .

Zvxel Router zhttod Zyel RouterlCREC(Remote Code Execution)fEsaENFIEd . LD
Y RCE A PA /bin/zhttpd//CAIC1—F—D A HEOTEBAENEDRIE CRAET S, VE— N (S
— EENRIESNIZVIIZAMNGREL TRETE S, WEAINEE. AROI-RIETTES.

SQL Injection{ZE(FI1TIR—IM55EE°Union, SelectRENVIUTHEREINZXFH%ET()L
SQL Injection ’>7U/’7’d@‘(JUJ31’1711’@3"71')&4@%éﬂ%%’“%ibjéo WEE(IDBICENO>TWIT N>
) MR TVSIERRAI TER 2 BTV ERAU TREFEINLIBIROEUS. E1E. HIBRRUS T LT

SIP Vulnerability
Scanner(Sipvicious)

TARENBIBETH S,
Network KRB Network Scan¥—JLT. IP ScanéPort ScanD#EEN D 2y NI — BT 42K
Scanner(Nmap) Y)WV CERSNZHAKREENSERIN TREY-ILELTEREN S,

XML-RPC(Brute Force Attack)(FUE—~IOJR—-IXML-RPCEFIFL THZHRNIREDDY)
AR AMENTES, IEH(T¥" system. multicall¥”" XUy REIFENHU. —DOEFE/ Ty N
HBEOID/PWEIBAULREZ R A

XML-RPC(Brute Force
Attack)
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2023F 11 AOINABTHBEINIHA N -BRARIAUS —(F 104 TH B,
11A1NHA®RE. Citrix Netscaler(CVE-2023-4966), F5 BIG-IP(CVE-2023-46747), Atlassian
Confluence(CVE-2023-22518)ZL TSugarGhosthZiEMalwareREICXT I BHRENN)S —hEe ez,
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.1
0.06308 SERVER-WEBAPP, Citrix, Netscaler, CVE-2023-4966, Web Application
Attack"; flow:to_server,established; content:"/oauth/"; depth:7; http_uri; con
tent:"/.well-known/openid-configuration"; within:34; distance:2; http_uri; con
tent:"Host|3A|"; nocase; http_header; content:!"|0A|"; within:500; http_hea
der; pcre:"/~NHost:¥s?[ N ¥x0d¥x0a]{500}/Him"; sid:1006308;)

19 22

6,279

24 RHE

10 10

11H

SAkhE

22

ScHbfhE

A B4R

Citrix Netscaler®ffEs54 C&dCVE-
2023-4966% B U= EER A R
HEIRENT ZR)S—

SERVER-WEBAPP,
Citrix, Netscaler,
CVE-2023-4966

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.1
0.06312 SERVER-WEBAPP, F5, BIG-IP, CVE-2023-46747, Web Application Att
ack"; flow:to_server,established; content:"/tmui/"; fast_pattern:only; http_uri
; content:"Transfer-Encoding: chunked"; nocase; http_header; content:"chun
ked"; distance:1; nocase; http_header; content:!"Content-Length"; nocase; ht
tp_header; content:"|0OD OA 0D 0A|"; isdataat:!517,relative; sid:1006312;)

F5 BIG-IPORESS 1+ TérdCVE-2023-
467472 BRUIERE) A NG H 2R
FIERY U2

SERVER-WEBAPP,
F5, BIG-IP, CVE-
2023-46747

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.1.06313 SERVER-WEBA
PP, Atlassian, Confluence, CVE-2023-22518, Attempted Administrator Privilege
Gain"; flow:to_server,established; content:"/json/setup-restore"; fast_pattern
; nocase; http_uri; content:".action"; distance:0; nocase; http_uri; content:"X
-Atlassian-Token|3A|"; nocase; http_header; content:"no-check"; within:50;
nocase; http_header; sid:106313;)

Atlassian Confluence®fE551ETHD
CVE-2023-22518ZFEFHUIERE/N1/C
AhHE AN ZRUS —

SERVER-WEBAPP,
Atlassian,
Confluence, CVE-
2023-22518

alert tcp $HOME_NET any -> $EXTERNAL_NET 443 (msg:"IGRSS.8.06314
Malware, Backdoor, SugarGhost, A Network Trojan was detected";
flow:to_server,established; content:"|00 00 00 11 A4 01|"; fast_pattern:only;
content:"|32 00 30 00 32 00|"; depth:6; offset:276;
content:"d|00|e|00|f|00|a]00|u|00|I|00|t|00|"; within:14; distance:190;
sid:806314;)

SugarGhosthZEMalwareDxy b
D—-BEEIRAN T M) —

SERVER-WEBAPP,
Atlassian,
Confluence, CVE-
2023-22518
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