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1BERINE (Information Gathering) 45.9% -

WebBfEg514¥(Web Vulnerability) 29.2% -
AIE7JtA(Unauthorized access) 10.4% Al
22T LHEES M (System Vulnerability) 10.0% vi

Y17 (Malware) 2.5% -

&R (Information Exposure) 1.3% -

DoSIXZ (Denial of service attack) 0.6% -

EERR4N(Anomaly Detection) 0.1% -

2024F01 A OB B UK
R EAORESFTHERALLEARTH

0.72f8<BULRA LTz, RIET7HIER, 10.4%
2055, BRINECPITZNERESEA N
LERTHIBOOLHEE AN L. ThidWeb SAT LESE,
Vulnerability Scanner(Zgrab)I% 10.0%
HEIDRANCLBDEDICEERR TEL,

\ NIIIT, 2.5%
— 5325 LSS RIS B R (25 s — I
ELERTHIL, 25045V L. 2N B, -

MVPower DVR Shell
Unauthenticated Command
ExecutionITEHEURANCLDBOEE
R TE,

DoSIRE, 0.6%

EE®RA, 0.1%
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02. AIRKESSTHETOP10

2024F01HORXEFIHTOP10%MERUIIER . WordpressB> TILAR—T 791X, Network Scanner
(masscan)IENFATZICTOP10(CEZ U, AR RBRIEMEINRA UTcCEN TR TET, FF(CWeb
Vulnerability Scanner(Zgrab)E 45355 B ELERTHI400 4SSV UTECEN SR TET,

HR’(%) | k®
1 Web Vulnerability Scanner(Zgrab) 13.5% -
2 phpMyAdminY> T R-S7IER 8.9% A2
3 SIP Vulnerability Scanner(Sipvicious) 5.7% A3
4 Network Scanner(Nmap) 5.5% A5
5 Zyxel Router zhttpd RCE_A 5.2% A2
6 XML-RPC(Brute Force Attack) 4.5% A4
7 SQL Injection 4.2% Al
8 Network Scan 4.0% v3
9 Wordpresst>FIAR—-ST7ItR 3.0% NEW
10 Network Scanner(masscan) 3.0% NEW

Total Threats In SOC

Network Scanner(masscan) I 3.0%
WordpressB>TIAR—-ST77w2 I 3.0%
Network Scan NN 41.0%
SQL Injection NN 4.2%
XML-RPC(Brute Force Attack) NN 4.5%
Zyxel Router zhttpd RCE_A I 5.2%
Network Scanner(Nmap) NN 5.5%
SIP Vulnerability Scanner(Sipvicious) NN 5.7%
PhpMyAdminH> T AR-ST7HE2 I 3 .9 %
Web Vulnerability Scanner(Zgrab) I 13.5%

0% 2% 4% 6% 8% 10% 12% 14% 16%
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03. BRI 5YVUAMPF RLATOP 10
2024401 B(COVWTTOP10ZFERUIAER . 7 AU, FE. AFSHDIRELLRMENL, —HRBEREL

RAYDIRZED LLZRIFIRA UTz o FHIT A DDIRZE LER N HI60%ZBA TOSIENEFR TEN,

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

JYIYARIP BEEIER
187.33.53.204 BR  SIP Vulnerability Scanner(Sipvicious)

1

2 185.22.153.154 RU  Cross Site Script(XSS)

3 8.212.169.72 PH  ThinkPHP Remote Code Execution Vulnerability
4 72.251.232.180 US  SIP Vulnerability Scanner(Sipvicious)

5 45.155.91.237 PL  SIP Vulnerability Scanner(Sipvicious)

6 83.97.73.87 RU XML External ENTITY Injection

7 84.54.51.29 NL  Web-CGI Vulnerability

8 91.92.241.50 NL  Command Injection

9 96.44.143.190 US  SIP Vulnerability Scanner(Sipvicious)

10 96.44.142.10 US  SIP Vulnerability Scanner(Sipvicious)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

A35>45 - 6.4%
Ry I 6.6%
[E N 10.7%
RiERE NI 15.4%
77— 60.9%

Rank Source IP Country Rank Source IP Country
1 187.33.53.204 BR 6 83.97.73.87 RU
2 185.22.153.154 RU 7 84.54.51.29 NL
3 8.212.169.72 PH 8 91.92.241.50 NL
4 72.251.232.180 us 9 96.44.143.190 us
5 45.155.91.237 PL 10 96.44.142.10 us
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SHRDATHER

Web Vulnerability
Scanner(Zgrab)

phpMyAdmin 5> 7)1
R=3 PUER

SIP Vulnerability
Scanner(Sipvicious)

Network
Scanner(Nmap)

Zyxel Router zhttpd
RCE_A

XML-RPC(Brute Force
Attack)

SQL Injection

Network Scan

Wordpresst>FIR—>
7R

Network
Scanner(masscan)
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Web Vulnerability Scanner(Zgrab)(d. Webt—/{DERER—S0FRI /53X, SFajanTuR
WWebR—2, S/ ADRIR—NRE, MESSI4ERD OFEZHIMTI 3z fEREIN 3.

phpMyAdmin(EMySQLEWebY —/\TEIEI 3B M(CTPHPTYERSNIEA—T>Y—RY—)L
Thd. MySQLY —/\ZIFRICHETSEZ B DU T—IR—2DVER/EIBR. T—TILOVERL/HIBR.
J4—=ILROAERL/BIBR. SQLXDZEITRE, 1ERZFIALIEEMEERITICLIKEN A EEL 1D,
ZO/EIIENFIET 2IBE. phpMyAdmin®dscript/setup.phpI7AJILIC 2" BIEEERLT
FEEROBEEEBAL. SATLADDEEITTES,

SIPVicious(dSIP(1 >4 -y NEE O ML) BEBOVOIPEERY - THdH . WEE(CLHTE
F2NTW3, 1>29—RyNCEENDOTUBVOIP, PBX(EFERMES AT L)L, Brute
ForceWET7HU> MERRUVEREFEES I IV ABEES(CEBEZNI (REZ2FET
%, ElcUser-Agent methodIcFriendly-Scannert>SIPViciousOXFHIMMEREN T, &
FERDVOIP, PBXS AT AT RVZE . BEEICK T 2B, .

KERBIZNetwork ScanV—JLT. IP ScanéPort ScanDHEEEN®D . Ry NI —JRESSIEZ I
YL U TCERSN A REENSERAIN THEY-)LELTERINS,

Zyel RouterlcCREC(Remote Code Execution)BfESsI4ENFIE S 5. HEZOMEST 4T
/bin/zhttpd//NAICDA—H-D A DEORNEY BB EOIRIE CRAET D, YVE—NREE(E
BENTREEINIVIIAMEELTRETED ERKDIE. RO RIEITTES.

XML-RPC(Brute Force Attack)(FUE—~IOIR—IXML-RPCEZFIAL THRHAEDKEDD)
AR AMENTED, IEE (LY system. multicall¥" XUy REIFEHL. —DOEEE/ 4y N
HEDID/PWZEIEALRERH5.

SQL InjectionIZE(ZIITIR—THB5E S Union, SelectRENTYTERENZIXFS%I4)L
USRS CANENAENI IVERENZIBERLELDD. KEEEDBCEIH>TVWRTHTY
NMMFOTVIIERHI TR 2 BRI TUEERAL TREFENTIBIROEUS. (E1E. BIBRRUSRTLTY
TARENTIHETH D,

Ty R —IRESS R B (FIXEEDEHDI AT AU TS ZATLAZDEODONY | 18k LD
BIRERBEN\YF I BIER S AT ADTF1UT /M55 142 ANBHDINE T, —BSAFE(CITHN
BMETHD,

Wordpress®O45 1 >R_R—>T&Hh3Iwp-login.php, wp-admin.php, wp-config.php1¥H> 7
WR=DICTICRFTBRAR NTCEIR-SOEEZER I DDTICATHD.

FYRNI—IHEI AT v O N TEDmasscan Tdndo. NMAPELELSIEN DRI AUIETCP/IP
StackZEARAL TGREN(CHIERNTHS.
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06323 SERVER-WEBAPP, Juniper, Junos, CVE-2023-36845,
Web Application Attack"; flow:to_server,established;
content:"PHPRC=/dev/fd/0"; fast_pattern:only; http_uri;
content:"auto_prepend_file="; http_client_body; sid:1006323;)

SERVER-WEBAPP,
Juniper, Junos, CVE-
2023-36845

Juniper JunosOfESS 4 T&HBDCVE-2023-36845%
EAULBRRRR 2RI TR~

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06327 SERVER-WEBAPP, ownCloud, CVE-2023-49103, Web
Application Attack"; flow:to_server,established;
content:"/apps/graphapi/vendor/microsoft/microsoft-
graph/tests/GetPhpInfo.php"; fast_pattern:only; http_uri; sid:1006327;)

SERVER-WEBAPP,
ownCloud, CVE-2023-
49103

ownCloudDfE5514 T3 CVE-2023-49103%F A
UIzGraph APIIB$RABIAEIRATT BRI —

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06345 SERVER-WEBAPP, Apache, Struts, CVE-2023-50164,
Web Application Attack"; flow:to_server,established; content:"/upload.action";
fast_pattern:only; http_uri; content:"uploadFileName"; nocase;
http_client_body; content:"Content-Disposition"; nocase; http_client_body;
pcre:"/name¥s* =¥s*[¥x22¥x27]?uploadFileName((?!--

).)*?¥x2e¥x2e[ ¥x2f¥x5c]/Psim"; sid:1006345;)

Apache StrutsOfas14 Té3CVE-2023-50164 SERVER-WEBAPP,
EBAURTNWED NS -T )L ZRFTS BRY Apache, Struts, CVE-
- 2023-50164

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06349 SERVER-WEBAPP, Atlassian, Confluence, CVE-2023-
22518, Attempted Administrator Privilege Gain"; flow:to_server,established;
content:"/json/setup-restore"; fast_pattern; nocase; http_uri;
content:".action"; distance:0; nocase; http_uri; sid:106349;)

SERVER-WEBAPP,
Atlassian, Confluence,
CVE-2023-22518

Atlassian Confluence®hfE55M4 Tér3CVE-2023-
2251 8% BRUIEREE/ (1) SR EAREN T ZHRUS —
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