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Web}fzg514$(Web Vulnerability) 47.8% A
1FFRUNEE (Information Gathering) 36.8% \4
S AT LBEFEME(System Vulnerability) 8.0% Al
AIEF7ItZ(Unauthorized access) 4.9% v
Y17 (Malware) 1.5%
&R (Information Exposure) 0.8%
DoSIZZ (Denial of service attack) 0.2%
FEE®RAN(Anomaly Detection) 0.1%

20245028 DI AR TSRS
B, 2AROEESSTHTAELERTHI2
fESCBVENIUT,. 32T LAESSHE, 8.0%

D55, WebhEss 14 (CRE T 25T
BLEARTHI4,3004HFEEH00. Nl
Zyxel Router zhttpd RCE_AIRZE{F
HOEINCLDEDIEEMERTER,

RIEVIEXR,
4.9%

\/7} |/'jl)7, 1.5%

Fre. BERINECE IR E (IS AL P’ .
- BHRFER, 0.8%

RTHI1,7004<CH50MENNL. ZNEWeb
Vulnerability Scanner(Zgrab)I&Z
HEIENNICEBEDIEEMERTE R, DoSKZ, 0.2%

EE®RA, 0.1%
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02. AIRKESSTHETOP10

20245 02H0OARAESSHETOP10Z ERUIZFESR. LB/BL Router Command Injection(CVE-2023-2
6801). Command Injection. Netlink GPON Router Remote Code Execution. Git Repository
R=IT7IEX WENFRI(CTOP10ICERB UK,

L h®(%) | k®
1 Zyxel Router zhttpd RCE_A 23.8% A4
2 Web Vulnerability Scanner(Zgrab) 13.4% vl
3 phpMyAdminY> T R-S7IER 10.9% vl
4 SQL Injection 3.3% A3
5 LB/BL Router Command Injection(CVE-2023-26801) 3.2% NEW
6 Command Injection 3.1% NEW
7 SIP Vulnerability Scanner(Sipvicious) 3.0% v4
8 Netlink GPON Router Remote Code Execution 2.7% NEW
9 Git RepositoryXR— 791X 2.4% NEW
10 SATLITANTIER 2.2% NEW

Total Threats In SOC

SATLIPANTIEA R 2.2%
Git RepositoryXR—>77Z Il 2.4%
Netlink GPON Router Remote Code Execution Il 2.7%
SIP Vulnerability Scanner(Sipvicious) M 3.0%
Command Injection M 3.1%
LB/BL Router Command Injection(CVE-2023----llll 3.2%
SQL Injection M 3.3%
phpMyAdmint>TIR-S77¢2 I 10.9%
Web Vulnerability Scanner(Zgrab) I 13.4%
Zyxel Router zhttpd RCE_A I, 23 .8%
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03. ARI'SYIUAMPFZRLATOP 10
2024F 028DV TTOP102ERLIHER ., ARBRRE. FE. A5>4. TIAHVTOELL R &L, —

F 7 XINDDBED LRGN UL F5CT AUDOBELEZRNHIS50% 2B TWDIEN TR TE.

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

Wz P TYSURMP et

Synacor Zimbra Collaboration Suite autodiscover XXE(CVE-

1 83.97.73.245 RU 2019-9670)

2 45.155.91.160 PL SIP Vulnerability Scanner(Sipvicious)

3 187.33.53.204 BR SIP Vulnerability Scanner(Sipvicious)

4 45.155.91.75 HK SIP Vulnerability Scanner(Sipvicious)

5 193.35.18.39 NL  : Apache Struts2 Jakarta RCE (CVE-2017-5638)
6 45.155.91.104 PL SIP Vulnerability Scanner(Sipvicious)

7 45.33.87.154 us Web Vulnerability Scanner(Zgrab)

8 89.248.168.37 NL Network Scanner(masscan)

9 69.164.217.74 us Web Vulnerability Scanner(Zgrab)

10 94.156.67.16 NL Web Scanner(muieblackcat)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

TIA)7 I 5.5%
A35245  — 7.3%
FE N 16.2%
AERE I 10.8%
T A —— 51 .2 %

Rank Source IP Country Rank Source IP Country
1 83.97.73.245 RU 6 45.155.91.104 PL
2 45,155.91.160 PL 7 45.33.87.154 us
3 187.33.53.204 BR 8 89.248.168.37 NL
4 45.155.91.75 HK 9 69.164.217.74 us
5 193.35.18.39 NL 10 94.156.67.16 NL
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02R(CRAEULMETEHE/F—>D55, TOP10ZHNIIRE/NY - sHll D iERERSTL TLET,
FHHOMHERESEICL T BURE/F-JZARHNL TWSIHEFHZI AT LAO/MES HEER] (0N d
TEEHERVLET,

eG5> SRR

Zvxel Router zhttod  2Ye! RouterlCREC(Remote Code Execution)RESSHENEIE S D HZOMESTIET
Y RCE A P /bin/zhttpd//CRICI—H— DA HEO B R AN DRI CRET S, UE— NEEE(S
— EENRIEINUIIA NGRS TR TE S, BEERINE . IR0 I— RNETTES,

Web Vulnerability : Web Vulnerability Scanner(Zgrab)(&. WebY—/\OFEER—S0FFR]AE. SFajan T
Scanner(Zgrab) BLUWebR—2, SAEADRR—NRE, MESSI4ERD DFTEZHIMTT 3l ERIN 3.

phpMyAdmin(dMySQLZWebH —/\TEIRZY 3 BMCTPHP TR INIEA—T>Y—RY—)L
hoMyAdmin HoF), % MySQLY—/VE IS RICHESS 14 RO, T—IN— 2O/ HIBR, T~ TLOFER/HIBR,
ahatiet PR 14—V ROLERL/BIBR. SQLXOEATRE, MR FI AL EIRMAE R T(CL AN T BEE B,
7 ZOREZSMHENFIES BI5E. phpMyAdmindscript/setup.phpI74ILIC 2" Bl#EEALT
EEOMBEBEAL. SATLAGDEETTES.

SQL Injectioni{ZE (31T R—IHBEE S PUnion, SelectREVIUTHERENZXFE5ZTI4)L
SQL Injection ATEFCATIINTABN TUIERIN B ERELDD. HWEEIDBICENH TS THYY
] MO TOVRIERRAI TR 2 IR TV EAL TRFENIZIBIROEUS. E1E. HIBRRUS AT LT

TARENTTRETH D,
LB/BL Router LB-LINK BL-AClQOO_Z.O V1.0.1, BL—WR900_O.V2..4.9, BL—X%ng.Z.S and I“3L—_
Command LTE300 V1.0.8 Wireless Routers{@Command |nJect|oan|555‘I":tb‘aiﬂ(b\ézth‘ﬁﬁﬁﬁ?\
Injection(CVE-2023- TE. ZQ%ES'I‘E(ImaC/\UX—QOD?IW’JT%E(CJU'C%E@%O Z@Hﬁﬁ%’l‘i’&%ﬁﬁbﬂ_ﬁﬂﬂb‘@
WIREEHY/goform/set_LimitClient_cfgzUIIZMNE, VE—NCEROIVY REEITLTES
26801) CENTES,

SZF LR RIEFENTVB ATENEYIRAREE IO R 2 BSRVEE. ANV RIE
Command Injection 1T U3%. COMBSSHENFTET IIHE. WEENIATAICEZEIVY RXETED. J7/ILO
&, JUo0-R ETRECBINEENFRET 25N D 5.

SIPVicious(dSIP({ >4 -3y NESESONIL) BB OVOIPERY - ThHaN . REE(CIHLTE
SIP Vulnerability ~ BortCW8 425NN TLISVOIP, PBX(BIEIRS A7 L) ERLILE, Brute

ForcelRET7 7> MRV ERREF RSOy \EEESCEFE NI TGREEFET
%, ElcUser-Agent methodIcFriendly-Scannert>SIPViciousOXFHIMMEREN T, &
HHRNVOIP, PBXI AT ATIRBWMEE. BT 2ERMEFR. .

Scanner(Sipvicious)

Netlink GPON Router NetlinkGPONJL -7 TR RSN ML T, 5-5Y 7 RLADE(C
Remote Code /boaform_/a_clmin/formPing;Z?:ﬁIJ’ilblfCEEEE?JILEEEEL@??E‘EE'I‘SED‘%%o CODRESS
Execution ZERAL. RSN TORVWKEENHRNSVE- NIV REET, BREOHZI7INETY T
O—RIBRENTIRECD,

Git Repository<—74 Y—21-RON -3 BB OHICGit Repository(/.git/)&RAT(>) I BIBE. IF1E9 5T —
P tXW 20— RRUEE(ERE RT3 configPHEADREDT T4l N CADBEEER LIRS b
Y0JCRERFY> S B TH S,

R Directory TraversalDiEs54EREEFIFL. [/etc/passwd il *.conf /.env ] REDIERRIE
YATLIPAN PIEZR FESOEBHSRTLIP AT IEREE B,

Copyright © Cyberfortress, Inc. 2020. All rights reserved -5- ,(z‘/ I:I__lberFDrtrESS



Copyright (© Cyberfortress, Inc. 2020. All rights reserved

B s -

> ARIYA N—BERAIRY S — st

202401 BO1h BB THRBENHAN-BRIRIIR)S —([E274TH 5.
0181/ A®fE. Ivanti(CVE-2024-21887. CVE-2023-46805). Adobe ColdFusion(CVE-2023-
38204). Atlassain Confluence(CVE-2023-22527)RECx 3 24&A0R) S —HEcfaaniz.
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alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.1.06362 SERBER-
WEBAPP, Ivanti, Connect Secure, CVE-2024-21887, Attempted Administrator
Privilege Gain"; flow:to_server,established; content:"/api/v1/license/keys-
status"; fast_pattern:only; http_uri; pcre:"/keys-

status¥x2f[ N ¥x2f¥x3F]*?([¥x60¥x3b¥x7c¥x26¥x23] | [¥x3c¥x3e¥x24])/Ui";
sid:106362;)

i ’

6,339

24 RHE

01H

Ivanti Connect Secure®ifEg5 1% Té3CVE-
2024-21887%=FAULIINY MEAGRHEARI TS
RS —

27

SARhE

A B TER

57

SERBER-WEBAPP, Ivanti,
Connect Secure, CVE-
2024-21887

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.1.06364 SERBER-
WEBAPP, Ivanti, Connect Secure, CVE-2023-46805, Attempted Administrator
Privilege Gain"; flow:to_server,established; content:"/api/v1/totp/user-
backup-code"; fast_pattern:only; content:"/api/v1/totp/user-backup-code";
nocase; http_raw_uri; pcre:"/user-backup-
code¥x2f+[N¥x3f]*?(¥x2e| %(25)?2e){ 2} ([¥x2f¥x5c]|%(25)?(2f| 5¢))/1i";
sid:106364;)

Ivanti Connect Secure®AfEs5 14 T&H2CVE-
2023-46805% & A USRS\ N KA EIRHNT D
RS-

SERBER-WEBAPP, Ivanti,
Connect Secure, CVE-
2023-46805

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.06372 SERVER-WEBAPP, Adobe, ColdFusion, CVE-2023-
38204, Attempted User Privilege Gain"; flow:to_server,established;
content:"/CFIDE/"; fast_pattern:only; http_uri; content:".cf"; nocase;
http_uri; content:"Content-Disposition"; nocase; http_client_body;
content:"argumentCollection"; nocase; http_client_body;
content:"<wddxPacket"; nocase; http_client_body; content:"<struct"; nocase;
http_client_body; content:"type"; nocase; http_client_body;
isdataat:52,relative; content:!"coldfusion"; within:50; distance:2; nocase;
http_client_body; pcre:"/¥x2fCFIDE¥x2f[ ~¥x3f]*?¥x2ecf[cm]/Ui";
sid:206372;)

Adobe ColdFusion®DAfEss 14 TéhdCVE-2023-
28203%BAUEBEIILIRE A A 2RI R

33—

SERVER-WEBAPP,
Adobe, ColdFusion, CVE-
2023-38204

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.10.06374 SERVER-
WEBAPP, Atlassian, Confluence, CVE-2023-22527, Web Application Attack";
flow:to_server,established; content:"/template/aui/text-inline.vm";
fast_pattern:only; http_uri; content:"label="; nocase; http_uri;
pcre:"/[?&]label=[~&]*?(¥x5cu0027|ognl)/Ui"; sid:1006374;)

Atlassain Confluence®ffs514 Tdr3CVE-2023-
22527%B AT I — NEAGRAHZIRAN T B

-

SERVER-WEBAPP,
Atlassian, Confluence,
CVE-2023-22527
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