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Web}fzg514$(Web Vulnerability)
EERUREE (Information Gathering)
22T LHfEEg 4 (System Vulnerability)
AIEF7ItZ(Unauthorized access)
Y17 (Malware)
1EHRRE (Information Exposure)
DoSIKZE(Denial of service attack)
FEE®RAN(Anomaly Detection)
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02. AIRKESSTHETOP10

20245038 0ARESSHETOP102MERUIZFER. Application Vulnerability(PHPUNIt). Apache Stru
ts2 Jakarta RCE (CVE-2017-5638). WordpressB >IN A_R—S 7 ARENFTZ([CTOP10(CEHZ U,

PERNRIEMHEILRAU. FFCphpMyAdminY > IINAR—ST7 0 ARG 5B ELERTHI1,40044<5
WA UTeCEN SR TET,

HR’(%) | k®
1 phpMyAdminB > FINR—-STHE X 16.3% A2
2 Zyxel Router zhttpd RCE_A 11.9% vl
3 Web Vulnerability Scanner(Zgrab) 11.4% vl
4 Command Injection 7.9% A2
5 SIP Vulnerability Scanner(Sipvicious) 4.2% A2
6 Netlink GPON Router Remote Code Execution 3.6% A2
7 Application Vulnerability(PHPUnit) 3.3% NEW
8 Git RepositoryXR— 791X 3.0% Al
9 Apache Struts2 Jakarta RCE (CVE-2017-5638) 2.9% NEW
10 Wordpresst>FIAR—-ST7ItR 2.8% NEW

Total Threats In SOC

WordpressB> I AR—ST7Ht¢Z I 2.8%
Apache Struts2 Jakarta RCE (CVE-2017-5638) I ?.9%
Git RepositoryX—>771 X Il 3.0%

Application Vulnerability(PHPUnNit) I 3.3%

Netlink GPON Router Remote Code Execution I 3.6%

SIP Vulnerability Scanner(Sipvicious) I 4.2%
Command Injection NN 7.9%
Web Vulnerability Scanner(Zgrab) IS 11.4%
phpMyAdminB>FIAR-S77E2 . 11.9%
1A% ——— 16.3%
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03. BRI 5YVUAMPF RLATOP 10
2024 03ROV TTOP10ZFESRUIAER , FREE R YOIRELERMEIL., —F37AUHEXRERE. A

SN DL (G Ul 55T A DOIRELEZENHIS0%(SEVNENFER TER,

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

JYIYARIP | 1B
1 185.224.128.10 NL Command Injection
2 63.251.106.21 us SIP Vulnerability Scanner(Sipvicious)

Synacor Zimbra Collaboration Suite autodiscover XXE

3 83.97.73.245 RU (CVE-2019-9670)

4 45.155.91.46 PL SIP Vulnerability Scanner(Sipvicious)
5 185.224.128.200 NL Command Injection

6 69.164.217.74 us Web Vulnerability Scanner(Zgrab)

7 91.92.252.208 NL Command Injection

8 45.155.91.57 PL SIP Vulnerability Scanner(Sipvicious)
9 45.33.87.154 us Web Vulnerability Scanner(Zgrab)
10 69.164.217.245 us Web Vulnerability Scanner(Zgrab)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

A35>4 | 6.9%
Ry N 7.5%
AERE I 19.1%
FE I 19.5%
77— 4. 7 0%

Rank Source IP Country Rank Source IP Country
1 185.224.128.10 NL 6 69.164.217.74 us
2 63.251.106.21 us 7 91.92.252.208 NL
3 83.97.73.245 RU 8 45.155.91.57 PL
4 45.155.91.46 PL 9 45.33.87.154 us
5 185.224.128.200 NL 10 69.164.217.245 us
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SRS FHRDHTIER

phpMyAdmin(dMySQLEWebt —/\TEE I SEMICTPHPTIER A — TFoY-29-)b
hoMvAdming >, e MySQLY -\ &I RICHESS 42 B DT, T—IN—ADVER/HIBR. T—TILOVERR/HIFR.
PR Y PhEa 14—V RDLAERL/BIBR. SQLYOE(TRE, HEMREFI AL BIBMEE (T C LI WEEN TIEEE B,
Z TOMESIENFTES BIBE. phpMyAdmindscript/setup.phpI7AIUC *?" 5|E%EERLT
EROR#HZIBAL. SATLAMBEERITTE,

Zvxel Router zhttpd Zyel RouterlCREC(Remote Code Execution)ifESaENFIEd 3. LD LT
y RCE A P /bin/zhttpd//SAIC - - DA BEO B REMNEDIRIT TRAT S, VE— NI (S
- BENORESNIVIIANSRELTHRETEZ, WERINE, EEOI-RYIEITTES,

Web Vulnerability  Web Vulnerab|I|ty Scanner(Zgrab)(E. WebY—/{DE&RTER—SAEFRIAE. EFalan T
Scanner(Zgrab) BRLUWebR—, S/ ADRR—NRE, MEESI4ERD DFEZHIMTT Bz EREN S,

SAT LAY RIEENTUB A DENEYSIREET Ot A ESRVEES . ANDSNRIYY RIE
Command Injection 1T U5%. COHf 33 ENFIET BIBE. WEEHNIATACEEIVY RXETE30. T7 IO
. AU 0-R, EATRETEBIMEENFRE T 2RI 5N DD,

SIPVicious(dSIP({ >4 -3y NESE ORIV ) BB OVOIPERY - ThaN. REE(CIHLTE
Fﬁéﬂ(b% A9 —FYNZEHOTLBVOIP, PBX(EBEEIMEI AT L) &IEUI#. Brute
ForceWEET7HV> MER RV EREFEES I 7 ABEES(CEBELNI TGRE2FET
3. FlcUser-Agent method(CFriendly-Scannert®SIPViciousOXFHIMERIN T, IRE
HERNVOIP, PBXS AT ATERZE . EICKT T 2BIMIEEARL, .

SIPVicious(dSIP({ >4 -3y NESETONIL) BB OVOIPERY - ThaN . REE(CIOTE
BENTV3. 19—y NN S TLBVOIP, PBX(EERIRI AT L) R, Brute
ForceBEET7HU> MERRUVEREFEES I I7 ABEES(CEBEANI TRE2FET
3. ElcUser-Agent method(CFriendly-Scannert®SIPViciousOXFHIMERIN T, INE
FERMVOIP, PBXS AT ATEFRMBE . WEICKT T 2BIIEERL, .

PHPUNIit(Z1 =y ;A NI —ALT—4T/phpunit/src/Util/PHP/eval-stdin.php 71 JUZFAE
9 2HE55EEF AL TIE- NCEROI - RIEITTES IREE(I<?phpDXXFFIN5I18FS
HTTP POSTFT -4 TERBOPHPI—-RNEITTES,

SIP Vulnerability
Scanner(Sipvicious)

SIP Vulnerability
Scanner(Sipvicious)

Application
Vulnerability(PHPUniIt)

Y—2J—RON—23 B DHICGit Repository(/.git/)&RAT1> 3 385, FIEITDE—

Git RepositoryX=277 24 B B BIERARRS BhlcconfigPHEADBEDS T, N A DA ER LA N

eA UDIREZF S BRI T,
Apache Struts2 T394>%FBU TP 7yTO— REUIE S 3R, INEE(LHTTP RequestA\yy—0
Jakarta RCE (CVE-  Content-TypefEICOGNL(Object Graph Navigation Language)&IRX=FIBLTUE-H
2017-5638) J-RNEITTES,

Wordpress 3> FILlR— © Wordpress®O4 4 >R—2TH3wp-login.php, wp-admin.php,wp-config.php ¥t >
DAY TWR=I(CTICRTBAR NTEIR-SOEEEERITIHDTITATHS.
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2024F02H DI AR THRBINLEAN-BBARIIR)S — (3524 TH 3.
02A1HH . ConnectWise ScreenConnect(CVE-2024-1708. CVE-2024-1709). Microsoft

Outlook(CVE-2023-35636. CVE-2024-21413)RE(CH S 2ARENRYS — hiBetmaniz,
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.1
.06428 SERVER-WEBAPP, ConnectWise, ScreenConnect, CVE-2024-1708, Atte
mpted Administrator Privilege Gain"; flow:to_server,established; content:"|22|
"; http_client_body; base64_decode:bytes 1000,offset O,relative; base64_data
; content:"PK|03 04|"; byte_extract:2,22,filename_len,relative, little; content:"
|2E 2E|"; within:filename_len; distance:2; content:"/Services/ExtensionServic
e.ashx/InstallExtension"; fast_pattern:only; http_uri; sid:106428;)

6,391

24 RHE

52

SARhE
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A B TER

ConnectWise ScreenConnect®pfe
55 THBCVE-2024-1708%FERH U
N BB ZE R A2 AR T DR —

SERVER-WEBAPP,
ConnectWise, Scre
enConnect, CVE-2
024-1708

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.2
.06427 SERVER-WEBAPP, ConnectWise, ScreenConnect, CVE-2024-1709, CVE
-2024-27215, Attempted User Privilege Gain"; flow:to_server,established; con
tent:"/SetupWizard.aspx/"; fast_pattern:only; http_uri; sid:206427;)

ConnectWise ScreenConnect®ffg
55 THBCVE-2024-1709, CVE-
2024-27215%BAUIEREE/N\ 1)V
HENREN T ZRUS —

SERVER-WEBAPP,
ConnectWise, Scre
enConnect, CVE-2
024-1709, CVE-20
24-27215

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS [25,587] (msg:"IGRSS.2.
06395 FILE-OFFICE, MS, Outlook, CVE-2024-21413, Attempted User Privilege
Gain"; flow:to_server,established; file_data; content:"href"; nocase; content:"
file|3A[///15C 5C|"; within:100; nocase; content:"|21|"; distance:0; pcre:"/<
a[~>]*?href¥s* =¥s*[¥x22¥x27]file¥x3a¥x2f¥x2f¥x2f¥xX5C¥X5C[ N¥x22¥Xx27]*
?¥x21/i"; sid:206395;)

Microsoft Outlook®CVE-2024-
21413055 BRAUVE- N I-RE
TIRER RS BRUS —

FILE-OFFICE, MS,
Outlook, CVE-202
4-21413

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"IGRSS.2.06396
FILE-OFFICE, MS, Outlook, CVE-2023-35636, Attempted User Privilege Gain";
flow:to_server,established; content:"X-Sharing-Config-Url"; fast_pattern:only;
content:"|5C 5C|"; content:"Content-Class"; nocase; content:"Sharing"; nocas
e; pcre:"/X-Sharing-Config-Url¥s*¥x3a¥s*¥x5c¥x5c[ N ¥r¥n]*?¥x2eics/i"; sid:2
06396;)

Microsoft Outlook®®CVE-2023-
35636hE55 1z BERULERRERA
ZRENS BN —

FILE-OFFICE, MS,
Outlook, CVE-202
3-35636
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