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Web}g514(Web Vulnerability) 40.9% -
[BERUNEE (Information Gathering) 34.8% -
22T LHfEEg 4 (System Vulnerability) 13.2% -
RIE7HtZA(Unauthorized access) 8.9% -
Y17 (Malware) 1.7% -

&R (Information Exposure) 0.4% -
DoSIXZ (Denial of service attack) 0.1% -
EERR4N(Anomaly Detection) 0.1% -

202404 H OIRFAR EHEERUITHE

R EAROBBEEGETNEALLEARTHY

0.8fECB VR LIz,

SATLIESSME, 13.2%

D55, WebhEss 14 (CEE T 25T
ALEATHIL, 1004HEFEA L. TN
SQL InjectionIREHEDRANCLDE
DIELHERTENR,

RIETIER, 8.9%

NIVI17, 1.7%

Fr. BHRINEICBIT IR (FSERLLE
NTHIL, 5004<CB5VRAN L. CNidWeb
Vulnerability Scanner(Zgrab)I&Z
HEURAN L DEDIEFERTE,

| IRHRIRR, 0.4%
DoSIRZ, 0.1%
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Copyright (© Cyberfortress, Inc. 2020. All rights reserved 2= ,(E‘/ CngI'FDI'tI'ESS



BRBZEY—-EAD#H RV - 20245F04A4

02. AIRKESSTHETOP10

20245 04B 0B IRESSHETOP10ZMERUIZFER. SQL Injection. AT LTI 7IEA4&40. Network
Scan. Directory TraversallXiENFzICTOP10ICEIZ Uz,

PARNAREAETRA L. $5(CWeb Vulnerability Scanner(Zgrab)I 44383558 ELEATHIS504<
SV UTeCENTEER TET,

L h®(%) | k®
1 Web Vulnerability Scanner(Zgrab) 13.6% A2
2 Command Injection 13.0% A2
3 SQL Injection 5.2% NEW
4 SIP Vulnerability Scanner(Sipvicious) 4.2% Al
5 Netlink GPON Router Remote Code Execution 3.8% Al
6 S AT LITAINT I RHEH] 3.5% NEW
7 Network Scan 3.4% NEW
8 phpMyAdminB>FIR-STHt R 3.3% v7
9 Directory Traversal 3.2% NEW
10 Git RepositoryR—>7 9t it 3.1% v2

Total Threats In SOC

Git RepositoryR— 77t I 3.1%
Directory Traversal I 3.2%
phpMyAdminH> T A-S7/€2 I 3.3%
Network Scan N 3.4%
SATLI7AIVT A I 3.5%
Netlink GPON Router Remote Code Execution NN 3.8%
SIP Vulnerability Scanner(Sipvicious) N 4.2%
SQL Injection NN 5.2%
Command Injection I 13.0%
Web Vulnerability Scanner(Zgrab) I 13.6%
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2024£F04R(IDVTTOP10ZERRUIAER . PAUNERELTINAYT . RAYOKEELLRMENL, —FHK

FEREORZEOLEREHA U FFCPXNOBEBLLRN50%ZBX TVWSIEN R TS,

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

JYIYARIP | 1B
80.94.92.60 GB  TP-Link Router Remote Code Execution(CVE-2023-1389)

1

2 49.142.107.130 KR  ThinkPHP Remote Code Execution Vulnerability
3 87.121.69.52 NL  Method(Connect)

4 212.70.149.134 BG  Network Scanner(masscan)

5 63.251.106.21 US  SIP Vulnerability Scanner(Sipvicious)

6 83.97.73.245 RU  etcpasswd Detect

7 137.220.197.141 JP  Apache Struts2 Jakarta RCE (CVE-2017-5638)
8 91.92.252.130 NL  Command Injection

9 69.164.217.74 US  Web Vulnerability Scanner(Zgrab)

10 192.155.88.231 US  Web Vulnerability Scanner(Zgrab)

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

Ry I 7.4%
AFERE I 8.0%
JILAY7 e O.7%
FE I 21.2%
77— 53.7%

Rank Source IP Country Rank Source IP Country
1 80.94.92.60 GB 6 83.97.73.245 RU
2 49.142.107.130 KR 7 137.220.197.141 Jp
3 87.121.69.52 NL 8 91.92.252.130 NL
4 212.70.149.134 BG 9 69.164.217.74 us
5 63.251.106.21 us 10 192.155.88.231 us
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FHHDITERZ2SE(CL T BURE/NI—2ZRFU VSIS EHX AT AO/MESS 4 2SR ens
TEEHERVLET,

SRS FHRDHTIER

Web Vulnerability ' Web Vulnerability Scanner(Zgrab)(&. Webb—/{\DFEER—SPHF ] /53E. SFejantTu
Scanner(Zgrab) BLUWebR—=, S/ ADRR—NRE, MESSI4HERD DFEZHIMTI Bz EREIN 3.

SZF LR RIEFENTVB ATENEYIRAREE T O R BSRVEE. ANV RIE
Command Injection : 1T U533, L_(Dﬂf‘% Iib‘ﬁf I35 KEEN VAT ACEREIVY REXETERD. J71LOR
. AU 0-R ETRECEBIMEENFAE T 308N DD,

SQL InjectionXZE (1T R—IhB5E 5 Union, SelectREVIUTEHEREINZXF5%I1 )L

AR FICAIESNABHI TICERENIHERELDD. WEEIDBICENH>TVWETA U

MO TVWSHERRKI TRR 2 IR TV E AL TRFENIIBIROEUS. (E1E. HIBRRUS AT L7
JEXRENT]EETH D,

SQL Injection

SIPVicious(dSIP(4f >4 —%y MNEEETO NI ) EEOVOIPEEEY - Thdh WEEICLOTE
BHENTW3, 1293w NCEH>TUBVO0IP, PBX(EBEEIIMEI AT L) #ELUR. Brute
ForceIlXET 7 h7> MEEUR UER %uﬁ%’?'\bjl/\yh%uﬁ%’?(c_%uﬁ;&b\cj_c&%;&un%q
%, ElCUser-Agent method(CFriendly-Scannerf®SIPViciousDXFHIMERASIN T,
IIHRMVOIP, PBXSZT ATEFRVSE . IREIC I 2B, .

NetlinkGPONJL—4A TR R ENIAESSHEEL T, A5y 7 RUADHEIC
/boaform/admin/formPingX =5 AU CERALFIEZ @@ I 2 ulsEtEN'DD. CDRESS 14
RERAL. FBEESN TORVWREBENHEERNSUE-NTIVY RERIT. BROHDI7(INETY 7

SIP Vulnerability
Scanner(Sipvicious)

Netlink GPON Router
Remote Code

Execution O—KEBBENETREI S,
SAFLTPAI Directory TraversalDiESFEREZFIFL. [/etc/passwd ¥l *.conf /.env I REDIERRIE
T ZRRH RESOEERIATLITNIUT IR %515,
v R — ISR T v U I (HREFLDZEDI AT AICHU TS AT LAZOEDODINY | ¥k Lk
Network Scan ORIRERBRE) W I AIHER S AT AD T 1T (IS 42 AN e DINE T, —HBSERIT D

N3WETHD,

phpMyAdmin(#MySQLEWebt —/\ T&IRS 2 B H(CTPHP TR SN A —T>Y—2Y— )l
THhd. MySQLY —/\ZIFRICHETTEE B DU T—IR—2DVER/EIBR. T—TILOVERL/HIBR.
J4—=ILROAERK/BIBR. SQLXDZEITRE, 1ERZFIALCEEMEERITICLIWEN A EL 1D,
ZO/EIIENFIET 2IBE . phpMyAdmin®dscript/setup.phpI7AJILIC 2" BIEEERLT
EEOREEBZEIEAL. SATLAMDEERITTES,

R—LR—SDORFEKFFIT>O- RMR-SOURLEFEREY, Webt—/{ EdhomeT (LN
HOEBDTALIN_LOTFAI(/etc/passwd I7A I RE ESBEIFFI>0-RFBTENE
Directory Traversal E3. REPBIRICOWVTIE. S RTLIEHRZ ST/ etc/pass/shadow. /etc/hosts/hostsiRED
FEI7AINEAIDO-RIBENTTEETHD. AT LMEALKREBT —FWRRED IRHIRIN B
[CEAEINZHEEEN DS,

phpMyAdmint> )L
R=T 7JtX

Y—2J—RON—-23 B OHIZGit Repository(/.git/ ) &RAT1> I S 385, FIEITDE—
T1-RRUVEEEREHESRT 220 configiPHEADREDT AN M ADFEEERULARS K
DD AZZAFY > TRRETHD.

Git Repository
R=IT7J1LR
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2024038 01N BB THBEINIHAN-BREIRIIR)S — (204 TH 3.
03A 1N HDfE. MS Outlook(CVE-2024-21413), Ivanti(CVE-2024-21893), JetBrains(CVE-
2024-27198), Jenkins(CVE-2024-23897)REICH 3 2R ANMRUS — HBefacniz.

52

2023515 01A4 02H
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alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS [25,587]
(msg:"IGRSS.2.06395 FILE-OFFICE, MS, Outlook, CVE-2024-
21413, Attempted User Privilege Gain"; flow:to_server,established;
file_data; content:"href"; nocase; content:"file|3A|///|5C 5C|";
within:100; nocase; content:"|21|"; distance:0;
pcre:"/<a[~>]1*?href¥s*=¥s*[¥x22¥x27]file¥x3a¥x2f¥x2f¥x2f¥x5c
¥x5c[N¥x22¥x27]*?¥x21/i"; sid:206395;)

23 27 20
. 1 B I

6,411

24 RHE

03H

20

SARhE

A B TER

Microsoft Outlook®CVE-2024-21413ff3
SMEAERAURLVE- M- RETREZEIT
ZRU>—

57

FILE-OFFICE, MS,
Outlook, CVE-2024-
21413

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06432 SERVER-WEBAPP, Ivanti, CVE-2024-
21893, Web Application Attack"; flow:to_server,established;
content:"SAMLResponse="; nocase; http_uri;
base64_decode:bytes 1000, relative; base64_data;
content:"RetrievalMethod"; nocase; content:"URI"; nocase;
pcre:"/RetrievalMethod[ >]*?¥sURI¥s*=/i"; content:"/dana-
ws/saml"; fast_pattern:only; http_uri; sid:1006432;)

Ivanti@hSFEREINIMRSSIETHS CVE-
2024-21893%F AU SSRFERHZIRFNT
Bz —

SERVER-WEBAPP,
Ivanti, CVE-2024-
21893

alert tcp $EXTERNAL_NET any -> $HOME_NET
[$HTTP_PORTS,8111] (msg:"IGRSS.10.06433 SERVER-WEBAPP,
JetBrains, CVE-2024-27198, Web Application Attack";
flow:to_server,established; content:"jsp=/app/rest/";
fast_pattern:only;
pcre:"/[?&]jsp=¥x2fapp¥x2frest¥x2f[ N &¥r¥n]*?¥x2ejsp¥s+HTTP¥
x2f/i"; sid:1006433;)

JetBrains TeamCityDifE55 £ T&HBCVE-
2024-27198% BRUREREENA /(R E%
1A BRI —

SERVER-WEBAPP,
JetBrains, CVE-2024-
27198

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.10.06440
SERVER-WEBAPP, Jenkins, CLI, CVE-2024-23897, Web Application
Attack"; flow:to_server,established; content:"/cli?"; http_uri;
content:"remoting=false"; fast_pattern:only; nocase; http_uri;
content:"Side: upload"; nocase; http_header; content:"|00 00
00]"; http_client_body; content:"|00 00|"; within:2; distance:1;
http_client_body; content:"@"; within:1; distance:1;
http_client_body; sid:1006440;)

Jenkins CLIOES51+T#H%CVE-2024-
238972 BRUILER IV Ee B H%
AN BRI~

SERVER-WEBAPP,
Jenkins, CLI, CVE-
2024-23897

4C CyberFortress



	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6

