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[E¥RUNEE (Information Gathering)
WebBfEg51%(Web Vulnerability)
32T LHEEg 4 (System Vulnerability)
AIEF7tZ(Unauthorized access)
¥)U17(Malware)
1EHRIRE (Information Exposure)
FEREN(Anomaly Detection)

DoSIXZE (Denial of service attack)

202405 DI BBLRR Z HERR UThE
R EROWEESFTNEALLEARTHY
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TS5, WebREs514(CRE T 2IEE (L5
BLERTHI6 784 FERA L. chld
Command InjectionIZ {4 miR
[CEBBDIELHERTESR,

Flo. BIRINEICBEI R INEE(FSE A LLE
NRTHIZ13HACBVEIIL. TNl
Network Scanner(masscan.

Nmap) B EHEIENC LD EDITERERR
TE&E,
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02. AIRKESSTHETOP10

2024F05HDAIRMESSHETOP10ZMEERUILFEER . Network Scanner(masscan).
Network Scanner(Nmap) I ENFICTOP10ICEZ U,
PR REAESHA L. FFICCommand InjectionIREEAFER (SIS B ELEARTHIA8 14CBLEAN LICE

R TEL.

HR’(%) | k®
1 Web Vulnerability Scanner(Zgrab) 13.6% -
2 Command Injection 8.7% -
3 phpMyAdminY> T R-S7IER 5.0% A5
4 SQL Injection 4.5% vl
5 S AT LITAINT T2 RHEHN 4.3% Al
6 Network Scan 3.8% Al
7 Git RepositoryR—>7 9t &K H 3.6% A3
8 Network Scanner(masscan) 3.3% NEW
9 SIP Vulnerability Scanner(Sipvicious) 3.3% v5
10 Network Scanner(Nmap) 3.1% NEW

Total Threats In SOC

Network Scanner(Nmap) I 3.1%
SIP Vulnerability Scanner(Sipvicious) I 3.3%
Network Scanner(masscan) I 3.3%
Git RepositoryR—>77 @At I 3.6%
Network Scan NN 3.8%
SAFLIT7ANTIEZE] I 4 3%
SQL Injection NN 4.5%
pPhpMyAdminH> T AR-S7IER I 5.0 %
Command Injection NN 8.7%
Web Vulnerability Scanner(Zgrab) I 13.6%

0% 2% 4% 6% 8% 10% 12% 14% 16%
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03. ARI'5YJUANPF7 RLATOP 10
20244058(2D0\TTOP10ZHEBUIHER . PHAUNEFRELTIVAUT . R YOWEBELLRMENL, —HK

BREOKZEOLERGR UL, (T ADOBELEENE50%ZB R TV\DIENETD TS,

% FROFBESECUIAIA- AT 1TSS h S OREMAHEELET .

Wz P TYSURMP WEHE
1 179.43.190.218 CH TP-Link Router Remote Code Execution(CVE-2023-1389)
2 83.97.73.245 RU Stealth Commanding
3 92.118.39.120 RO ThinkPHP lang Remote Code Execution
4 80.94.92.60 GB PUT method Detection
5 185.243.5.55 HK SIP Vulnerability Scanner(Sipvicious)
6 5.181.190.250 PL TP-Link Router Remote Code Execution(CVE-2023-1389)
7 51.158.205.47 NL Network Scanner(masscan)
3 45.128.232.213 NL Laravel Ignition Remote Code Execution RCE(CVE-2021-

3129)
TBK DVR-4104/DVR-4216 MDB/MDC OS Command
Injection(CVE-2024-3721)

10 45.142.182.92 DE TP-Link Router Remote Code Execution(CVE-2023-1389)

Total Countries

SHAKREIP, EFRIELIOFHTOP10DRKULER

9 94.156.64.82 NL

AERE I 8.8%
Ry I 9.1%
A35>4 I 11.1%
FE I 19.0%
A I 52,0%

Rank Source IP Country Rank Source IP Country
1 179.43.190.218 CH 6 185.243.5.55 HK
2 83.97.73.245 RU 7 5.181.190.250 PL
3 92.118.39.120 RO 8 51.158.205.47 NL
4 80.94.92.60 GB 9 45.128.232.213 NL
5 185.243.5.55 HK 10 94.156.64.82 NL
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O5R(CREUMESEM/(F—>D55, TOP10ZHLNCRE/NY -V FHll D ITERERELTVET,
FHHDITERZ2SE(CLT BURE/I—2ZRFU VSIS EHX AT AO/MESS 42 SR len

CEEHERVLET,

SHIOATRER

Web Vulnerability
Scanner(Zgrab)

Command Injection

phpMyAdmint> )L
R=Z 7JER

SQL Injection

SATLITAI
VAL Vi

Network Scan

Git Repository
R=IT7JR

Network
Scanner(masscan)

SIP Vulnerability
Scanner(Sipvicious)

Web Vulnerability Scanner(Zgrab)(&. WebY—/\DFEER—S0FFR] /574, SFajanTL)
BLUWebR—= | SAEADRR—NRE, MESSIEERD DFEZHIMTI 2z EREIN 3.

ST AR RIEEN TV ADENEY MR T OTRAZESBEE . ANSNRINYRAE
17 U5%. CORE 33 I”SED‘Y,?FT_ I35E. WBENSZTACEEINY RXETESH. Tr71 IO
AU 0-R EATRETBIMERENFLE I BRI REMEN DD,

phpMyAdmin(ZMySQLEZWebt —/\TEIEIZEM(CTPHP TR SN A —T> Y-V =)l
THhd. MySQLY —N\ZIFRICHESFEZ B DU, T—IN—ADVER/EIBR. T—TILOVERL/HIBR.
J4—=ILROAERK/BIBR. SQLXDZEITRE, 1ERZFIALEEMEEEITICLIKEN T EL D,
ZOMEIMHENFIET 2355, phpMyAdmin®dscript/setup.phpI7AILIC *?" BIEEERLT
FEOREEIBAL. SATLADDEFRITTES,

SQL InjectionIEE(EI1TIR—-ZH558 S °Union. SelectREVIUTERINZXF5 %4 I
AT EFCAIEINABN TVIEREIN B ERELDD. WEEFDBICENHTWSTH U
MO TV SHERRAI TRR 2 IR TV E AL TRFENZIBIROEUS. (EIE. HIBRRUSRT L7
DEZRENTIEETH D,

Directory TraversalDiEs3HEREEZFIFL. [/etc/passwd ¥l *.conf /.env REDERIE
B SOEERIATLITAIUT IR %ET3.

2y D — IR R T v VIR (RS FEDZE DI AT AICFU T AT LAZOEDDINY | ¥k
ORIEESERE) > TT8E 7:;:>;<TL\a>t¢1U74ﬂﬁ§ MAEFARBHOIRE T, —THE(IT D
N3KETHB.

Y—2J—RON—23 BB DHICGit Repository(/.git/ ) &RAT(> 385, FIET2E—
TI-RRUBERBHREHER I BHICconfigiPHEADREDT JA4)L M ADFEEELULAT M
DDA ATV > ITRHRETHD.

2w NI =g 2 BN TE D masscan Tdnd. NMAPEUELSIEN DRI LAUIETCP/IP
StackZzERAU CGRENICHIEN THD.

SIPVicious(dSIP({ >4 -3y NEETO NIV ) BB DOVOIPERY - ThaN . IREH(CIOTE
Fﬁénu\é A2y NIEENHOTLVBVOIP, PBX(BEEIRIAS AT L) EIRUIE. Brute
ForceWET7hU> MERUNRUEREFEESPIL IV ABFEES(CEFEZMNI TREEH

3. FlcUser-Agent method(CFriendly-Scannert®SIPVicious®XXFFMERENT. I&§‘
FERMVOIP. PBXS AT ATERWEE . WECWHI2BINMEFR, .

Network RZEHIENetwork Scan¥—JLT. IP Scan&Port ScanDIEEEN®D. 7w NT—JREE5 142 I
Scanner(Nmap) Y=)LEU TCERIN AN REENSBRAINTHEY -ILEUTERENS. .
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alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06450 SERVER-WEBAPP. Fortra. FileCatalyst. CVE-
2024-25153. Attempted Administrator Privilege Gain";
flow:to_server,established; content:"/servlet/ftpserviet";
fast_pattern:only; http_uri; content:"sid="; nocase; http_uri;
content:"../"; http_uri; pcre:"/[?&]sid=[&]*?¥x2e¥x2e¥x2f/Ui";
sid:106450;)

o [ B ==

6.428

24 RHE

044

17

SARhE

20

ScHBfhE

A

Fortra FileCatalystifz55% TéHaCVE-
2024-25153%FBAUET 1L MK EE
ERANY 2R —

BT TER

57

SERVER-WEBAPP.
Fortra. FileCatalyst.
CVE-2024-25153

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06453 SERVER-WEBAPP. PaloAltoNetworks.
Firewall, CVE-2024-3400, Web Application Attack";
flow:to_server,established; content:".esp"; fast_pattern:only;
http_uri; content:"SESSID="; nocase; http_cookie;
pcre:"/¥bSESSID=["¥x3b¥r¥n]*?(¥x2e|%(25)?2e){ 2} ([¥x2f¥x5c]
|%(25)?(2f|5¢c))/Ci"; sid:1006453;)

Palo Alto Networks FirewallDifES5 £ T
%CVE-2024-3400% B U7 (L7 NKE
AAEARINTZRS —

SERVER-WEBAPP,
PaloAltoNetworks.
Firewall. CVE-2024-
3400

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25
(msg:"IGRSS.8.06455 Malware, Backdoor. UPSTYLE, A Network
Trojan was detected"; flow:to_server,established; file_data;
content:"|20|>|20]|/var/appweb/sslvpndocs/global-protect/u.css";
fast_pattern:only; content:"#!/bin/bash"; nocase; content:"wget
http"; nocase; sid:806455;)

Palo Alto Networks FirewallDffg35 %=
F9%UPSTYLE Malware®zy hNJ—Ji@{5
AR T2 —

Malware. Backdoor.
UPSTYLE

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06462 SERVER-WEBAPP, D-Link. NAS, CVE-2024-
3273, Attempted Administrator Privilege Gain";
flow:to_server,established; content:"/cgi-bin/nas_sharing.cgi";
fast_pattern:only; http_uri; content:"cmd=15"; nocase;
http_client_body; content:"system="; nocase; http_client_body;
sid:106462;)

D-Link NASORMESS 4% B LIZCommand
Injections®AHEIREN T BRI —

SERVER-WEBAPP, D-
Link. NAS. CVE-
2024-3273
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