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02. 2024F5XKF1VFT iR

1) 1>FUSIABBDSOCHENL

BEAL - AELENIEBA N -IRE(SHIET R AV TUIR, I5IR, RyRND=4, 7TV -3,
IO RRA Y NRE, SRR BEIERIB R TRAET IOV 01N M AT AR, EvIT—IREDREA
Fetre#I LT, B4\ -IRE D5 - FB5 - 1R K] - XI5 - 1810 - EIRZ M I 2/2(C. TF1IFT1BERHE>
4—(SOC. Security Operation Center)"AET#H 3,

T3 IUT(EEREBRR IR, TR tFaUT#24l 1-110&5(C A (People). FE
(Process/Procedures). #%fii(Technology) "HETHD. INTOEZRAIFICHKIEN LHNDTE
H—EFIBENIH, IREQTERVEENZ VD, H#OLSRIBNICEDE, /EOTF1VT(EROD
BAEZERL T, BEIBAOFEVIBICTF1YTEaRZ 8L T 2HEENNE THD.

Governance & Compliance 1 m IGLOO
Security Policy & Awareness, Strategy, SOC Program governance

People
(Who do the work)

SOC
Manager

Working
Pecurity Operation
Process)

Recovery Plan SOC
(BCP/DRP) Orchestratio

Operation
Management

Organization Metrics
Structure, Sourcing, Staffing, Education, Role definition Performance, Efficiency, Quality, Capacity, Cost

(AT tF1UF#24l1 1-1] SOCEAERR I 2EARER (&% : Building a World-Class Security Operations
Center : A Roadmap(SANS SANS Institute 2015, —EBE#ER)]

PAN-IEHERRBAIYA TV -2 AU KR ICEHR SN 26T, MBER TN —t+1)718
BZEDHU. A2 ISATFET D F1UT /AP EERLZRE TS HEML - B tanizz+1Y
FAEEREAMTE VT, TF 1T ORRMEZHERL. LIV AZEHIENEE THD,

2016FtF1UT1FPI b EZerofoxtt A THIBEZERL T, BHISIOT7 IR %FE S 2AET7 Iy
> >0y RSNAP_RZFFL THSHFRERA/ W) KA THBIDEFCONDBA NI RFvL o>
(CGC)TIFATANBE \wF > I - B5fHI 0> E 1—5—MayhemMERBS U,

C#. 2018FIBMIF A TANEENILII 7 ThrdDeeplLockerzFIFURREXI RE#FIL THSI YA
D17 EzE R, YA\ -WEDIEMEEZE LEE. AN -7 —F70Fv2)/\( X F3ont+1)7¢
HROENIETZENTALHEEZERLLITIEHIMENITDET. BIHFOTA/N\—t+1UF(EER
HRCEZLDOREHZFIEECUT,
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THIVF BRI MR EETHA N 1UT DL ZHERF S BT DICREE RN R ESRRT,
HAN—tF1)F1ERBROTF1UFT1YvS 1(Security Mesh)ziBak TEREEREEIZITV., ZHRBE
F2UTHATE TSV NI A - LDEEERTHD I, [K tFa1)7#i4f 1-2 |0LS5RtF1)7EERE>
A—DRFYE(CEOT, R (CREITINENDD. TFIUT(EROKRINE L. TF1UT(ERZ 8L I 2
BRICEEER IS, tF1)T1V)1-23 0 OBELIHFIVT ARREZM LB BTE
[CIFARBIRN,

I~ miGLoo

O\ 3t Cyor s ER 414X DIA(Deep Visibility, Intelligence, Automation)tz+ 15 B4
ZTNA

Trust Security

. FYRI-IVU1-33> 2UTA - EHTAT B - BRZATYERERSRONE -SHEA  « MDPEEOTYRN—-3>JHY—EA0=-ZNE<MoTSOCaaS, PaaSHENTESE
«  ESMEFIRBULBRIBRIENEE © RARYNRUDTOFESEHAEERRE  +  MITER, NISTREF/WEADEAE(L + Pervasive Cloud, Al for Security, Xops(GitOps, DevOps, AIOps, etc)

Big Data
Security Monitoring
st

Big Data Security Monitoring System MITER ATT&CK-ba:

soc Level 1 Level 2 Level 3 Level 4 Level 5
Maturity

(IR 1)1 8dlT 1-2] YA\ —F1UT(ERE> S5 —(SOC) DR FAEET L FEE 1]

Bi{Rtz+1Y)7 1B (Perimeter Security) i1, #HiatF1U51E51R(Data Security)h21E4X.
Evo7—atF1UT1EER(Trust Security)hI'3tHARZBX. IREOTF1UT(EERF4EREEE 2. 4
HARLFIUT(ERE. AT )T EER ORI tF 1T EERRE B EINZ B EN DD, J
U= TERER R EIR4E(Deep Visibility). XgE{b(Intelligence). BEM{L(Automation)DES
SBHSERVDTIVIFAYNIFED T, DIATEIREL THIZ,

T RBHRERMENSH THBE TIEOTFIUT11 2 ISDERII, B EROEECENMDIDST,
BIEEIN TN D, EEMREL GHBISN TORWEEZHRIT5IL(CLHOT. BRIDBIRITZHER
FHILERIRT B [2024F 01 )\ — AT E | TEFINZ BRI LD O EFE B EfEPREIRRL
fitr, IRBREEIE | LEHENRVBEHLBEZAS. INT tF1UT(EREII-NS BRI HEMOERE(C
MUT, HBIEEZAUSIFTETT IV —23> RyhI=, T—AN=R, OSBREDERAMIATYI=AERL T
VWSEHRBEROTFIUT BRI EDEIINNE THD.

Copyright © Cyberfortress. Inc. 2020. All rights reserved 3- ,(2) CyberFortress
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TF 1T ER OB RENFRIR TEE5. IRICHERDIIENEEL (Intelligence) Téhd. /\wF> 0TI —T6
ERAESNH R, YA\ -BRICHIEI D). ATAEECNYS > I 0 RER Rk lzF
FURKESHNREEINZET, tF1U7( BRI A2 R AU ISR NANE THD. AL
HMeeiziaa Ut 1T EER A% 18Rk U 270354l 1-3 1M EFaUF#24i7 1-
4 DL BEEMEENIZEF1IVT(EERICBVTE, TF1)71ER - BEXTISBENME(SOAR., Security
Orchestration. Automation and Response)73 2 CH. XgEbaNictF1)71EERZER I 3I2s(C.
AT HIEEIC K BAFTEHETL TLVD.

B53A. COLSHIBEIEENTtF 1T BEERZIBEE T BIIC(d. ATHBELININRTOBERITIREZDIF
TlEW. BEA>T)Z1>Z(Threat Intelligence). 2Ly \>F71>% (Threat Hunting). 1>>7> b
EHIDHICELZBRETY>Y (Threat Modeling)e. IREEDKEFIE, ESERETTPSHEH T
EREZZHAIU. AR TEDHEREN KM TET DD THNUTRATEEDIRL,

Raw Alerts Generated By Signatures
0o 90 90
pAA Ay
(" Context ! ( Deduplication, §
I 1 ML Model 1
I Enhancement | 1 Aggregation )
N - ————— - 4 N~ =
|
Training Generate
Model Prediction .
i Alerts enhanced with
QQ,Q Prediction, Path and Score
Alerts with Analysis Ul with Model Performance
Analyst Tag 1 Prediction View of — > Dashboard with
Individual Alert Aggregated Metrics
0
ol 1 ]
-.\ &.‘ Researchers/
SOC Analysts Managers

(1B THaUFH4T 1-3] ALAIEEZFIRLIZSOCHERKE] (£% : Building a Machine Learning Model for the
SOC. by the Input from the SOC. and Analyzing it for the SOC) |

Copyright © Cyberfortress. Inc. 2020. All rights reserved 4- @ CyberFortress
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?il‘-“-‘“ \ ' UIX/Management Station

Data Services Functions

On Premise & Cloud-based ] :
—*| Services/Data, Network Traffic... Security Operations Functions i Proactive SOAPA Dashboard
[SOAR, SIEM, UTM, IPS/IDS, XDR, TIP/S]
(—$—\ » Notifications
Historical Data Orchestration, Automation & Response .‘—I_ > Alerts/Events g
= J L5l 5 Attack Predictions 197" e
a i ] > IR/Reporting /\4
» Case Management —
Analytic Functions \
R -
Security logs ';l"___"""“ e
- ) o £
s e

L p—

> Alerts/Sensor Systems Analytic Al/ML Model )
» Network Analyzers l 1

» Vulnerability Scanners User Interface (Ul)
14 5

> Honeypots/Probes ; 9, Integration Functions ;
Communication services, message/data

formatting, processing, and transformations

SOC Analyst

(I 41U 1524l 1-4] A High-Level Multi-Functional SOPA System(£% : AI/ML in Security
Orchestration. Automation and Response: Future Research Directions)]

TFIVTABREHR . AR LT DBIET. ATHEREOYA /N —FREAMZEAL. 75T Rk
URHAE R VEOYA N -BEDITOIHDORBERL DA N -t F1UT(ER Y1 -3 IS B ER
DORNRIEEEMEZFEE I BICHDSOARDBERANME THD. [ TF1UT1#%blT 1-510L5[CSOAR
ZEALT. IREZEH T2, MBMOEF TOCADRECRUEF 1)1 BROS1 TRIOTLA
Ty (Playbook) T, tF1UF1ERORFAEZM S HOFEL T, YA N-REDOTOT71)>
JEBEMEENTARRZIBEL, ITBMLENtF 1T (B ROBRN B ETHD.

I~ mIiGLoo

SOCEELrSYRATA—A—-3> REREFIVFEREII-FIVT RRAER L

S e— Cee—

RS — RO BEET VEE
[ CE TR
Playbook B Eh{LEE TERAREE
?
. { TTPs
FEHEY—) BAERRES
AIFH Playbook Fryb .
c5 (EH(Insight)) RAARIBEE
SIEMigST EXBISH/ TG d cwsr g PRnanson) R RS
SHITHEE
0-Day. $IFIEHRAIKYS —Em |
RS ARzEEeR
(BEEENEL) (BIERE)

(I TF21)71$%4it7 1-5] SOARZFIAUItF1UTBESARDRIERAL)
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2) ERBAINSISECUEAIEFIVT A

FryhGPT(ChatGPT)DJ — A%, KEUE:EET)L(LLM. Large Language Model) & (9 34 Rk HY
AIDJEASEHIE. CNICERHEIRRIENIFREUZ, ATHEE(ADET I ZHFE T BRCERIURTER
HEHEN., B IEE (Adversarial Attack)(c&2HEIEE (Poisoning Attack). BB EE
(Evasion Attack). ZFEZRMIZEE (Exploratory Attack)REHSMNEELORIE R BRECLD AR
Flzs. EANIERRRR UM, SRFE. ABERIHERIMBRIRREDBIENIRN,

ATHBEDBRZENMFHRSIE DL T, BAFPERETIIA TR EEERATEZETEETEZALIED
IeHDEFERNTERANLTREBENNF > RETL—LAT-0%FRUIZ, Al TRISM(Trust. Risk.
Security Management)(d. AIETIVANT >R, S5 DN, M, BN EIRIRE. T—1RE
RUMEFEMBRBIEDIzHD 5 EZIRRL. TF17AITDL— AT (SAIF, Secure Al Framework)(E, A
TRV I NIITRRS T/ F1— 21850 TANKRUHIHOL SR F 1) RSB ZRCAISZT L
BhENEF VT AT MY RRUE RIS TBIL — LT IZFERUIZ,

ZOAMCE . BEREETIOERROZEAMZFHEL. SEER Mz T30 T7> T -3 ETINDE
BRMEME(FMTI. The Foundation Model Transparency Index). AIVAIFAFEONFE ., BT, &
BRI, fRIBOEENUAZNZBIR(CIBFATE (Fairness. Accountability. Transparency. and
Ethics in A)D\$%. 7 XUHEIAZER MR FTAT(NIST)W'FEZERUZAL RMF (Artificial Intelligence
Risk Management Framework)(d. AIS X7 Lo BETZEENREEzR/IMEL. BENRZZEMN
KEZBZREL. Al RMFZIBSFS22E T, AilTCH I 2EREEZ B DN TEREFIRT 2.

MITRENMSFEXRULI ATXIEETF 1T DIchDEIRMRFRFI IL — LTI (A Sensible Regulatory
Framework for Al Security)l(d. LEEBERAITZIL IV LtE AATZBRERF RS AT AE
921 I=7USIS AT A ANDEEFOE DAL AERNTEENIGERINZAITE R EIR%
BT 25 ED3DONT VNI THRRLTWVD, TFIUT1IL—LAT—-I(F. AIOEFEMERUNER AR
EERPILC EBETINEIREET DA TIHEEDEFERNER LESISKIL TV,

Copyright © Cyberfortress. Inc. 2020. All rights reserved 6- @ CyberFortress
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SHBATIEEME (Explainability). €5 )LiEH

(The Foundation
Model Transparency

the foundation model
developer. Model-levelf8i5T
ERMEOEEZ DM

« AI Trust (ModelOps). 7 —4%Z&i&41(Data Anomaly
AI TRiSM Al Risk Detection). BB EERATH(Adversarial
SI Security Management Attack Resistance). 7 —%{#:&(Data
Protection)
Al ecosystem T DR TF1VTIRRIBEE
. REN U FSZHRRL TR OB EARAIATE A
Stealing the model B3 RUSTARBRICAI G T BT OB5HIE B
Data pmzomng of the (Automate defenses)
training data = _ o - . - = o+
SAIF . Injecting malicious inputs jjjtj?f xlle//\M)%lJﬁI]T?ﬂHfﬁﬁkéwg = [
(Secure Al through prompt injection F1UT R N
Framework) : : i AIBRCADEDICHEER VT — R)\wH)L—F(faster
Extracting confidential feedback loops)z{ERk Uz AERL . FEFNUL
information in the training B P RS #
data ESFRTOCA L. AISZFAOBFISIME
(Risk Contextualizing)
The upstream /
FMTI Downstream practices of =1t & UFoundation Model DeveloperzsigR(c

TR RV ECMmSEIA T
BREARBIBERZ 5 TEIRs, [BEE AN UEREDER

Accountability.
Transparency. and
Ethics in AI)

AITO) 5 hOBERIEEERIERLIL
T

i) STORSCHTRAmEmLTT | LA LORSOBEIY
DR
FATE
(Fairness. o ATANEE(ADDSEFENNC LD

FATE(LF 1%, EIE. ERM. MIE)CALH T 2iE
BNRUHENBRZERR

AI RMF 1.0
(Artificial Intelligence
Risk Management
Framework)

BERMERME. 2.t
FAIFARUUNNIE, EELE
BATE. SRBR R URRTEIREE. 18
NIBERIRE, AT

VATEIR(C LT EROBEHUENBRREAISZ AT s
OBTEKIRBENFEZR/IMEL. BENRFE
ZARAAL

A Sensible Regulatory
Framework for AI

» Al as a Subsystem

AI as Human Augmentation

ALEC#IC T HBIEN R BIACAIRFE R ERAOR
DDA RIAVERTECLDIEEFIRIR R

Security Al with Agency
(IX tFaUF#4l 2—11 ATHREEZERUEF 1T BRI ICOZHDIL—LT—4]
Copyright © Cyberfortress. Inc. 2020. All rights reserved 7 -
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(R TFaYUT FKili2—-2 1085 ERRUEFENSE AN THEORT R MEERRMEZHER I DHDAL
HBEOHFH SV EESEIACH T i €. ALEORBFERERNUCFIUTHA RSB A
THgERIERIBOIBHEIZOHERBEDIEZL TS,

EREEH. EU. 7AID hF4 A1F9U7RETE NTHBECRE Y BIE@EMF 2 ERFESNIRDT. ATF—E
ADSEIFEIRE CE(CFHRBRMRE BIEZIARL TOT. ABICREZRETRIBOREELIEFIT-EX
RMHBORHMELE. ATAEEORFEBIZCH T BAERGMIBRI BT A RS VIESTL. ATAEEN
Beifie U CARBIOAETE(IR(CRIIDBEEL TORNERRICESLI(C, Hitio@Et) B ERE BHZMOIE
STHBETHD.

« S5DOORAUEE : BUFEEOAIZEIL —LAT—IRIR R UEE,

o BEAVISHEROALY BEAIFEHIHTIAIS AT ACRET L —F(safety brakes)s
Microsoft AFLTZ2TI—F] B A7 —F70F v EBEOLREFSEERARSIIL — LD —
ERARR JREFE. ALICH S MR UARROT I AR = EIBL T, &8
HDIBEEN BB/ — N—2y T DBk

o AIRHO TAERENROBA( DDA, AIRADZRA
REIRERS T ILHOEFRERD. 70— /UL L+ 17 BRI MR
FABsLE

o ABREOREZMSZEAL. HFEREZFHEE, IAEA(ERRET
OpenAl - EBRHE OB RS TR DL SR EFFEEIDEE I CHRREIE. ARIOMBEZSLD
(%851 (alignment) I3 1R

o JMBAURIERAICAL + AdobeMRBUTVRAA=T A=T>31E> X072y, EFED
F-LTEHE PN 7Y F B TSRS

o [EESHBAIREDD

Google OB 2=

e B

Adobe

(I 215l 2-2) BAFERROAIFIFAMRVEESEIR (1/2)]

Copyright © Cyberfortress. Inc. 2020. All rights reserved 8- ,(2) CyberFortress
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Copyright © Cyberfortress. Inc. 2020. All rights reserved

o AERRELA TAIRERAN ORI R T+ 1T BERULZERIMERO
TFIFAHARSA HARSA> U—EBEROERBEIA. tF1)T71BRIRUTMIGTTEIC
URSFEEIER B2 Fa)T1 1RS>
RS o ANBOAESEZERUEANEVRECEARFEERFIENNI DD
BE[E [ ANTAREESS SRl CEASN 2R % [ S EMR A TAIEE 158 7E
PR MEREEANE AR AU R RFEY - EXRRH I 2B EE (BB
BT BIEREIDE dEERATAREOEAEEENZERS. ALAEEDSREEE
& T FRODDUBETFIT
+ (Unacceptable risk)EUNMEZER 925 —CA(Fl : BIEEMICEZ
FEUIDMEAT D ARIEERD 5. UTILIA LTEEL. AMDFIAINT
ERVREETORRBIRTE)EEIE
« (High risk) i CORSSRICEHSABTIHERA. CONFIUIEIBAI
[ ANTAN8ERER(AL H—-E2OUZNIBFEREE. 7vIT— NS
EU Act) |EZ=30w/GGE |« (Limited risk) —AXRREREIERIN S A TAIEES T LOTIVT
SDHEEER0 DZLRUOBEREDBRICH I MBS AN EFFEH
PECES (Minimal risk)ET A5 — L. ZINAT1IVA—-REFERRN VB S5/ \D
BEANTAIREDEETOMRFIRL
o TOAMUCAIDBWEDICT ATTAERL T D (Made with AL) |FRRZE
o BPEFAIT-CROERES ., Y- ABRBIENCRIENT A RS
A INEST A ERHERR
e |+ [EETEIMEIR | - FryhGPTOSSHERNA THREORWERIGRY
= ('I‘I'ég E B R r i SN S| W breed =) ) SAON F o=t YN
o EFENER : ADS(Automated Decision
- 27 UZL System). ACDP(Augmented Critical Decision Process)
S S22 Algorith ADS[FARIDTT AL BEYESNIOREPHIMORBURZETOI
g RaEAY E1-F4> 22T LET$ZOMT SIS AT 1. A TAIBERAMTH SR
' ,r&qclcctountability Act ESNZETOEDEEE
of 2022) 555 + ACDPEEBARBERBRTE(CHIMLENLBRRREIATLELERATSET
= DBENSENTLSLD. ARORIRNBERREICAT X158 71T
ZLEFEERERIE 3 5 SBAEEINDISICE A SN
‘ OpenAIDT—45UX | « OpenAlDT—AUNENMERICEET 2 HRFEAERY—
hr4 ERMERICEITS | « {FAE(residents) BN IBEIRINE. FRABLUARITIZEEEE
HEFRABEZT—-b P
[AISEE(CHd 955 - I = ~ B o
{12 ST —F AT gul‘bt@bﬁt/ﬁ@ﬁlmﬂm BEFRRBIENANSAIESES S
BHERK
197
|ZE&HR EEAR
|t e B ool GPTOMBABIRRSE, MR AR RO T A3
Fryh 1B NIBHRIRFEMRTE (GDPR)ESIEHHIAE . FryGPTOZEHEE
GPT{EMAZEIE
2 - —CRERAER N7 s S N
BA [ ATERES F — [\ 225 %%%;n/éﬁﬁ(u%bhu*@:ﬁl¥&0nngFﬁﬁo)j\]>’7 & VLT
i [ERRBIALICTTSD |« EFRA>A—RyNERANEFEMRBATY - IR RI—AR A TH
BIFIEE IR diGAE. BRICET 1) EEFHNE 2R I 2LI(REI T B8
o FTHRER(L. N REERNMRUAZERR (Banning social
152 [ AT ANREfmIEED scoring and mass surveillance)2& 1k, EZAUSI RUSTHilsz 18
HIRK (Helping to monitor and evaluate). IR1E{R:E (Protecting the
environment)
(T TF 105 i1 2-3] BURETEEDATHIF A RMINCERSEIE (2/2)]
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ATHEEDRIREL, FIEDPTFIUTAHA RSADETTHRTEZEOTEBV. ERBIAIZZ D
ATHEEEINEE T HHT B INEE (T3 I BRI BBl (Adversarial Defense) DEAFTHERISEITL TV
%O

A B ph e e K1 B 12 shIC(F. BRI INE (CHt I IR E T MITIIIRE (L, WEENENN
(CT4—T5—=>7%(Deep learning) > AT LECENTeHIC. T4—T7—-Z I ETINOREBRIRAREES 4%
MU TSI TE /A X THdIREN (Perturbation)ZFIFAL T, 3803825 RIDANEEERCLE
BRI 2, #od B BRI S DL ST I B BH < T DIX T Tddd o

O BIBA ST (&, 71— T 53— 2> %R R U ERACT)(CET LR (Model Optimization). -4
ExE{b(Data Optimization). IBAIMYRRRY kD -4 (Additional Network)(C3$ETES,

Ao BB I C RO R B TLUEAEIN 25 7A(E. BBl (Adversarial Training) Téd. 74—
-2 TN OIEREIRCHOT AR £ R U, FBEEBRIE TR KZE(CIZI hE—%
B/IMES 37 —51E54%(Data augmentation) Téd. AIVZIOFHIF — LD —45—THdAleksander
Madryh"REERUIZETHINEE (Projected Gradient Descent)(d. JOXI> MIE-DiEL%EER/IMETS
HETHEZSE. BtHIOIREE(CH I D0/ MRA(Robustness ) MR TE2L(CF D, CRWEPGD
REDIMEETIEN IzDefensive DistillationMIEGradient Masking. Feature SqueezingiREZ ik
RIFENHFTTEN TS,

CDESNTA=TF-ZVJEFTINOONA N RZHR S BILHDTTET TA—T5—Z2TETID

B IR LKL T<NDA—T>Y-2T0S 17 M ThdFoolbox 071 —T5—-Z>J 5V aRI4 My
ZAESNIDRUTTATA>)I2IL—LD—THrdDeepXplore, LNPETILOTANARRILL TF IV
ARNEREDTIL - LAT-0%HMdSeyond Accuracy : Behavioral Testing of NLP models with
CheckListi2& A THIBEDIZE L FHHUIMEIRE DIRFE S EDRFREME THD.

-{' Defensive Distillation

«{ Gradient Regularization

Model | Gradient Masking
Optimization __*

Image Denoising

—|  Adversarial Training

|
|
]
|
| Stochastic Network |
|
|
|

Denfense .De?ta : % Feature Compression
Optimization
*{ Input Reconstruction
| Adversarial Example
Additional Detection
Network

| Integrated Defense |

(I t+1UF1$%4f 2-1] Adversarial Attack Defense Methods of Deep Neural Networks (&% :
Adversarial Attack and Defense: A Survey)

Copyright © Cyberfortress. Inc. 2020. All rights reserved -10- @ CyberFortress
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3) DXIC&LBIT-OTR S ERBREBRVESEFIVT(

ATHIEE(AL). 739K, T—ARERE LMz B U EE DM ODX TR EDFHEF ORI U
TERMEMEDRILE & ESRXAET DN A AEEREERRRDMCEIFHZIFo B IE TEERBDEZAHL
t. MEERROERTY N\ -RIBEMENBRIENMESENEOAN-PE>ZF LA(CPS. Cyber-
physical systems)H"&17ZU Tz, CPSIEYMIBMIREIRDI AT LAETAN\-ZERDY I NI17 RUEIDIRIE
EREITDIATLATAN—NIFIN AX— MUy R, BEhiEsn. BENEMARRET 0—/NLiSE DI HER
TEDEMUEI N THIEEN T ZEIRT D,

CPSIFIE THa1UF#MfT 3-110LSRIEIFRIEAMI(IT) HERFAMI(OT). 27 A(System)eT /N1 R
(Devices)4 DT HETES, ITEOTZE % (CSystemEDevicesz DB I 2L ENTNHIHSZT A
(Control System)&ITSAFTA(IT System). FEZERAE/ DA 27—y MIIoT)EE/ D125 -y MIoT)
THHETED, £9. B> AT ATFEZEARY N - IRUHIEIS T 2B I 20053 HlixE
(PLC. programmable logic controller). Z3&X#IfH1> 25 /A(DCS. distributed control system).
JE— NEEIRHFIEIS 2T A(SCADA. Supervisory Control and Data Acquisition)RENFIEL. ITS
AT LF—RERCERALTVSY =/ RyRD =9 A=)LG-NRENEEFND. DeviceszEAETIIOTT(E
toH—. IART1yR(Embedded Systems). 2FvFREMEIEL. [OTTEAY—RIA> FTLYK,
1757 #25(Wearable Device) RENDFETES,

I~ mIGLOO
Systems

[ Control Systems ] [IT Systems ]
Cloud and
oT . Edge Networks X IT
Manage Physical Processes Manage Information

Embedded
%ysrems (-rf:\gsg?es) Tablets Smart Phones
Analyzers)
Cameras,
Scanners

Devices

(I a4l 3-11 ITEOTZFAUZCPSHEERIM R (=% : Featuring. IT-OT Cybersecurity
Convergence. —EBE1#ERK)]
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CPSTATIAIEE. JOVIFI—> N3>F—227 . 5G/6GRE, RIERIRAMiE ERENMEESNBILT, &
FENEFTLCHEEL. BEME. NZRA(ENEIFFTED . CPSEERAULARNBHITIRIEDEF. EEDEF.
AX—=b2T4 BEDEFN DD,

CPS(3. BHENT TEMBTIRICLZZEFIERUFALZHIHC. BALTOIREZSIVIRUERD
MEIVEIRMH T D, FHHZZATALEEL T MHNERP ANEROMN R TEEMSZB LTHLET
3. EEDEF TN\ - RUITVTHRIVIT ST ISR TREOLIBNMFHEE-SI> I L. BRIRRUCH
ISINTE, EEREEY IV(CL D TR R ARR CE AR IR (PHR) BIERUNRINA XY —EXNRHT
RN

SB(CATHIEE TEBEMOFFE R UT S5 aBREI B CRF B OB R R _Een g By —E2n
RHTED,

AX—=PT1(F BTN T 2308, T2 EEREEREEZIBERIIHOBENHZFH>TVIH,. X
Y—NUyR(Smart Grid)zfE&s e3¢, MERBHREEE. FIBEIRIF -

I BRI, BHRER REOBENMRUVESBBEIEIA > IMBELETUT. EE M
ESNRMEDIRBNTES. Googleld. AITT —Ft>F-DRTIRILF -0, 15%%ETRH TEE, BMWT
DT REBEIEN—H—(E. BEENSBHEICESRZREIEESV2G(Vehicle to Grid) TEXEDH
RATIMEEZESREL TEARLTVS,

EEDE T, BRFERNEACTERLOCEENEGLBBNE. BENEMAR. 7—/\>-I7-TEUT(
(UAM, Urban Air Mobility)2EDDEHTEAZN TS, BELERMMMOBE. BE L ThzE— ML,
MARDI 2T L% EE - BIERUS 2T AORIEZHIEIL 2D EREOMEEE N THIBETHMTS 375 Ml
ERINTLS,
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+ Internet of Service : PLM. SCM. CRM, QMS. ERP
« Internet of Things :
Sensors. Actuators. Controllers. Mobile Devices
« IIoT : Sensors(Temp. Presid
o YRS 2T ARUHIHS AT LERT &), Cameras. Scanners, Embedded
BT AL IPEIDETRUEZI>YT Systems(Robots. Analyzers)ia¢
o HEEEMEE. BIRWIM. AF® | ¢ Industrial Controllers(PLC. DCS. SCADA). 1/0
SHERMVER. ERDESS4HERK Hardened PCs, Servers
 Industrial Networks
o DSYRIKEI-F4Y
* VR-AR
o ANIAgE
N=R917 : EAGEREIEHEAS U7 ST ER (U — N1,
N e IM¥E, ME. OB, EB=EAE. BERTY—EAIN-b
e I EAI T | ass. WUBIREMES (POCT). /C /00U 28, (/%
B Eﬁ%%@;gé)ﬁ!) R\ AAT - ARFRUTAATA
. SLuE 4= NP IS
S |+ VDIoLy : EHRIBET ). HR5AKREIE ),
EEDET I SRR R L EEEHEIE TSy N4 — L /DB(EEEREE TSy NI — A
SR XL (MR, EHR)), BARIIBREIR )bt (DB
. R NEET-AUT. sl s | LAl 2T —CR(AINZHN BIRTF /T Lt —EX).
R ran | (OReE) CACESOREPEIRY L,
%_ %NéﬁJﬁE {EEERECER(PHR) BIE S D AINA ij—tl)\ JE—NEEE
o Y—EX(BEARESEY L JT— Mk, UE-NEZHUSY
H—EX)
o EEZAUSIRUHIE : BERIERR(PMU). EERUT—K
EERRHIMHIS 2T \(SCADA). [REEZSUSI ST
(WAMS). [II3ESARHIES 25 \(WASA)
[EIRBERITRE | BEHER. 53, &' —~o1(. 3
s NS SSEE g TAL g SE1-4—-, 2HNEREIE(ERP). BERIBEIRS AT A(CIS)
1 T PR, | sma T, RS | SEBNES. RIS, T
ot s | FVFEIESITL(EMS), SRR 7L
FESN BEALTIT5EH—E20 (DERMS), MBIBIE#RS A7 1(GIS) S
iy 2a(t. AL, RBIREL | FYXEBS AT L(FACTS), BEBEREESR
-7 . NEERAIRUUTLA LE—gy | TAHVDO) RYNI—UZEEST, EBNEIRS AT
)’?‘b%zlhﬁ[] > IR - - BCEEEE . EE@'JOD—*J“‘—(re—cIosers)\ UE-h
%B«;‘\RE(\— (5 EENWRENAMET. BERRT Y- 7Tt Y—,
RS EBEIPS AT (OMS). AMEIES 2T L(WMS)
AMI(KIREBURET(>TF) « AN—IX—4—, RERT(ZXTA.
H—)\—- STER. stE27 98> X7 /A(MDMS)
o BREEREA(IS  ZTEAIF )\WFU— (2N-4 X
N—NG2VHEIE UV 2GR EE Rz il
o HERHADRNCLBERIERIC M
MRIBEIHARR, B, AESEX
T MEBESERB M| L mmFey | BIEAUA, UAM(Urban Air Mobility), EAD
WEDE | . immmie, see, e Ty || TOPSTS S ACREM
iy v AX— MR« AN—ND$E- Byt 32T L, AX— MiiZEEY)
REREE. B8, @EERUT—
A LISBINTHA

(I 2715l 3-11 CPSIERICLEZARB D EFOFREIFIR ]
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TAYPTE AN X5 LizF 171 (CPSSEC. The Cyber Physical Systems Security)Z0
T1JKT, CPSEIOTOEF1UT(RIBZFRARL L OEmmEL TV, RIS ERER(E, U4/ -IRIBLYDIER
BRIBEOZEBNIREICRDI). BEERRRO—DTHICPSTEF1UT158(L 5 AR A TS, CPSEF1
VT2 BRI DEREGIER TF1)7450l 3-21085(C, BIBER. Y-EXABR., MIMIIMERO3D0
BATHMEL. MIENRIEER, ERREER. 1 - BENREER. BAER. ERREERS
e HAN-tF1)T4D6DTHDETES,

CPS(3. YA N-IRIBEYIBMIRIGENFES SN TR, TAN-IRIBEOTF1UT(RIECIERIRIED
TFIVFT BN — BB TEIRIRTHD VAN -RIETREIT IRV NI -ITHESS A >IN EH
SNH, BrF1UT4/WFORER. MEStF1)TRERENKE(CEATES . FHANLAESS
R tF 1T/ WFER TR 2ZMIT T 2UNAKETH D, TOMICEYIENRIRIENSFELE T D4
R, FTEENTURVSRATART . EEEOIZ—RETRAMOERTERCHULTFBHNTESLIIC
HELEENMNETHD.

o BRI R—N T=TIb. RYND—5EE, RS
. YIRMIMESRZECLD DYEBRZSER LD E
YIEBAVIRIE IR + MIL-STD-810(Military Standard Environmental
B3R BRKE k. 8. Engineering Considerations and Laboratory
RS Tests)EEPE(CRE. SR, /18, BR) A
RERE
e s . EEERFIERUEERT. HESICxTT 2B/ v
. =7 - Zh - .
T I B Pyt ML SRRSO LB
? : = . ET@éntLj{c;Lﬁ\gﬂibo)éfFﬂ%L'té;&;j -
CPSt1U7+ | EFREEE P TERIE. SEEIRA LU AR REEN
PEEIEE | % RIBIERONET | =
EB% St .« SAFLOLTOERERTIZYR— NIJEEE
e . YIRS BEBR YT NITT Y T — K%
FEy) vF e G154/ T T BRUS —BITT s
. BIBBIRT — 7T v— R, EFERETSY
i@,—&—@ﬁ_ﬁ%gmimbu :7'))0“755%5%\ :/Ell/_:/3>\ @EE&U@EE“}_)LO)
. = o (LB ST
i | i URR | ALl SIS OIBELER0
B BN SEFR. SR, TR, BRIENTSE CRISRRED
B3R, ACRRUEBEFR BOBESNS07T0-FHLE
. TRV SEMEERUNSEE L TR SRR
. BENIBREE. 1. M ENBROERMERORE
AR BNBRESENMERS SOCPSEAMTRUITEN Y E
e - HIBEIATE R L EDERI T I RIS, RIF
RSt SN BRI ESI NN E
BRI S~ _ < |+ MERICPSOI AT LA R TR TEBLIIHBHTIT
ExEs= S ?S‘)%E;%%ﬂ‘ﬂ BNFES1—IULRUNERICH S 37 T0—F 15550
= iy WE
TREAER | - WIEATLOSERL | . & EREc S S RN RS
5 ARSI N E
- . OSERHSAIOISLD |« FYNI—TTEATOSHAN—IRS 2T LEEEAY
c@mmas | DTt wa 554\~ 9 B3 M (resilient) N EEE
epitmme | FAUF( |+ UOIT SYULOTY |- OSEEIGAEILI SLAOREAICLBBRICHL TR
B =i YIS F1— VI L—3a T AN, BESS ST, ) F EBNNE
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4) BREAIFUEOI DD EFE MR CfEREIRR A, WEREEIE
ESXANFEIMERUSIREZBA(L T ZEN T, DXKRUETOY-ER{E(XaaS. Anything as a
Service). X1IO0Y—ER7—FF7IFv(MSA). IGATOI 524 >49—-J1—ZA(APL)RE. fBsDIERRE
VINIIT7DED 1— )AL THEIOA > IS8R FE R UEBRMENME RSN TV,

RO L1 > ISDIRROBRMENF 1) 7RI R ZE TS BE. FiltF1UT1BRITRD
AJpEMEN 9D . IWEEXRME (Attack Surface)(d. BEIRIOTF1)7 1B (Known Threat)®> R0 t+1Y)
T1BR(Unknown Threat)Z:#aIL. EIET 3OO EEDHNEIERED S XD,

T XU HEAZEER A FTAT (NIST)EOWASP(Open Worldwide Application Security Project)h
SERERMECTILT. [PAT A SATABRRF(FIRIB(CAOD, #2E 2 REULHT %M LLSIE
MAHDIENTEDIAT A SATLERFRREDIRFCHIRDES IEEERL. WERAEIED
MHEMZIERU TV, EEROG, WERACABENLIRIMOEFIUT1BRLIEVSDN, x I LD
FfEss 14 (Vulnerability ) 213 ZERL TLBNDIFTIERV. NHENTUVBIFE, EIEENTVR\WEF171
JL(SSH. Secure Shellyi— k. UE— k524 kT TORIL(RDP). FERWebH—E2BEFTF1UT4
BHEEDFERECEE (Management) 2N TVRWER THD.

EXRMEIE(ASM. Attack Surface Management)DAZENEIZLIZDE. 20185 (C/O0-/NLE
FIUFAIY—FETHDIH — b —(Gartner) TIEHA N\ -+ 1UT1BIRERDIHICIREREZRKS L.
EIAJEERIZ OB T, REXRAERLVSAEZ 17 ER/\( T - H17)L(Hype
Cycle for Security Operations) | THEFRUTHSIaF. [ TF+1UF1F4iT 4-110TF1U7ER
JATHAL9)h5(E. 201 8F(CHIDH TEIHBUILFAERA (Innovation Trigger) RN NI ERTE
I8 (External Attack Surface Management) IIINCEEEL EIE(EM. Exposure Management).
HAN-EERERMMEIRZ(CAASM, Cyber Asset Attack Surface Management)RE(HIDEEN
TVBZEN R TES,

Hype Cycle for Security Operations, 2023
Digital Forensics and
Incident Response
\. Breach and Attack Simulation
Identity Threat Detection and Response XDR
Penetration Testing as a Service spiderexo
CAASM
7 "
z CPS| Security spider
(e} Automated Penetration Testing SIEM
= and e Team ing Technology Digital Risk Protection Servicgs _
< \ Endpoint Detection Vulnerability Assessment:
= and Response
O /
E i Managed SIEM Services
= Vulnerability Pri \
Technglo gy
spideror (on
Generative . oT Security/ .
Cybersecurity Al AIR « Threat Intelligence
MDR Services » Products and Seryices
Y, Cybersecurity SOAR 1GLOOCTI
Mesh Architecture spidersoar |
Innovation Trigger Peak of Inflated Through of Slope of Plateau of
Expectations Disillusionment Enlightenment Productivity
TIME
Plateau will be reached: ) <2yrs. <2-5yrs. @ <5-10yrs. /A >10yrs. ® Obsolete before plateau
Gartner

(M TF1UF1HdilT 4-1] WEBREEIRCEEURMEROIR
(2% : Hype Cycle for Security Operation 2023, Gartner, —ZBE1#ERL)]

Copyright © Cyberfortress. Inc. 2020. All rights reserved -15- @ CyberFortress



Analysis Report

WEXRODEEORHICE. BEDIE

([CLDTHMEBEE (External Assets) &R EBE Z (Internal

Assets) THHETE. BEONTIVICLHOTISIRERE(Cloud Assets). FaftrwhJ—(Subsidiary
Networks). A~ LR &E (On-premise) THEETES, WEXRAIEENVS, EEDHTIULIMC

BEESHCLHOTATIAIIING

£Xm(Digital Attack Surface). AYIBIRERME (Physical Attack

Surface). AY—3vILI>SZ7U ) IREERE (Social Attack Surface) TH$ETE3,

. Server «  Compromised or
Digital - ‘ |+ Database Stolen Credentials
Attack o SATLTICIRAUM DITHA N R—NRU |+ Cloud instance |, Weak Credentials
Surface Y—ERTH I HMBIRESIEIREMNA > + Remote system |, CvEs
(RDP, SSH. etc) | Missing or Poor
» Shadow IT Encryption
Physical o AVTVIREESE BN TRRYNI—SE |+ Desktop + Missing or Poor
Attack BB U0\ - ROIP(H 2T AR |« USB Authentication
Surface 1> M SIS IEIEERA > b « mobile phone « Misconfigurations
Social e S . +  E-mail +  Phishing
Engineering ;;;%(/ %_X \J b j{i/ 7 2?/_(,5? gg‘gui@%gﬂ* . SMS +  Malicious Insider
Attack cIDY—SPNIL DTS IHESS 2l. SNS «  Trust relationships
Surface JBEARA b . person « Denial-of-Service
(IR tFa1UT130l 4-1] IERECEOWENYF—]

HROERE RUA > ISOEMEN SRR BENLBYA N -NEOEARE THINEREZ A
UTEEIILICRFANMFEET IR NN DD, 2T YAN—FIVFT1OL NIV HEFF T B2
OB ELA > ISRICFE T 2BRIEHRSSIECBNBIREAY Y — 2L Glnl L. DU CTIRERME

EUTERAINZEBRZR/IMEITBUN KB THD, CNTHEXRAMEIRZEI B/2H(CT
OCANDEEBERTHIANBEDREREFRA .

EXRmMERT

ANBEDDFETOBEIRMIETE. AEHEER

IS ANFFRIBEZIV I ERINE THD.

B TF2UTF — MIEEIU TRFr> 2 F= ML, 0T 2AREIU CBIROEELRAMDEER

EEIRZREGHB E@ED
(Discovery & |+ #EERYNI—IROIRTOERE, SAT L PIVT -3 RUEARA > NessR)
Mapping) . BENBEEITIYVESI SN TEHEOSOCY —)LERESN. LNTEAFTE SRR R UL TS
Uz R
o BEMERRMLIaFTANRULY RF— LD IEE R I IREE S DFRDEE N ICEERE
; i i 214 1
FRIPECSET | o ST B B A AR 0HT AN
(Prioritization& RO TERMRTOT—IL. REBTERBIANUVE SR BIEZEOSEIR NS EEEDIESE
EOMIBNEEZSD
Context) KO, RRORNSEOBRE A CERORE SR TR
TESEATEIETE
BRI o o e g 1
(Remediation) ROy NT=1, 2T LFIET VT -3 R RSN B SN AMELE
BENRESLT | SMOMERELSHERBRIRE Ry NI—1, 557 R —E 28 RUS B R E 550
(monitoring) (CHESRSENE
(IR TF1UTFii4-2] REXRASETOTANDEEER]
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WEXRAESRE(CHIZERENMAINDILT, SHRLVNEBERA SR ELLTAEBLHEE(EM), A
AN -BERERAEE(CAASM). ANEPIREREEE(EASM). AFGBRELEE(CTEM)R
ENBEATES, EANCKHERAEBIEO—HFRANBERE. RABVEECHTIZRFAERIEZ T
EHRNBRTIINEEOR R ZERIZHICERKE L EIE(CTEM. Continuous Threat
Exposure Management) TEIFDERA TV I AR BOIRRRHEHLBE# LNzt 1U7+
EREEOEMNIUNETHD,

RN T —BR(CRRMEZEHEL. BOF U EED 7 IS EMHAREE TE

Vaogement | 3535 —E0T0ER
(EM) SREIBRSN B BRI LOBHF ONESS I T+ TR MR TR TES SRR N

YERY., BICIEMHEE RMEETRE TRz EES
tHIUTF - LW EEOREARVREOE BB TR 3zl HR—k
S I>RRA>MEndpoint). B—/\EUMERBR DL SR EEDHD FESZINE S DR NSEEE
Management E”’a"&?%ﬁ . ; _ _ . .
(CAASM) o THITAF-LFIRTOTSANEENSTFIUTHIEHE. CF1VTARBINRUEEEZELREZ
LT 1T RREEE AT BE
A2 —2YNCEN O TV BT EEE MU AT AT 3i/RaRER I BiedlclicmanizJOt R,
Ay, BIEY-EX

Cyber Asset Attack |*

External Attack

Maﬁ:gjﬁfent L= Ry NCEEN ST\ B B I B RS TR BN S R U S B R OES B
jgE
EASM . R
(EASM) . ERTAEICEEN AR A DT I BT BRI

Continuous TAreat | g am s sz mmanmnl. BIEREEIBLAEET 57002

MaEr’fgg;“mrgnt . REOYIBNEELS ) AR DM A N C— B CTHIIEN 345K — NI B L —

(CTEM) LI-9
(£ TF1UFT1#40l 4-3] IWERABIEIL - LTI FEHF4E]

B A NERIMEIE CTHERAZ&/IMET3HCE. MEPRICEELREN TV R R > DTS4

IWVEE EBESN L ERRIEIRZFHBIL . BRIMIWMETHD, REBRI(CFEHFOTF 1T RREDEIET(C

&0, BEMBI MU IR EREDEEIZRFHRIICEMU. TF1)THEZEORIMbDIHIctF1l)

TR RINE THD. CNOIZHICABIRENRMAE. ARAMARIECLZTF1)T58(E5E

2RI NEN DD,

EENAAIETE, EAPROEELEEINBVEEICHITIEEVAMUIERLL S -V I )17

(Legacy Software). EEEEREZIEIREL. CNICHI2EEEMMEZIREIT2NENDD. YINITT

ETJ7—LDTY . #EERIREICHU T, EEAICEEMEENIESS I, "R —23>F AN 12051+

D12 EE ML TERRIBZHIFIDVENDD. &FF1V7/)WFERFIN-23>0

HERB AT X I 2BEDIIENHNETH D,

ZUTARIEA= . BARPIRRCEDTIT ADI TR, (BIREEVRESARIAA > ST > NEHINFEEL TV

Do CNFEFEDHEEICFTEINTLSEAE. BIEE. MREEOTT1IUTERMNENRVHFELETD

RIRET. REPHAN—tF1UTMRAIZE AL, tF1VF7 BB R L2 E L T+ 1UT/(Cd T

Dtz =mHINENHD.

R MAEme L TE, BAN\-tF1U71¥v> 17 —F79Fv—(Cybersecurity Mesh Architecture)

DOBA. T-7EF1)F 86 EORINL. VI NIRRT+ 1715179 17)L(Secure

SDLC. Secure Software Development Life Cycle)D#EA. tF+1Ur1Yi1-23a>nEA ., 1Y)

T4IL— LD —-JERARBRESHRRABAMZEAL T, WEREOIGRICSL DB RZ BN UM GEfmH

MHETHD.
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x5 3] S] WERMEERN S E
. = . FyNI—I7oEZFIEI(NAC). TR NTELIE(DSM). IPT7RLAEIR
REUAME PR (IPAM)BE BRI BEUA M
o ORMHEROHDERER BIEFEELAY—YINIIT (Legacy Software)#lBR
ME4BRE 190t X>F7—33>(Micro Segmentation)& A
o VINITY . J7— L0177 RRUES (9 2a8Tr+1U7 1) \WwrE s/ —
=y | 12N e = SR
el BENE R —33> 7 X M Automated Penetration Test)ZEh
o EEARtF2UT52BENE |« Penetration Testing as a Service(PTaaS)EF/LEA
4>J3(Server, Database. &) HRtF1UT (325N
ERE. 1B, IS 7RECTIVTERHEE
o TRV BERUINEEM |« BRI 1T FRINBESFOIHICAR Iy NEA
[EIERRY ISR BY X — )L (A —)L. APT, DDoSRE)ZES
. oL AV ST —F%F '
. BTy 1T — ;Eﬁl\jx NERmNBOTF1)5717—F79Fv(Zero Trust Architecture)
F70Fr— (CGMAYRR VPNEBSES A5 s, FIDORETREES AT [SEHER B
. = — -~ BIEYEES(EN. Homomorphic Encryption)Dd5R 513 —a{ bk
?; FeFalT AR LA #f5(PET. Privacy Enhancing Technology)&FIFURT —R:E
» - rPSREERR ]~ PO ABIERUT FEADEH OIS EIP
E{ZE‘IE’J Secure SDLC j#EF t41731—71>%(Secure Coding). DevSecOps%F|FHUIRHIF:
" NIST Cybersecurity Framework 2.0
s EFIUFOIL-LD-EA AI RMF 1.0 (Artificial Intelligence Risk Management Framework)
CSPM (Cloud Security Posture Management)/&#3& /A
SOAR(Security Orchestration Automation and Response).
o TFIUFWII-SEA SIEM(Security Information and Event Management).
XDR(Extended Detection and Response)/xEx&E A

(&R T41U7¢ Hifi4-4] IREXREEREAITE (B2 BEIGREETEHDF. WEXRDEEMSCR/IMETTE
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HIIRIA T4 T =MER T BIeHICIF. AAYOY—EZX(Microservice). AJ>FF+—(Container). AF7J
AvTZ(DevOps). AFFEIHE EIEEIIECA (CI/CD)NRE THS. Microserviceld, B TERITT
E ML TEZ/NSRENMET I TEEBMEEZERI Y —EX{E T 318, thOBkEECRZEZ R(FSRV, O

FT—1& I3RS —ERZRNFR(C

BIRTIBHOFIMZEIRT D, VI NIIT7 OFEFENSERFTOYI I

7HFEEEA(SDLC)ZEE I 328(C(F, DevOpsZEEELLTYIMNIITORFERUTAM, &, BfnE

—EOESZEHEEL TEMTESC/CONMMETHS.

[ Microservice 1

presemahon
Mobile apps

. 55'2:3535\ Stateful
' services

[ Container] (Mo

Container Container Container

 ProductAPIVI.
bl vz

[Runfirie” V5]
8

Host Machine

Stateless service
with Separate store

build

[Cl/cD]

4 5
CD, deploy Run

|

2 3
Application Build, CI,
code deploy

code repo
(SCC) test

integrate,

plan

operafe

Dev release Ops
1

Inner loop

monitor Code, run,

debug

Dev
Environment

(I TF2UF1 5T 5-31 75T RRA T4 TR 45

«  VINIITREFEES, BN CRAT CE IR T3/ SRETED 1—)UITHE
BEAESFTH—EZIBT—F7F v LR | H-E2DB TR
7—*7 | Microservi * H—ERBT0J5 ) SEEIESRVAPITEE. FY-EAEZNeN |  AESRREE
HFv ce DODB%EFIE HRERME © ERIY—CRBE
. EEHARERIY - LU ORER L0 DR SRR, TS | 03, MhE
F— b BEEIREL TOMEECE R E A R (FR0
. USUNBENSY-CRERITU. SNEHCERT DAV | v - 1 gz
Ot SEDBECEN AR Tt
1275 | Container | * OSH—FIBEILEL, TIV—S 3 RATBBRIATIVIOTN || e F&D ey,
S, BETPANBEEVMEDE Sy — > I BB %) L ey
»__Micro Service DB MUEITIRIE CIRHE ’?R Ao
BEEMLIBFE-TAN-ER
SEF I OEFEHA IV ER
. EBIRNSIERIE TGN CEIE T B0 TR Eftanis—o7—/J0—
DevOps |+ 7 -3 oRis-ERRIRE O EBEEL. 7AW —3aon (A
o RIS B DRE A L2 E3, SRV EBNEERIC
P Y- RU YT
5~ NEE R
o B FANRS. B TO—EOBIZE BN TR Fﬁg‘; bf’fﬁjﬁjﬁgﬁﬁ
cycop | R ,L:.tiamvj’u’f—ya/ﬁﬂ%ﬁxrs & BN L CLDIEVVEIEA pis i
: E%}Lm&(ﬁﬂﬂ*ﬁ
(1R tFIUT I 5-11 I5IRRATAIHERE), B (2 BEFIINISYINIA-LABFEER))
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I3 REEACDIDDERERIERM KU ST REAT1T TYIT NIV ORI IR RIS DY T ML
77I0-FIERRUTE. RERISVRERRRZIER, TEINITIIRW, I5T RRIBEESICZE(C
BRI DIV MRR(CRE SN tF IUT M ETHS. [F tFIUFTFXHlT 5-2104L5
(CRAMRIVICE BTV REF1ITADIZDICFIL—LT=DEAIFIRAE., A>TSRE, ATV~
S AETHIRTES,

I3 RUEOIL —LT—IEIFIRRATATT TV —23ARE TS9N TA—L(CNAPP), I3 R7IER
TF YT (CASB). 739 RD—I0—MRET Sy IA—L(CWPP), I59REF+1UF¢
HBRLEIR(CSPM). 757 RA > ISHEREIE(CIEM) T3 REEEF1YTARYS - RUIFD RS- )T —
70— RO DOEFIVTABERB LU ST B TS —ARFBREDRYS —HEHTES. CNAPP(E

CIEM. CSPM. CWPPOHEEEZRE LTIV R > IS DBEAR MU IR IEHER, ¥//0Y—-ERET>
TF—AREERA DL T TVT -2 %IRET B,

A>TFAETE )\ RF1 A2+ 1UFT 1B EIE(KSPM), U—ERBY IR 7+1)7 1

KRB (SSPM). t+1UF(H—EX Ty (SSE) TU/\RF1ZX(Kubernetes) i ERDF 174 XU
ME-> TIERIRERFR, SaaSIRIROTF 1T (IRREEIENAIRETHD, 7 TUT—>a AlmeL TEIII7
VT =230 RUOT7IVT—23>T0I 5204 25— T1—ZRE(WAAP), €IUF1I1T5 - ~I1((SWG)
BRETTIVT -3 PAPIOEF1UT 12T ZTENTES,
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CNAPP . s e o T=T4IPINAFv=>4) (Artifact
(Cloud Native |" @?ﬁ%ﬁ”ﬁﬁﬂﬁ;{ffgﬂﬁj& scanning). J—KEL(>J5(1aC :
Application 7 iy _f,.: P = 7 Infrastructure as Code)2Fv=>4
R SHESSEOCENE TR | e
Platform) ST HATIAREDEIE - CIEM. CSPM. CWPPH#&
. DSOREBO-RTICAT B T
HTFARCF VTR —ZESUTEA
CASB FREDIITIRY—ETEEELITUR SPEE. SSO(Single Sign-0On). &R
Y—E2HAEOBCERiEENZ A T2 5. B&EEEARYES S T/\( 270
AFIel$H79 RES 17 RU> —EA DL UVIN ==L N7 (N =27

(Cloud Access
Security Broker)
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